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About this guide

This section includes the following topics:

» About this guide

» Prerequisite knowledge

About this guide

This guide describes how to use Arctera™ CloudLink to synchronize accounts from Active
Directory to Arctera Insight Archiving, to support the archiving of Gmail messages from Google G

Suite Enterprise.

The guide describes how to install and configure CloudLink for the purposes of Google account

synchronization, and then how to:

» Synchronize the required Microsoft Active Directory accounts in Arctera Insight Archiving.
» Enable and disable users' access to their Insight Personal Archive archive.

» Use CloudLink to send welcome messages to Insight Personal Archive users.

Prerequisite knowledge

You should be an administrator who is experienced in managing Active Directory and Google G

Suite Enterprise.
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Google account synchronization overview

This section includes the following topics:

* Release history: CloudLink support for Google account synchronization

» About Google account synchronization with CloudLink

About Google account synchronization with CloudLink

CloudLink simplifies Arctera Insight Archiving archive account provisioning by synchronizing
directory user accounts with Arctera Insight Archiving. CloudLink can also send welcome email
messages to users that it has synchronized, informing them of their Insight Personal Archive

archive and how to access it.

CloudLink now includes a Google account synchronization feature, "Google Sync". This feature is
typically for use in environments where you manage Google G Suite Enterprise users and groups
from Microsoft Active Directory, and where you use the Google Cloud Directory Sync tool (GCDS)
to synchronize the Active Directory users and groups to your Google G Suite domain. For more
information about GCDS see the following article from Google's G Suite Administrator Help: https://

support.google.com/a/answer/106368?hl=en.

With CloudLink you can create a Google Sync task to synchronize to Arctera Insight Archiving the

same set of Active Directory users and groups that you have synchronized to G Suite using GCDS.

Figure: Active Directory account synchronization with GCDS and CloudLink


https://support.google.com/a/answer/106368?hl=en
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Every time you run the GCDS tool to synchronize Active Directory users to G Suite, you should aim
to run a CloudLink Google Sync task to perform an equivalent synchronization to Arctera Insight
Archiving. You should coordinate the runs of the GCDS tool and the CloudLink Google Sync task,

so that the Arctera Insight Archiving archive accounts keep in step with the Google accounts.

Release history- CloudLink support for Google account
synchronization

Table Table: Versions of CloudLink with Google account synchronization support provides details of

the versions of CloudLink that support Google account synchronization.

Table: Versions of CloudLink with Google account
synchronization support

| CloudLink version | Release Date | Changes |
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| CloudLink 4.0.3 | April 2018 | The region names have changed in the configuration options for

selecting the Enterprise Vault region. |

| | | For more information on the changed data center naming in this release, see the CloudLink

Administration Guide . |

| | | If you are using CloudLink 4.0.1 or 4.0.2 for Google account synchronization there is no

requirement to upgrade to 4.0.3. |

| CloudLink 4.0.2 | January 2018 | This version adds support for the Arctera Insight Archiving US-

US3 region data center. |

| CloudLink 4.0.1 | January 2017 | This version was the first to include the CloudLink Google Sync
feature, which can provision accounts for Google G Suite Enterprise Gmail message archiving.
This functionality is for use in environments where you manage your Google G Suite Enterprise

users and groups from Microsoft Active Directory. |
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CloudLink requirements

This section includes the following topics:

* Requirements for Google account synchronization with CloudLink
» Compatible Active Directory versions

* CloudLink server requirements

Requirements for Google account synchronization with
CloudLink

To perform Google account synchronization you require CloudLink version 4.0.1 or later.

Note: If you use CloudLink for Exchange or Domino account synchronization, you must

install a separate instance of CloudLink for Google account synchronization.

Read about the requirements for Google account synchronization before you proceed with

the installation.

» See Compatible Active Directory versions.

e See CloudLink server requirements.

Compatible Active Directory versions

The CloudLink Google Sync feature is compatible with Microsoft Active Directory in the following
versions of Windows Server:

* Windows 2003

* Windows 2003 R2

» Windows 2008

* Windows 2008 R2

e Windows 2012 R2
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CloudLink server requirements

For optimal performance we recommend that you install the CloudLink application on a standalone
server or virtual machine. We recommend that you do not install CloudLink on an Active Directory

domain controller, due to the potential effect on performance.

Note: If you use CloudLink for Exchange or Domino account synchronization, you must

install a separate instance of CloudLink for Google account synchronization.

Table: CloudLink server requirements for Google Sync specifies the other requirements for

the server on which you run CloudLink.

Table: CloudLink server requirements for Google Sync

| Item | Requirement |

| Operating system | One of the following\: |

| | - Microsoft Windows Server 2008 with SP2 (32-bit and 64-bit) |
| | - Microsoft Windows Server 2008 R2 with SP1 (64-bit) |

| | - Microsoft Windows Server 2012 R2 (64-bit) |

| | Note: You must either turn off User Account Control (UAC), or run CloudLink as an

Administrator. |

| CPU | Multi-core x86 or x64 processor |

| Memory | 16 GB RAM |

| Microsoft .NET Framework | Microsoft .NET Framework 4.0 |

| Server/network account permissions | To install the CloudLink application you require Local

System Administrator permissions. |

| Internet connectivity | During the installation, CloudLink requires Internet connectivity to access

and install the required version of SQL Server Compact. |
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| | When in use, CloudLink requires Internet connectivity to perform synchronisation to Arctera

Insight Archiving. CloudLink uses the system default Internet proxy settings. |

| | If your CloudLink server routes network traffic through a proxy server, ensure that the CloudLink
service account has permission to connect to the data center website for your Arctera Insight

Archiving geographical region. All traffic is on port 443. |

| | You can obtain the data center URL for your Arctera Insight Archiving geographical region from

Arctera Support . |

| Network access | When in use, CloudLink requires network access to your Active Directory. |


https://www.veritas.com/docs/100038431
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Setting up CloudLink for Google account
synchronization

This section includes the following topics:

» About setting up CloudLink for Google account synchronization

» Preparing the required accounts

* Installing CloudLink

 Editing the CloudLink configuration file to enable the Google Sync options
* How to start and close the CloudLink application

» Overview of configuring CloudLink for Google Sync

 Selecting the CloudLink configuration tasks for Google account synchronization
» Specifying the CloudLink service account

» Registering the domain controllers

» Specifying the Management Console account credentials

» Configuring the sync properties

» Configuring the additional AD synchronization options

» Configuring the SMTP server settings for email alerts

» Configuring report management and logging

» Configuring the welcome message template

» Reviewing or changing the CloudLink configuration

About setting up CloudLink for Google account synchronization

Follow these instructions to install and configure CloudLink for Google account synchronization.

Preparing the required accounts

During the configuration of CloudLink you are prompted to enter the credentials for the following

accounts:
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* Management Console login account: This account must have the System Administrator role in

the Management Console.

» The CloudLink service account: The ArchiveTools CloudLink Server service runs under this
Windows service account to access Active Directory. Follow the instructions below to create a

suitable account.
To create the CloudLink service account

1. Create a Windows domain user account with a non-expiring password.

2. Add the account to the local Administrators group on the computer on which CloudLink is to be

installed.

3. Add the account to the Domain Admins group.

Installing CloudLink

You must install the CloudLink application on a computer that has the required prerequisites.

See CloudLink server requirements.

Note: If you use CloudLink to perform Exchange or Domino account synchronization, you

must set up a separate instance of CloudLink to perform Google account synchronization.

To install CloudLink

1. Download the required version of the compressed CloudLink installation file from the following

location on the Arctera Support portal.
2. Extract the files from the CloudLink compressed file.
3. Go to the uncompressed files folder and begin the installation in one of the following ways:
 |f Windows User Account Control (UAC) is turned on you must run the installation as an

administrator. Hold down Shift while you right-click the file PreInstall.exe , and then

select Run as administrator from the shortcut menu.

» Otherwise, double-click the file PreInstall.exe .
4. Follow the CloudLink setup wizard.

When the installation has completed, the ArchiveTools CloudLink icon is present on the Windows

desktop.


https://www.veritas.com/docs/100014012
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Editing the CloudLink configuration file to enable the Google
Sync options

Before you can use CloudLink for Google account synchronization you must edit its configuration

file to enable the additional user interface options.
To edit the CloudLink configuration file to enable the Google Sync options

1. Make sure that the CloudLink application is not running.

2. Go to the folder in which CloudLink is installed, typically C:\Program
Files\ArchiveTools\CloudLink.

3. Make a backup copy of the CloudLink configuration file

ArchiveTools.CloudLink.Server.exe.config, in case you want to revert to the original file later.
4. Use a text editor such as Notepad to open ArchiveTools.CloudLink.Server.exe.config.

5. Find the \<appSettings\> section of the file, and locate the following entry within it:

<add key="GoogleSyncEnabled" value="0" />

The value of this key is an integer that determines whether the CloudLink user interface displays or

hides the Google Sync options.
1. To display the Google Sync options, change the value to 1 so that the line reads as follows:
<add key="GoogleSyncEnabled" value="1" />

1. Save the changes to the configuration file.

2. Restart the ArchiveTools CloudLink Server service for the change to take effect.

How to start and close the CloudLink application

CloudLink must run with elevated privileges if User Account Control (UAC) is enabled. The

following start procedure explains how you can run CloudLink as an administrator, if required.
To start the CloudLink application
» Do one of the following:

o Launch CloudLink from the CloudLink desktop shortcut.

10
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Note: If Windows User Account Control (UAC) is turned on, you must run CloudLink
as an administrator. Hold down Shift while you right-click the desktop shortcut, and

then selectRun as administrator.

o Or go to Start > Programs > ArchiveTools CloudLink . The ArchiveTools CloudLink

option launches CloudLink.

Note: If Windows User Account Control (UAC) is turned on, you must run CloudLink
as an administrator. Hold down Shift while you right-click theArchiveTools

CloudLinkoption, and then selectRun as administratorfrom the shortcut menu.

To close the CloudLink application

e Close the CloudLink window.

Overview of configuring CloudLink for Google Sync

Before you can create tasks for Google account synchronization ("Google Sync") you must

configure CloudLink to work with Arctera Insight Archiving and your Active Directory environment.

Table: CloudLink configuration steps for Google account synchronization lists the steps you need

to perform when you run the CloudLink configuration wizard for Google account synchronization.

Table: CloudLink configuration steps for Google account
synchronization

| Configuration step | Action | Reference |

| Select Configuration Task(s) | Select the configuration tasks that you need to perform. CloudLink
builds a list of additional configuration steps that you need to complete, based on your selections. |

See Selecting the CloudLink configuration tasks for Google account synchronization . |

| Specify CloudLink Service Account | Provide the credentials of the prepared Windows service

account. | See Specifying the CloudLink service account . |

11
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| Register Domain Controller | Register a domain controller from each domain in the Active
Directory forest from which you want to select the users or groups to synchronize. | See

Registering the domain controllers . |

| Cloud Archive Credential | Specify the credentials for Management Console login account that
has the System Administrator role. | See Specifying the Management Console account

credentials . |

| Configure Sync Properties | The settings are not applicable for Google account synchronization.
You can ignore these settings and go on to the next configuration step. | See Configuring the sync

properties . |

| Additional AD Sync Options | Determine what happens to Arctera Insight Archiving archive
accounts if the associated Active Directory account is disabled. | See Configuring the additional AD

synchronization options . |

| Configure SMTP Server | Configure the details for email alerts that CloudLink sends if the
CloudLink AD Sync services fail to synchronize any accounts. | See Configuring the SMTP server

settings for email alerts . |

| Report Management | Configure the CloudLink log settings and report settings. | See Configuring

report management and logging . |

| Welcome Message Template | If required, configure the template for Insight Personal Archive
welcome email messages that CloudLink sends. | See Configuring the welcome message

template . |

Selecting the CloudLink configuration tasks for Google account
synchronization

To begin the configuration of CloudLink, or to review or modify an existing configuration, you must
select the required configuration tasks. CloudLink then takes you through the required

configuration steps.

Some configuration steps are not relevant to Google account synchronization. Follow the

procedure as outlined below.

Note: If you ran the configuration previously, you must reselect the required configuration

tasks.

12
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To select the CloudLink configuration tasks for Google account synchronization

1. Start CloudLink, if it is not already started.
See How to start and close the CloudLink application.
1. Click the Configuration tab, near the bottom of the left pane.

The Welcome to CloudLink ** page shows the current configuration status of CloudLink. If
you have performed any CloudLink configuration steps previously, theConfiguration Status**

area lists any configuration steps that you have yet to complete.

=101 x|
Conf iguration L | Configuration Tasklist
Wekome 2 | | Welcome to ClowdLnk
Salect Configurabion Task(s)
Ll LEL s 0 & CloudLink helps you to:
Welcome to Cloudllink. Synchronize Directory Information fo your Cloud Archive

Before you configure Cloudlink, cick Help
of 3¢ the Cloudlink Administration Guide Enable Users for Personal Archive
to read about the prerequistes.
Deliver Welcome Messages 1o Users
To configure Cleudlink or to moddfy the
wrrent configuration, chick Configuration, - - -
and then click Start Configuration Tasklist. D("pL,' Pessonal Archive
A5 you select tasks in the Selet
Configuration Task(s] pane, ClowdLink
Builds a hist of configuration steps in the Start UEII'I'I{]I.IIT:ITIDI'I laskhist
Configuration Steps area. When you have ’ b '
selected the required tasks, click Next and
work through the configuration steps.

Conliguralion Stalus
When you have completed the '
configuration, dick Task Manager to create
the tasis to perform on your target systems.

1. Do one of the following:

e Click Select Configuration Task(s) in the Configuration pane.

e Or click Start Configuration Tasklist in the Configuration Tasklist pane.
2. On the Select Configuration Task(s) page, select the required configuration tasks:
e For Google account synchronization select Directory Synchronization Configuration ,

and then select Microsoft Active Directory Synchronization.

13
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Note: Do not selectWeb Folder Management Configuration. This option is not

applicable for Google Sync.

« |f you want CloudLink to be able to send welcome messages to users who receive Insight

Personal Archive archives, select Welcome Message Template.

e
Configuration « | Configuration Tasklist
Configuration Steps - .Sglul Configuration Task{s) |
Select Configqurabon Task(x) a9
Specify CloudLink Service Account 9 . . : § .
Register Domain Contsolles o Please select from llhe: appropriate options listed below to configure CloudLink for
Clowd Archive Cradential a I‘eatures_ such as D|lecton:( Syrbchrcnzatpn ar!d Web Folder Ma_nagemf:nt
i S prossrat 2 If you wish to use CloudLink for both Active Directory Synchronization and Web Folder
Additional AD Sync Options ] Management, tick both Ihe options.
C MTP Server 3
1 Management a ¥ Directory Synchroniz ation Configurabon
Weicome Meszoga Tempicts ) Provides options for deplaying users and ongoing maintenance of user identities into the archive.
Helpful Suggestions S

* Micesoft Adive Directory Symchronization
Welcome 1o CloudLink.
1BM Lotus Domina Directory Synchronization
Eefare you configure CloudLlink, click Help
or see the Cloudlink Administration Guide MNote: CloudLink requeres an installation of Lotus Motes Bx or 9.0. Flease ensure this ks configured with
to read about the prerequisites.
an Motes administrative account before proceeding.
Ta configure Cloudlink or te madify the
cuirent configuration, click Configuration,
and then click 5tart Configuration Tasklist. ~ Web Fold rManagemem Cunﬁguraliun
As you select tasks in the Select
Cenfiguration Task(s) pane, Cloudlink
builds a list of configuration steps in the
Configuration Steps area. When you have

Lalected the requared Latks, clidk Méxt and 7 Welonme “GSSEQE TEI'I'I pl*
woik thiaugh the conliguration stéps.

Provides options for Web Folder Management related configuration

Provides option for editing Welcome Message Template for accounts.

When you have completed the
configuration, click Task Manager to create
the tasks to pedorm on your target systems.

Configuration

Task Manager

Help ¥ Mext > Cancel

As you select options on the Select Configuration Task(s) page, CloudLink populates the

Configuration Steps area dynamically with the required configuration steps.
1. Click Next to save your tasks and continue to the next configuration step.
Note the following about working through the CloudLink configuration steps:

* When you configure CloudLink for the first time, we recommend that you work through the
configuration steps in the order in which CloudLink presents them. When you have completed a

step, click Next at the bottom of the configuration page to go to the next configuration step.

¢ Alternatively you can navigate between steps by selecting any configuration step in the
Configuration Steps area. However, some steps cannot be selected until earlier steps are

successfully completed.

14



ARCTERA CLOUDLINK - ARCTERA ARCHIVING CLOUDLINK GOOGLE ACCOUNT

SYNCHRONIZATION GUIDE -1 0

» CloudLink marks with a green checkmark icon any steps that you have successfully completed.

* When you have finished the configuration you can return to any step to change its values if

necessary.

Specifying the CloudLink service account

In the Specify CloudLink Service Account configuration step you must provide the credentials of

the account that the ArchiveTools CloudLink Server service is to run under.
The account must have the required permissions.

See Preparing the required accounts.

To specify the CloudLink service account

1. Go to the Specify CloudLink Service Account configuration step.

2. In the Account box, enter the name of the CloudLink service account.

Note: Enter the account name in the formatDomain\Username.

You can click the Address Book icon to search for users in a selected domain.

1. In the Password box, type the password for the CloudLink service account.
2. In the Confirm Password box, re-type the password for the CloudLink service account.

3. To validate the account credentials, you can click the validate account icon that is adjacent to

the Account box.

4. Click Next to continue to the next configuration step.

CloudLink changes the logon account for the ArchiveTools CloudLink Server service to the account

that you specified.

Registering the domain controllers

In the Register Domain Controller configuration step you must register a domain controller from
each domain in the Active Directory forest from which you want to select users or groups to

synchronize.
To register the Active Directory domain controllers

1. Go to the Register Domain Controller configuration step.

15
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2. By default, CloudLink uses the CloudLink service account to connect to the Active Directory
forest. If the CloudLink service account is not part of the forest where the user accounts reside,

do as follows:

Clear the Use current system account check box.

In the Forest Name box, enter the root domain name.

In the Username ** andPassword** boxes, enter the credentials of a Domain Administrator

for the specified domain.
* Click Search Domain. CloudLink then displays a list of domains and their domain
controllers for the specified forest, in the drop-down lists.
3. In the Domain drop-down list, select a domain from which you want to synchronize user
accounts with Arctera Insight Archiving.
4. In the Domain Controller drop-down list, select a domain controller.
We recommend that you select the domain controller that is nearest to the CloudLink server, to aid
performance.
1. Click Add.
2. If you cleared the Use current system account check box in step 2, CloudLink uses the

credentials you specified in that step.

Otherwise, CloudLink displays a Configure Domain Controller dialog. Enter the user name and
password of an account that is a member of the Domain Admins group in the domain, such as the

CloudLink service account. Then click Ok.

CloudLink adds the selected domain and domain controller to the list in the Registered Domain(s)

list.

1. Repeat steps 2 to 6 for each domain in the Active Directory forest from which you want to

synchronize users with Arctera Insight Archiving.

2. Click Next to save and continue to the next configuration step.

Specifying the Management Console account credentials

In the Cloud Archive Credential configuration step you must specify the credentials of the
Management Console login account. The account must have the System Administrator

administration role in the Management Console.

To specify the Management Console account credentials

16
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1. Go to the Cloud Archive Credential configuration step.
2. In the Username box, type the name of the Management Console account.
3. In the Password box, type the password of the Management Console account.

4. In the Region drop-down list, select your Arctera Insight Archiving geographical region.

Your geographical region is specified in your Arctera Insight Archiving welcome letter email. If you
do not know the region to which you have been assigned, ask your Arctera Insight Archiving

support representative.

1. Click Next to save the account details and continue to the next configuration step.

Configuring the sync properties

The Configure Sync Properties settings are not applicable for Google Sync, so you can accept the

default settings and move to the next configuration step.
To configure the sync properties

1. Do not change the supplied settings on the Configure Sync Properties page.

2. Click Next to continue to the next wizard page.

Configuring the additional AD synchronization options

The Additional AD Sync Options configuration step provides a number of settings to control
whether CloudLink disables Insight Personal Archive login or both login and archiving under certain

conditions. Note that some of these options do not apply for Google account synchronization.

The Additional AD Sync Options are as follows:

17
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FOR USER ACCOUNTS DISABLED IN ACTIVE

DIRECTORY

For user accounts deleted in Active Directory

THIS SETTING DETERMINES HOW A TASK
PERFORMS WHEN A PREVIOUSLY
SYNCHRONIZED ACCOUNT BECOMES
DISABLED IN ACTIVE DIRECTORY. THE
OPTIONS ARE AS FOLLOWS\:

- DO NOTHING : CLOUDLINK MAKES NO
CHANGES TO THE ARCTERA INSIGHT
PERSONAL ARCHIVE LOGIN, OR TO THE
ARCTERA INSIGHT ARCHIVING ARCHIVING
SETTINGS FOR THE USER ACCOUNT.

- DISABLE ARCTERA INSIGHT PERSONAL
ARCHIVE LOGIN :CLOUDLINK DISABLES
THE ARCTERA INSIGHT PERSONAL
ARCHIVE LOGIN FOR THE USER ACCOUNT.
NEW EMAILS CONTINUE TO BE ARCHIVED
FOR THE ACCOUNT, AND ARCHIVED
EMAILS REMAIN ACCESSIBLE FOR
EDISCOVERY.

- DISABLE ARCTERA INSIGHT ARCHIVING
ARCHIVING AND LOGIN : CLOUDLINK
DISABLES THE ARCTERA INSIGHT
PERSONAL ARCHIVE LOGIN FOR THE USER
ACCOUNT. NEW EMAILS ARE NOT
ARCHIVED TO THE ACCOUNT. ARCHIVED
EMAILS REMAIN ACCESSIBLE FOR
EDISCOVERY. CLOUDLINK NAMES THE
ACCOUNT AS FOLLOWS: USERNAME-
DISABLED_ON_TIMESTAMP

THE DEFAULT SETTING IS DISABLE
ARCTERA INSIGHT PERSONAL ARCHIVE
LOGIN .

THIS SETTING ALSO DETERMINES THE
EFFECT OF THE DISABLE ARCHIVE

SETTING IN CLOUDLINK TASK MANAGER.

SEE SELECTING THE ACTIONS FOR A
GOOGLE SYNC TASK TO PERFORM .

This setting has no effect for Google Sync
tasks.

18
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FOR USER ACCOUNTS DISABLED IN ACTIVE
DIRECTORY

19

THIS SETTING DETERMINES HOW A TASK
PERFORMS WHEN A PREVIOUSLY
SYNCHRONIZED ACCOUNT BECOMES
DISABLED IN ACTIVE DIRECTORY. THE
OPTIONS ARE AS FOLLOWS\:

- DO NOTHING : CLOUDLINK MAKES NO
CHANGES TO THE ARCTERA INSIGHT
PERSONAL ARCHIVE LOGIN, OR TO THE
ARCTERA INSIGHT ARCHIVING ARCHIVING
SETTINGS FOR THE USER ACCOUNT.

- DISABLE ARCTERA INSIGHT PERSONAL
ARCHIVE LOGIN :CLOUDLINK DISABLES
THE ARCTERA INSIGHT PERSONAL
ARCHIVE LOGIN FOR THE USER ACCOUNT.
NEW EMAILS CONTINUE TO BE ARCHIVED
FOR THE ACCOUNT, AND ARCHIVED
EMAILS REMAIN ACCESSIBLE FOR
EDISCOVERY.

- DISABLE ARCTERA INSIGHT ARCHIVING
ARCHIVING AND LOGIN : CLOUDLINK
DISABLES THE ARCTERA INSIGHT
PERSONAL ARCHIVE LOGIN FOR THE USER
ACCOUNT. NEW EMAILS ARE NOT
ARCHIVED TO THE ACCOUNT. ARCHIVED
EMAILS REMAIN ACCESSIBLE FOR
EDISCOVERY. CLOUDLINK NAMES THE
ACCOUNT AS FOLLOWS: USERNAME-
DISABLED_ON_TIMESTAMP

THE DEFAULT SETTING IS DISABLE
ARCTERA INSIGHT PERSONAL ARCHIVE
LOGIN .

THIS SETTING ALSO DETERMINES THE
EFFECT OF THE DISABLE ARCHIVE
SETTING IN CLOUDLINK TASK MANAGER.

SEE SELECTING THE ACTIONS FOR A
GOOGLE SYNC TASK TO PERFORM .

Note: If a task synchronizes an account, and
the account is then deleted in Active Directory,
a subsequent task makes no changes to the
archive account. If necessary you can disable
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FOR USER ACCOUNTS DISABLED IN ACTIVE
DIRECTORY
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THIS SETTING DETERMINES HOW A TASK
PERFORMS WHEN A PREVIOUSLY
SYNCHRONIZED ACCOUNT BECOMES
DISABLED IN ACTIVE DIRECTORY. THE
OPTIONS ARE AS FOLLOWS\:

- DO NOTHING : CLOUDLINK MAKES NO
CHANGES TO THE ARCTERA INSIGHT
PERSONAL ARCHIVE LOGIN, OR TO THE
ARCTERA INSIGHT ARCHIVING ARCHIVING
SETTINGS FOR THE USER ACCOUNT.

- DISABLE ARCTERA INSIGHT PERSONAL
ARCHIVE LOGIN :CLOUDLINK DISABLES
THE ARCTERA INSIGHT PERSONAL
ARCHIVE LOGIN FOR THE USER ACCOUNT.
NEW EMAILS CONTINUE TO BE ARCHIVED
FOR THE ACCOUNT, AND ARCHIVED
EMAILS REMAIN ACCESSIBLE FOR
EDISCOVERY.

- DISABLE ARCTERA INSIGHT ARCHIVING
ARCHIVING AND LOGIN : CLOUDLINK
DISABLES THE ARCTERA INSIGHT
PERSONAL ARCHIVE LOGIN FOR THE USER
ACCOUNT. NEW EMAILS ARE NOT
ARCHIVED TO THE ACCOUNT. ARCHIVED
EMAILS REMAIN ACCESSIBLE FOR
EDISCOVERY. CLOUDLINK NAMES THE
ACCOUNT AS FOLLOWS: USERNAME-
DISABLED_ON_TIMESTAMP

THE DEFAULT SETTING IS DISABLE
ARCTERA INSIGHT PERSONAL ARCHIVE
LOGIN .

THIS SETTING ALSO DETERMINES THE
EFFECT OF THE DISABLE ARCHIVE
SETTING IN CLOUDLINK TASK MANAGER.

SEE SELECTING THE ACTIONS FOR A
GOOGLE SYNC TASK TO PERFORM .

archive accounts manually from the
Management Console.
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FOR USER ACCOUNTS DISABLED IN ACTIVE
DIRECTORY
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THIS SETTING DETERMINES HOW A TASK
PERFORMS WHEN A PREVIOUSLY
SYNCHRONIZED ACCOUNT BECOMES
DISABLED IN ACTIVE DIRECTORY. THE
OPTIONS ARE AS FOLLOWS\:

- DO NOTHING : CLOUDLINK MAKES NO
CHANGES TO THE ARCTERA INSIGHT
PERSONAL ARCHIVE LOGIN, OR TO THE
ARCTERA INSIGHT ARCHIVING ARCHIVING
SETTINGS FOR THE USER ACCOUNT.

- DISABLE ARCTERA INSIGHT PERSONAL
ARCHIVE LOGIN :CLOUDLINK DISABLES
THE ARCTERA INSIGHT PERSONAL
ARCHIVE LOGIN FOR THE USER ACCOUNT.
NEW EMAILS CONTINUE TO BE ARCHIVED
FOR THE ACCOUNT, AND ARCHIVED
EMAILS REMAIN ACCESSIBLE FOR
EDISCOVERY.

- DISABLE ARCTERA INSIGHT ARCHIVING
ARCHIVING AND LOGIN : CLOUDLINK
DISABLES THE ARCTERA INSIGHT
PERSONAL ARCHIVE LOGIN FOR THE USER
ACCOUNT. NEW EMAILS ARE NOT
ARCHIVED TO THE ACCOUNT. ARCHIVED
EMAILS REMAIN ACCESSIBLE FOR
EDISCOVERY. CLOUDLINK NAMES THE
ACCOUNT AS FOLLOWS: USERNAME-
DISABLED_ON_TIMESTAMP

THE DEFAULT SETTING IS DISABLE
ARCTERA INSIGHT PERSONAL ARCHIVE
LOGIN .

THIS SETTING ALSO DETERMINES THE
EFFECT OF THE DISABLE ARCHIVE
SETTING IN CLOUDLINK TASK MANAGER.

SEE SELECTING THE ACTIONS FOR A
GOOGLE SYNC TASK TO PERFORM .

Note: CloudLink has no visibility of expired
Active Directory accounts.
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FOR USER ACCOUNTS DISABLED IN ACTIVE

DIRECTORY

For user accounts leaving an Organizational
Unit selected for synchronization

THIS SETTING DETERMINES HOW A TASK
PERFORMS WHEN A PREVIOUSLY
SYNCHRONIZED ACCOUNT BECOMES
DISABLED IN ACTIVE DIRECTORY. THE
OPTIONS ARE AS FOLLOWS\:

- DO NOTHING : CLOUDLINK MAKES NO
CHANGES TO THE ARCTERA INSIGHT
PERSONAL ARCHIVE LOGIN, OR TO THE
ARCTERA INSIGHT ARCHIVING ARCHIVING
SETTINGS FOR THE USER ACCOUNT.

- DISABLE ARCTERA INSIGHT PERSONAL
ARCHIVE LOGIN :CLOUDLINK DISABLES
THE ARCTERA INSIGHT PERSONAL
ARCHIVE LOGIN FOR THE USER ACCOUNT.
NEW EMAILS CONTINUE TO BE ARCHIVED
FOR THE ACCOUNT, AND ARCHIVED
EMAILS REMAIN ACCESSIBLE FOR
EDISCOVERY.

- DISABLE ARCTERA INSIGHT ARCHIVING
ARCHIVING AND LOGIN : CLOUDLINK
DISABLES THE ARCTERA INSIGHT
PERSONAL ARCHIVE LOGIN FOR THE USER
ACCOUNT. NEW EMAILS ARE NOT
ARCHIVED TO THE ACCOUNT. ARCHIVED
EMAILS REMAIN ACCESSIBLE FOR
EDISCOVERY. CLOUDLINK NAMES THE
ACCOUNT AS FOLLOWS: USERNAME-
DISABLED_ON_TIMESTAMP

THE DEFAULT SETTING IS DISABLE
ARCTERA INSIGHT PERSONAL ARCHIVE
LOGIN .

THIS SETTING ALSO DETERMINES THE
EFFECT OF THE DISABLE ARCHIVE

SETTING IN CLOUDLINK TASK MANAGER.

SEE SELECTING THE ACTIONS FOR A
GOOGLE SYNC TASK TO PERFORM .

This setting has no effect for Google Sync
tasks.
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FOR USER ACCOUNTS DISABLED IN ACTIVE
DIRECTORY

23

THIS SETTING DETERMINES HOW A TASK
PERFORMS WHEN A PREVIOUSLY
SYNCHRONIZED ACCOUNT BECOMES
DISABLED IN ACTIVE DIRECTORY. THE
OPTIONS ARE AS FOLLOWS\:

- DO NOTHING : CLOUDLINK MAKES NO
CHANGES TO THE ARCTERA INSIGHT
PERSONAL ARCHIVE LOGIN, OR TO THE
ARCTERA INSIGHT ARCHIVING ARCHIVING
SETTINGS FOR THE USER ACCOUNT.

- DISABLE ARCTERA INSIGHT PERSONAL
ARCHIVE LOGIN :CLOUDLINK DISABLES
THE ARCTERA INSIGHT PERSONAL
ARCHIVE LOGIN FOR THE USER ACCOUNT.
NEW EMAILS CONTINUE TO BE ARCHIVED
FOR THE ACCOUNT, AND ARCHIVED
EMAILS REMAIN ACCESSIBLE FOR
EDISCOVERY.

- DISABLE ARCTERA INSIGHT ARCHIVING
ARCHIVING AND LOGIN : CLOUDLINK
DISABLES THE ARCTERA INSIGHT
PERSONAL ARCHIVE LOGIN FOR THE USER
ACCOUNT. NEW EMAILS ARE NOT
ARCHIVED TO THE ACCOUNT. ARCHIVED
EMAILS REMAIN ACCESSIBLE FOR
EDISCOVERY. CLOUDLINK NAMES THE
ACCOUNT AS FOLLOWS: USERNAME-
DISABLED_ON_TIMESTAMP

THE DEFAULT SETTING IS DISABLE
ARCTERA INSIGHT PERSONAL ARCHIVE
LOGIN .

THIS SETTING ALSO DETERMINES THE
EFFECT OF THE DISABLE ARCHIVE
SETTING IN CLOUDLINK TASK MANAGER.

SEE SELECTING THE ACTIONS FOR A
GOOGLE SYNC TASK TO PERFORM .

Note: If a task synchronizes an Organizational
Unit, and a user then leaves that
Organizational Unit, a subsequent task that
targets the Organizational Unit makes no
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FOR USER ACCOUNTS DISABLED IN ACTIVE
DIRECTORY
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THIS SETTING DETERMINES HOW A TASK
PERFORMS WHEN A PREVIOUSLY
SYNCHRONIZED ACCOUNT BECOMES
DISABLED IN ACTIVE DIRECTORY. THE
OPTIONS ARE AS FOLLOWS\:

- DO NOTHING : CLOUDLINK MAKES NO
CHANGES TO THE ARCTERA INSIGHT
PERSONAL ARCHIVE LOGIN, OR TO THE
ARCTERA INSIGHT ARCHIVING ARCHIVING
SETTINGS FOR THE USER ACCOUNT.

- DISABLE ARCTERA INSIGHT PERSONAL
ARCHIVE LOGIN :CLOUDLINK DISABLES
THE ARCTERA INSIGHT PERSONAL
ARCHIVE LOGIN FOR THE USER ACCOUNT.
NEW EMAILS CONTINUE TO BE ARCHIVED
FOR THE ACCOUNT, AND ARCHIVED
EMAILS REMAIN ACCESSIBLE FOR
EDISCOVERY.

- DISABLE ARCTERA INSIGHT ARCHIVING
ARCHIVING AND LOGIN : CLOUDLINK
DISABLES THE ARCTERA INSIGHT
PERSONAL ARCHIVE LOGIN FOR THE USER
ACCOUNT. NEW EMAILS ARE NOT
ARCHIVED TO THE ACCOUNT. ARCHIVED
EMAILS REMAIN ACCESSIBLE FOR
EDISCOVERY. CLOUDLINK NAMES THE
ACCOUNT AS FOLLOWS: USERNAME-
DISABLED_ON_TIMESTAMP

THE DEFAULT SETTING IS DISABLE
ARCTERA INSIGHT PERSONAL ARCHIVE
LOGIN .

THIS SETTING ALSO DETERMINES THE
EFFECT OF THE DISABLE ARCHIVE
SETTING IN CLOUDLINK TASK MANAGER.

SEE SELECTING THE ACTIONS FOR A
GOOGLE SYNC TASK TO PERFORM .

changes to the archive account. If necessary
you can disable archive accounts manually
from the Management Console.
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To configure the additional Active Directory synchronization options

1. Go to the Additional AD Sync Options configuration step.
2. Choose the required option for the For user accounts disabled in Active Directory setting.
3. Ignore the settings for the other two options, as they have no effect for Google Sync tasks.

4. Click Next to save the settings and continue.

Configuring the SMTP server settings for email alerts

In the Configure SMTP server configuration step you can configure the SMTP server settings for
email alerts that CloudLink sends if the CloudLink AD Sync services fail to synchronize any

accounts.

Note: TLS is not supported for sending the email alerts.

To configure the SMTP server settings for email alerts

1. Go to the Configure SMTP server configuration step.

2. In the Server Name/IP box, enter SMTP server name or IP address of the SMTP server.

3. In the Port box, enter the port to use.

4. In the Sender Email Address box, enter the email address that failure alerts will be sent from.

5. In the Recipient Email Address s field, enter the email address that failure alerts will be sent

to.

6. If the SMTP server requires authentication, select the SMTP server requires authentication

check box, and then enter the required credentials for authentication.

7. Click Next to save the settings and continue.

Configuring report management and logging

In the Report Management configuration step you configure the settings for CloudLink's reports

and its log files.
See About the CloudLink log files.
To configure report management and logging

1. Go to the Report Management configuration step.
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2. In the Log Folder box, enter the path to the folder where the CloudLink is to save its log files.
3. Inthe Log Level drop-down list, choose the log level. The log level options are as follows:

| Low | Task logs and reports include warnings and errors for synchronization events. The

default setting, recommended for typical use. |

| High | Task logs and reports include warnings, errors, and additional information about

synchronization events. Use this setting to troubleshoot CloudLink issues. |

4. In the Save Last Report(s) box, enter the number of previous reports and logs to be retained.

The maximum setting is 25, which is also the default.

5. To complete the configuration, do as follows:

* If you selected the Welcome Message Template ** task inSelect Configuration Task(s),

click ** Next to save the reports configuration and continue to the next configuration step.

» Otherwise, click Finish ** to save and finish the configuration. CloudLink returns you

to theWelcome to CloudLink** page.

If the Configuration Status pane indicates that you still have configuration steps to complete, or if
you want to change the configuration, you can rerun the configuration process and click Next to

skip through any completed steps that you do not want to change.

See Reviewing or changing the CloudLink configuration.

Configuring the welcome message template

In the Welcome Message Template configuration step you configure the template for the Insight

Personal Archive welcome email messages that CloudLink sends.

Note: TheWelcome Message Templateconfiguration step is shown only if you selected

theWelcome Message Templatetask on theSelect Configuration Task(s)page.

To configure the welcome message template

1. Go to the Welcome Message Template configuration step.
2. Inthe From box you can change the displayed sender address if required.

3. In the Subject box you can change the default subject of the message if required.
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4. In the Body box you can change the default message body to suit your requirements.

Note: CloudLink replaces the{username}and{password}tags with the user name and the
temporary password that give initial access to Insight Personal Archive. Do not remove
these tags unless you use Active Directory Federation Services (ADFS). If you use ADFS
you must remove these tags and change the supplied URL to specify the appropriate
application login URL. If you use ADFS you should also add a note in the body to explain
that the user must use their normal Active Directory network password to log in to Insight

Personal Archive.

To insert a hyperlink in the message body, do as follows:

+ Select the text to be linked.

* Click the hyperlink button in the toolbar of the Welcome Message Template page.
* In the Create Link dialog box, select http ** orhttps** from the drop-down menu.

* In the adjacent text box, type the required URL.

* Click Ok.

1. Click Finish ** to save and finish the configuration. CloudLink returns you to theWelcome

to CloudLink** page.

If the Configuration Status pane indicates that you still have some configuration steps to complete,
or if you want to change the configuration, you can rerun the configuration process and click Next

to skip through any completed steps that you do not want to change

See Reviewing or changing the CloudLink configuration.

Reviewing or changing the CloudLink configuration

If required you can rerun the CloudLink configuration process to check or change the existing

settings, or to perform any incomplete steps.
To review or change the CloudLink configuration

1. In the CloudLink user interface, click the Configuration tab near the bottom of the Configuration

pane.

The Configuration Status area on the Welcome to CloudLink page shows the current configuration

status of CloudLink.
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1. Click Select Configuration Task(s) in the Configuration pane.

2. On the Select Configuration Task(s) page, reselect the configuration tasks. CloudLink does not

store your previous selections.

CloudLink displays the associated list of configuration steps. The steps that are completed are

marked with a green check mark icon.

1. To complete an incomplete configuration, or to change the settings for any configuration steps,
click Next ** on the Select Configuration Tasks page, and work though all the

configuration steps. ClickNext** to skip through any steps that require no changes.

You can also view or change the settings of a particular step by clicking that step in the

Configuration Steps list.

28



ARCTERA CLOUDLINK - ARCTERA ARCHIVING CLOUDLINK GOOGLE ACCOUNT

SYNCHRONIZATION GUIDE -1 0

Creating CloudLink tasks for Google Sync

This section includes the following topics:

» About creating CloudLink tasks for Google Sync

» Accessing Task Manager

» About the Task Manager Welcome page and the Archive User Browser
 Creating CloudLink tasks for Google Sync

» Selecting users, groups, or OUs to synchronize

» About granting remote account management for CloudLink

» Selecting the actions for a Google Sync task to perform

» Deselecting task actions for specific users or groups

* Naming and launching the task

 Viewing the Created Task List

« Editing, copying, and deleting tasks from the Created Task List

About creating CloudLink tasks for Google Sync

When you have completed the configuration of CloudLink, you can create and manage tasks to
perform synchronization actions between your Active Directory Google accounts and Arctera

Insight Archiving

You should create a CloudLink Google Sync task to synchronize to Arctera Insight Archiving the
same Active Directory users and groups that you have synchronized to G Suite Enterprise with
GCDS.

Every time you run the Google Cloud Directory Sync (GCDS) tool to synchronize Active Directory
users to G Suite, you should aim to run a CloudLink Google sync task to perform an equivalent
synchronization to Arctera Insight Archiving. It is your responsibility to coordinate the runs of the
GCDS tool and the CloudLink Google sync task, so that the Arctera Insight Archiving accounts

keep in step with the G Suite accounts.
You create tasks in the CloudLink Task Manager, from where you specify:

» The Active Directory users, groups, or Organizational Units to act on
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» The synchronization actions to perform

Google Sync tasks run only once. They cannot be scheduled to run recurrently. If you want to

repeat a task's actions you can copy or edit the completed task in Task Manager, and then run the

copy.
Note the following important points regarding CloudLink's Google Sync tasks:

« If a task synchronizes an account, and the account is then deleted in Active Directory, a

subsequent task makes no changes to the archive account.

* |If a task synchronizes an Organizational Unit, and a user then leaves that Organizational Unit,
a subsequent task that targets the same Organizational Unit makes no changes to the archive

account.

If necessary you can disable archive accounts manually from the Management Console.

Accessing Task Manager

CloudLink's Task Manager is available once you have configured CloudLink.
To access Task Manager

1. If the CloudLink application is not already started, start it.

2. Click the Task Manager tab near the bottom of the left pane.

Note: TheTask Managertab is available only if you have completed some CloudLink

configuration steps.

CloudLink displays the Welcome to Task Manager Wizard page.
More Information

About the Task Manager Welcome page and the Archive User Browser

About the Task Manager Welcome page and the Archive User
Browser

The Welcome to Task Manager Wizard page can show information about the following:

» The Active Directory users that you have selected for CloudLink to synchronize to Arctera

Insight Archiving.
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e All the users in the Active Directory domains that you have registered with CloudLink.
e The CloudLink tasks that you have created.
e The status of account synchronizations.

The Welcome to Task Manager Wizard page is also the place from which you launch the Task

Manager wizard.
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M 14 00T Succenfully —
eried Lo OBy deaghrv.domarilocal =[] Redresh = dn;ml B B Segach
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Archive User Browser

The Archive User Browser pane shows information about the users that are associated with the

Active Directory domain that is selected in the Archive User Browser menu bar.

Note: The displayed information relates to when you last started CloudLink, or when you last

refreshed the Archive User Browser.

The Archive User Browser can show information from either of two separate sources:

» By default, the Archive User Browser shows information about the users and groups that you
have selected for CloudLink to synchronize to Arctera Insight Archiving. When you start
CloudLink, CloudLink reads its local database to obtain this information. To refresh this data,
click the Refresh drop-down on the Archive User Browser menu bar, and select Refresh from

Database.
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Note: When you create a task, CloudLink adds the users to its database as soon as you
select them. The database can therefore include users for which synchronization has not

yet occurred.

» The Archive User Browser can also show information for all of the mail-enabled users and
groups in the selected Active Directory domain. To view this information, click the Refresh drop-

down on the Archive User Browser menu bar, and select Refresh from Active Directory.

Note: A refresh with data from Active Directory may take some time, depending on the

size of your Active Directory deployment.

Table: Information shown in the Archive User Browser shows the information that the Archive User

Browser displays for each user.

Table: Information shown in the Archive User Browser

| Column | Description |

| Username | The login name of the user. |

| Email Address | The primary email address of the user. |

| Archive Active | Yes : Archiving is set to enabled. |

| | No : Archiving is set to disabled. |

| Cloud Archive Status | Yes : A synchronization event has occurred. |

| | No : A synchronization event has not occurred. |

| Personal Archive | Yes : Access to Insight Personal Archive is set to enabled. |
| | No : Access to Insight Personal Archive is set to disabled. |

| Web Folder | Yes : A Insight Personal Archive web folder is set to enabled. |

| | No : A Insight Personal Archive web folder is set to disabled. |

| | Note: Web folders are not applicable to Google Sync tasks. |
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| Keep Archive Enabled | Yes : Archiving is set to enabled if the user is disabled in Active Directory.

| | No : Archiving is set to disabled if the user is disabled in Active Directory. |
| Last Synchronized | The date and time of the last synchronization event. |

| | Note: The last synchronization time can be different for different users. You get only the modified
account details from the last synchronization time to optimize the cloud archive status

synchronization. |

Note: Remember that the information dates from when you last started CloudLink, or when

you last refreshed the Archive User Browser.

You can export the details of the users and groups that are listed in the Archive User Browser

to a CSV (comma-separated values) file.

See Exporting archive account information from the Archive User Browser.
Created Task List

The Created Task List area lists all the tasks that currently exist. The list is empty until you create

and run some tasks. You can copy and edit existing tasks from the Created Task List.
See Viewing the Created Task List.
Task Manager Logging

The Task Manager Logging area posts information about Arctera Insight Archiving synchronizations

as they happen, and provides links to the task reports and the CloudLink logs.
See Viewing the task reports.
More Information

Creating CloudLink tasks for Google Sync

Creating CloudLink tasks for Google Sync

When you have completed the configuration of CloudLink, you can create one or more tasks that

define a set of actions for CloudLink to perform on Active Directory accounts.
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Table: Creating a CloudLink task lists the steps that are required to create a task for Google Sync.

The Task Manager wizard takes you through the process.

Table: Creating a CloudLink task

| Action | Reference |

| Select the Active Directory users, groups, or Organizational Units on which to perform the task. |

See Selecting users, groups, or OUs to synchronize . |

| Allow remote account management by CloudLink, if required. | See About granting remote

account management for CloudLink . |

| Select the actions for the task to perform. | See Selecting the actions for a Google Sync task to

perform . |

| Deselect actions for specific users, if required. | See Deselecting task actions for specific users or

groups . |

| Name and run the task. | See Naming and launching the task . |

Arctera™ Insight Archiving - CloudLink Google Account
Synchronization Guide - v1.0

Selecting users, groups, or OUs to synchronize

You must use the Task Manager Wizard to select the users, groups, or Organizational Units (OUSs)

on which to perform a Google Sync task.

Note: The Archive User Browser cannot be used to select the targets for Google Sync tasks.

You can use any of the following selection methods:

 Selecting all of the users and groups in a domain
 Selecting entire OUs, or users and groups from within OUs

 Selecting users with an LDAP query
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» o Selecting members of a dynamic distribution group using Group-based Sync

Selecting members of a distribution group using Group-based Sync.

Whichever selection method you choose, make sure that you always select the Google Sync task
check box on the first page of the Task Manager Wizard. You must also provide a replacement
domain name if necessary. For more information on when to use a replacement domain name, see
the following sections.

— For Google Sync only
W Google Sync task

Replace domain names in LDAP email addresses with this domain name:

Selecting all of the users and groups in a domain

Note: Do not select all of the users and groups in a domain unless you are sure that is what
you require. If you cause CloudLink to create a lot of unwanted archive accounts, you will

either have to disable the unwanted archive accounts or incur the costs of the unwanted

archiving.

To select all of the users and groups in a domain

1. At the bottom of CloudLink's left pane, click Task Manager to display the Welcome to Task
Manager Wizard page.

2. Click Start Task Manager Wizard.
The wizard's Select User(s) or Group(s) step appears.

1. In the Select Domain drop-down list, select the required domain.
2. Select Synchronize all user and group objects with email address without any filters.

3. Under For Google Sync only, select the Google Sync task check box.
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A& prchiveTools CloudLink . oy [ 4 |
Task Manager « | Task Manager Wizard
Task Creation Steps S | Select User(s) or Groupis) (Step 1 of 4)

Select User(z) or Group{s)
Please select user(s) or group(s) to setup 2 CloudLink Lask.

Select Domain: domain.local -
ye——— 5 ® Synchronize all user and group objects with email address without any fitters.
- Use a filter below to limit which wer(s), group(s) and OU[s) will be synchronized.

Task Manager Logging % |~ Fee Google Syne only —
¥ Google Sync task

Replace domain names in LDAP email addresses with this domain name:

View Logs

Task Manager

Hext > Cancel

4. If required, select Replace domain names in LDAP email addresses with this domain
name , and enter the replacement domain name. You must provide a fully qualified domain

name.
If you select this option, the task changes the email addresses in Arctera Insight Archiving to use

the new domain name.

Note: This setting should match the equivalent setting in the Google Cloud Directory Sync

tool (GCDS).

1. Click Next to save your choices and move to the Select Action(s) page.

See Selecting the actions for a Google Sync task to perform.

Note: If a dialog regarding the Allow Remote Account Management option appears, you must
choose whether to enable remote account management before you continue. SeeAbout

granting remote account management for CloudLink.
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Selecting entire OUs, or users and groups from within OUs

This procedure describes how to select entire OUs, or specific users and groups from an OU.
To select entire OUs, or users and groups from within OUs
1. At the bottom of CloudLink's left pane, click Task Manager to display the Welcome to Task

Manager Wizard page.

2. Click Start Task Manager Wizard.
The wizard's Select User(s) or Group(s) step appears.

1. In the Select Domain drop-down list, select the required domain.
2. Select Use a filter below to limit which user(s), group(s) and OU(s) will be synchronized.
3. Under For Google Sync only, select the Google Sync task check box.

4. If required, select Replace domain names in LDAP email addresses with this domain
name , and enter the replacement domain name. You must provide a fully qualified domain

name.

If you select this option, the task changes the email addresses in Arctera Insight Archiving to use

the new domain name.

Note: This setting should match the equivalent setting in the Google Cloud Directory Sync
tool (GCDS).

1. In the tree of Active Directory objects, click the name of an OU, so that the name becomes
highlighted. The User Search pane displays the mail-enabled users and groups for the
highlighted OU.
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.- ]
Conliguration /67 selected itemis) Displaying 1 to 50 of 67 items
Task Manager
Help Cancel

The information bar at the bottom of the User Search pane shows the following, for the currently
highlighted OU:

* How many items are currently selected out of the total.

* How many items are currently displayed out of the total.

—— T ETIIIIIII——..
"i engUser000010 engUser000010@&domain.local
i engUser000011 engUser000011 @domain.local
1 engUser000012 engUser000012@domain.local LI
0/67 :;:Iected item(s) Displaying 1 to 50 of 67 items

Note: By default theUser Searchpane displays only the first 50 items in the highlighted
OU. To display all of the items, select theShow all userscheck box. Note however that the

full list may take some time to appear if the OU has a large number of users and groups.

User Search Query AD | V| Show all users
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1. Select the required items as follows:

» To select the entire OU, select the check box for the OU in the tree of Active Directory objects.

R
Task Manager « | Task Manager Wizard
Task Creafion Steps A | Select User(s) or Group(s) (Step 1 of 4)

Select Usors) or Group(s)
Please sebect useris) of group(s) to selup a CloudLink task.

Select Domaine domain.lacal

Reports = Synchronize all user and group objects with email address without any filbers.

® Use a filter below to limit whech user(s), group(s) and OU(s) will be synchronized.

Task Manager Lagging % | |~ For Google Sync onky
¥ Google Sync tack

Replace domain names in LDAP email addresses with this domain name:

[ Active Directory Objects
= 3 DC~domain User Search | QueryAD | Show all users
i) Computers 3 P Search
E*—']g:“;wm ||7 | Hame Email =]
ol Dj EMC Calerra v _i englsed00000 . engUserd00000@ domain.local .
E'\—: o _,1 englLisendH0001 engUsen00001 @ domain. logal
3‘ mm Cl 1 engllsed0do0? engUserf0000 2@ domain. logal
O Masketing v L cngUseiooos engUserloi003E domain.local
Ej S;eiw Bschange Securty Groups W ‘i engllsendB0004 engUse00004 8 domain. logal
Fiillisn v 1 enguseoooos engUserd00005 @ domain.local
v & engusenoooos engliser000006 @ domain.local
o .‘i englsed00007 engUsend0D007 @ domain.local
o ‘i englseD0000& engUsend0D00E & domain. local
e Logis + 1 enguseooooos engUser000009@ domain.local =
o RgrRtion -;‘.f.-'s:-“'selmed itemis) Displaying 1 to 50 of 67 ftems
Task Manager
Hedp Maxt > Cancel

¢ To select mail-enabled users or groups individually from an OU, click the OUs name in the
object tree to highlight the name, but do not select the OU's check box. Then in the User

Search pane, select the check box for each user or group you want to include.

To search for the name of a user or group in the highlighted OU, enter a search string in the User

Search search box, and click Search.

User Search Query AD | [ Show all users

i):" search

The User Search pane displays the results of the search, from which you can select any items as

required.

Note: Searches are performed on the user name or group hame only. The search string must

match the user name or group name from the beginning. For example, a search
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forDavmatchesDavid SmithandDavinia Jones, but notJohn Davidson. Wildcard search

characters are not supported.

1. You can select multiple OUs or items from within multiple OUs. When you have made all your

selections, click Next to save the selections and continue to the Select Action(s) wizard page.

See Selecting the actions for a Google Sync task to perform.

Note: If a dialog regarding the Allow Remote Account Management option appears, you must
choose whether to enable remote account management before you continue. SeeAbout

granting remote account management for CloudLink.

Selecting users with an LDAP query

You can specify an LDAP query in Task Manager to select the users for a task. The LDAP query

can include wildcard characters.

Note: Complex query strings may produce unexpected results. We recommend that you
restrict LDAP queries to simple strings such asname=chris*, other than for Group-based
Sync. Group-based Sync queries are described separately. SeeSelecting members of a

distribution group using Group-based Sync.

To select users with an LDAP query

1. On the Welcome to Task Manager Wizard page, click Start Task Manager Wizard.
The wizard's Select User(s) or Group(s) step appears.

1. In the Select Domain drop-down list, select the required domain.
2. Select Use a filter below to limit which user(s), group(s) and OU(s) will be synchronized.
3. Under For Google Sync only, select the Google Sync task check box.

4. If required, select Replace domain names in LDAP email addresses with this domain
name , and enter the replacement domain name. You must provide a fully qualified domain

name.

If you select this option, the task changes the email addresses in Arctera Insight Archiving to use

the new domain name.
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Note: This setting should match the equivalent setting in the Google Cloud Directory Sync
tool (GCDS).

1. In the Active Directory Objects area, select the Query AD tab.

2. In the tree of Active Directory objects, click a node in the tree to highlight the starting point for

the LDAP query search. The Root of Search box shows the starting point that is selected.

[ archweTools doudtmk JRT=T
Task Manager « | Task Manager Wizard |
Task Creation Steps z | | Select User(s) or Group(s) (Step 1 of 4) |

Select User(z) or Groupl=)
R Please select user(s) or group(s) to setup a CloudLink task.

Sebect Domain: domain local -

Synchronize all user and group objects with email address without any filters,
Reports =
e = ® Uze a filter below o limit which wer(s), groupis) and OU () will be synchionized.

Task Manager Logging 2 | | For Google Sync only
7| Google Sync task

I Replace domain names in LDAP email addresses with this domain name:

u Active Directory Objects
& g DC=doman User Search Query AD
) Busitin t
L) Computers Reot Of Search:
) Customer Suppart
) Doman Cortrolers Cuery String:
EH_) EMC Celera
Bl Enginesring
) Foreign Secuity Princpals Query Scope: @ SubTree search One level search Search
) Managed Service Acoounts [
) Marketing nc Hame Email
EH) Sales
) Users

View Logs

Configuration

Task Manager 0/0 selected item(s)

Cancel

3. In the Query String box, enter an LDAP query string.

4. Choose a Query Scope option:

* Select SubTree search to search within the selected OU and all of its child OUs.

e Or select One level search to search within the selected level only. For example, if you
chose an OU as the root of the search, CloudLink searches that OU only, and not any child
OuUs.

5. Click Search.

6. From the results that the search returns, select one or more of the users.
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7. Click Next to save and continue to the Select Action(s) page.

See Selecting the actions for a Google Sync task to perform.

Note: If a dialog regarding the Allow Remote Account Management option appears, you must
choose whether to enable remote account management before you continue. SeeAbout

granting remote account management for CloudLink.

Selecting members of a distribution group using Group-based Sync

Group-based Sync selects the members of a distribution group on which to perform a task. Group-
based Sync uses an LDAP custom query that includes the memberOf attribute to select the
members of the distribution group. You can use a Group-based Sync to find all the members of the

specified distribution group, including any membership that results from group nesting.
To select the members of a distribution group using Group-based Sync

1. On the Welcome to Task Manager Wizard page, click Start Task Manager Wizard.
The wizard's Select User(s) or Group(s) step appears.

1. In the Select Domain drop-down list, select the required domain.
2. Select Use a filter below to limit which user(s), group(s) and OU(s) will be synchronized.
3. Under For Google Sync only, select the Google Sync task check box.

4. If required, select Replace domain names in LDAP email addresses with this domain
name , and enter the replacement domain name. You must provide a fully qualified domain

name.

If you select this option, the task changes the email addresses in Arctera Insight Archiving to use

the new domain name.

Note: This setting should match the equivalent setting in the Google Cloud Directory Sync
tool (GCDS).

1. In the Active Directory Objects area, select the Query AD tab.

2. In the tree of Active Directory objects, highlight the starting point for the LDAP query search.

The Root of Search box shows the starting point that you selected.
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]
User Search Query AD
Root Of Search:
Query 5tring:
Query Scope: 8 SubTree search One level search Search
r-l Mame Ernail

3. In the Query String box, enter an LDAP query with the following format:

(&(member0f:1.2.840.113556.1.4.1941:=group_DN))

OR (&(objectClass=group)(|(&(groupType:1.2.840.113556.1.4.803:=2147483648)
(mail=*))(!(groupType:1.2.840.113556.1.4.803:=2147483648))))

where group_DN specifies the distinguished name of the distribution group. For example:
(&(member0f:1.2.840.113556.1.4.1941:=CN=Users, OU=team, DC=domain, DC=local))
Note the following about the query syntax:

» A Group-based Sync query must include the memberOf attribute.

* The 1.2.840.113556.1.4.1941 matching rule OID causes the query to include the membership
that results from group nesting.

1. Choose a Query Scope option:

e Select SubTree search to search within the selected OU and all of its child OUs.

» Or select One level search to search within the selected level only. For example, if you chose

an OU as the root of the search, CloudLink searches that OU only, and not any child OUs.

1. Click Search to check that the search returns the results that you expect.

2. Click Next to save the query and continue to the Select Action(s) page.

See Selecting the actions for a Google Sync task to perform.

Note: If a dialog regarding the Allow Remote Account Management option appears, you must
choose whether to enable remote account management before you continue. SeeAbout

granting remote account management for CloudLink.
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Selecting members of a dynamic distribution group using Group-based Sync

To select the members of a dynamic distribution group using Group-based Sync
1. Onthe Welcome to Task Manager Wizard page, clickStart Task Manager Wizard.
The wizard's Select User(s) or Group(s) step appears.

1. In the Select Domain drop-down list, select the required domain.
2. Select Use a filter below to limit which user(s), group(s) and OU(s) will be synchronized.
3. In the Active Directory Objects area, select theQuery AD tab.

4. In the tree of Active Directory objects, highlight the starting point for the LDAP query search.

The Root of Search box shows the starting point that you selected.

5. In the Query String box, enter value of msExchDynamicDLFilter attribute of dynamic
distribution group. You can get this value from "Active Directory User and Computer" tool on

domain controller. Below are steps to get this value
See Getting the msExchDynamicDLFilter attribute value of dynamic distribution group.

1. AQuery Scope option is not applicable for dynamic distribution list. However, you have
to selectSubTree search.

2. Click Search to check that the search returns the results that you expect.

3. Click Next to save the query and continue to the Select Action(s) page. See Selecting the

actions for a Google Sync task to perform.

Note: CloudLink can provision only those users which are directly a part of the selected

dynamic distribution group.

Getting the msExchDynamicDLFilter attribute value of dynamic distribution group

You need to provide this value while configuring the members of a dynamic distribution group using

Group-based Sync.
To get the msExchDynamicDLFilter attribute value of dynamic distribution group

1. Log in to a domain controller. From the Start menu, selectServer Manager. From the** Tools

menu of Server Manager, click Active Directory Users and Computers**.

2. In the left navigation pane, select Users. A list of dynamic distribution groups appears as

shown in the sample image below.
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] Active Directory Users and Com|| Name - Type
b [ Saved Queries L, CloudAliasUser2 Test User
4 3 13exlocal %, CloudAliasUser3_Updated Test  User
b J Builtin L, CloudAliasUserd Test User
b Cnrnplutﬂs 2, CloudAliasUser5 Test User
bS] Domain Controllers || @ 1oy daliasUser6 Test User
b & ForeignSecurityPrincipal: %, CloudAliasUser8 Test User
d - Hybrid_Users .!; CloudLink user
p | LostAndFound ﬂ! “loudLink D!
b ] Managed Service Accou : B
o Bl Microsoft Exchange Sec = CloudLinkDDLOOT msExchDynamicDistributionList
ouaLin ZETOU T Ozer
i | Program Data ) o i
= 2, CloudLinkDL0002 Distribution Group - Universal
= L CloudlinkEVCAUE Test User
' Eoteee—call L CloudlinkEVCAUET Test Uszer

3. Double-click on the dynamic distribution group for which you want run sync. The property

window appears.

4. From property window, select Attribute Editor tab. Within the attributes list, search for

msExchDynamicDLFilter attribute.

CloudLinkDDLOO1 Properties |7 ISl

||5mm.| | Object | Agtribute Editor
Attributes:
mﬁ ‘H’&J& s

msExchDirsyncSourceObject...  <not set>
msExch Dirsync StatusAck ot set>

msExch DLBaseDN CNe=lsers, DC=13ex. DC=local
[ msExchDynamicDLFiter {Sidepartment =IT){!(/objectClass =us:
ms ags  «<not set> =

msExchEdgeSyncCookies <not set>
msExchEdgeSyncRetnCourt  <not set>
msExchEdgaSyncSourcaGuid  <not sat>

msExchEl CMailboxPags <not set>
msExchEnableModeration not set>
msExchEwsApplcationAcces...  <not set>
msBxchEwsEnabled anot sat>
msExchEwsExceptions <not set>

msBxchEwsWellKnownApplic... <not set>
<| m

S
>
[ ok || caeel || oo

5. Double click on the msExchDynamicDLFilter attribute to view corresponding attribute value.
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Strng Attribute Editor X

Agtribute: ms Boch DynamicDLRker

6. Copy this attribute value and paste in the Query String field in the CloudLink tool.
More Information

Selecting the actions for a Google Sync task to perform

About granting remote account management for CloudLink

The option Manage account provisioning remotely > Using on-premise CloudLink tool must be
selected on the User Management page of the Management Console, if CloudLink tasks are to

perform the following actions:

» Enable user access to Insight Personal Archive archives.

e Create welcome email messages for users with Insight Personal Archive archives.
Before the Task Manager Wizard displays the Select Actions step for the first time, CloudLink
checks whether the CloudLink remote management option is selected in the Management Console

for the configured Archive Administration account. If the option is not selected, CloudLink displays

a dialog box asking whether you want to enable the Allow Remote Account Management option.

* If you select Yes, CloudLink edits the User Management page for the configured account in the
Management Console to select the Manage account provisioning remotely > Using on-premise

CloudLink tool option.

» If you select No, CloudLink makes no changes in the Management Console. The actions to
enable Insight Personal Archive archives and create welcome messages are not selectable in

the Task Manager Wizard's Select Action(s) page.

Selecting the actions for a Google Sync task to perform

The Select Action(s) step of the CloudLink Task Manager Wizard lets you choose the actions that

the task performs.
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% ArchiveTools CloudLink i =0l

Task Manager a |Task Manager Wizard
Task Crestion Steps & | Select ACI:I’[.II'I{S} {5‘2‘! 2 of 4]
Setect User(s) or Group(s) 2 CloudLink can help you perform tasks such as synchionizing your Active Directory with Cloud Archive,
Select Ackonis) enabling archives for users, giving Personal Archive access to users efc. which facilitotes management
3 of your Cloud Archive. All actions which you can perform with CloudLink are ksted below.
ErE = Flease select the action(s ) which you wish to perfom in this task.
. " Synchronize with Active Direclory
Task Manager Logging A CloudLink can synchronize properties of your Active Directory users and groups to Cloud Archive
13/01/2017 17:34:27 Initializing based on which users, groups of OU's you specify while creating this task.
synchronization process | Enable P 1 Archiv
18/01/2007 17:34: 29 Started Synchrenizing el user access lo Persona re o
Liser Chjects Enabling Personal Archive for users will give them the ability to login, view and search their histonc
18/01 /2007 17:34:30 Successfully emails
Synchranized User Objecty : . -
12/01/2017 17:34:30 Started Synchrenizing " Send users a welcome message with their username and password
Group Objeds
120172007 17:349:30 Successfully S| Send users a welcome mi S age i ot senl IS by
Synchronized Group Objects 3 i
18,01,/2017 17:24:31 Finished A welcome message with usemame and password Lo access Personal Archive will be generated
synchronization process from Cloud Archive for the users you SFECI‘f:lr in this task
Enable Archiving For Disabled Active Directory Accounts
Use this option if you want 1o keep archiving enabled for disabled Active Directory accounts.
Disable Archive
Ltse this aption only if you want fo disable archives for users you specify in this task.
Add or Remove Web Folder to user's Microsoft Outlook for Personal Archive
Deploy web folders for all users regardless of previous deployments
Deploy web folder only for new users which do not have web folders
Remove deployed web folder for selected user noccounts
View Logs Synchronize or Remove Mailbox Delegation Permssions
y Synchronize mailbox delegabon permessons
Configuratsn
Remove previously synchronized mailbox delegatbion permissions
Tavk Manager
Help < Bach v Cancel

Note: The actionsEnable user access to Personal ArchiveandSend users a welcome
message with their username and passwordare not available for selection unless the option
to manage account provisioning remotely using CloudLink is selected in the Management

Console. SeeAbout granting remote account management for CloudLink.

Note: The actionsAdd or Remove Web Folder to user's Microsoft Outlook for Personal
ArchiveandSynchronize or Remove Mailbox Delegation Permissionsare always unavailable

for selection with a Google Sync task, since they are not applicable for Google Sync.

To select the actions for a task to perform

1. On the Select Action(s) page, choose one or more actions for the task to perform, for the users

you specified:

The following table describes all the actions you can select from.
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| Synchronize with Active Directory | Synchronizes Active Directory properties with Arctera Insight

Archiving. |

| Enable user access to Personal Archive | Enables the user to access Arctera Insight Personal

Archive. |

| Send users a welcome message with their username and password | Resets the password for the
user's Insight Personal Archive account, and sends the new password to the user along with the

user name, in a welcome message. |

| - Send users a welcome message if not sent previously | Sends the welcome message with the

new password only if the task has not sent one before. |

| | Note: This option is selected by default, to avoid resetting passwords and sending welcome
messages to users with existing passwords. If you deselect this option for a recurrent task, the task

resets the account password and sends a welcome message every time it runs. |

| Enable Archiving for Disabled Active Directory Accounts | Enables archiving for disabled Active

Directory accounts. |

| Disable Archive | Regardless of the Active Directory account status, treats the account as if it is
disabled and performs the action that is selected under For user accounts disabled in Active

Directory in the Additional AD Sync Options configuration step. |
| | See Configuring the additional AD synchronization options . |

| | For example, if the For user accounts disabled in Active Directory option is set to Disable Arctera
Insight Archiving Archiving and Login , then regardless of the Active Directory account status the

task disables archiving and login to Insight Personal Archive. |

1. Click Next to save the task selections and continue to the next wizard step.
More Information

Deselecting task actions for specific users or groups

Creating CloudLink tasks for Google Sync
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Deselecting task actions for specific users or groups

The Selected User(s) or Groups(s) step of the CloudLink Task Manager Wizard provides a
consolidated task view that summarizes the actions to be performed for each selected user or

group. If you want, you can deselect specific actions for individual users or groups.
To deselect task actions for specific users or groups

1. On the Selected User(s) or Group(s) wizard page, deselect any chosen actions that are not

required for a specific user or group.

S orweon ot R
Task Manager « | Task Manager Wizard
Tazk Creation Steps & | Selected User(s) or Group(s) (Step 3 of 4)
Select User(s) or Group(s) =] Name | Eoxail |Type. | SmcwithAD. | Enabie PA. | Welcome Msg | |
Dr:::“(;elieu g | Eng Managers Enghgrs@domain local Group [+ r r
Synchronize with AD | &ngLiser000000 EngULe000000Sdamain... Uier = i Ir
Enable User Access to PA | engUsert00001 engUsem0000l & domain...  User =3 I I
Send a Welcome Message | engUsert00002 engUied0002&domain... User = I3 ~
E:ns‘nli-lfwdrTml:'ﬁm | engUser000003 engUse0D0003 Sdomain... User [ I3 I3
Ee:::;:u et = | engUseri00004 engLsemo00ie @damain... User =3 i I
| engUseri00005 englsem00005@damain... User =3 i3 ¥
Task Manager Logging - | engUserD00006 engUse0D0006 & domain...  User = v 7
| engUisert00007 engUser000007 Edomain...  User = I3 I
| engUserd00005 englserd(0008 & domain...  User = e e
i engUserd00005 engUsedd009 & domain... User = I3 ¥
! engUserd00010 engliser000010@domain...  User [+ I3 73
| engUsert00011 englsed(0011Edomain...  User [+ Ic2 I
i engUserd00 2 engllserdid0l 2& domain...  Liser = I =
i engliser000013 englsedii013Edomain...  User [ 2 ~
! engUsert00014 englised00l4@domain...  User = I I+
| engUsertio0l s englliei0l5&domain...  User = 2 =
| englseri00016 engUseDODIE@domain.. User W I~ ~
[ engliserl00017 engUsed0001 7@ domain...  User [ I3 v
i engUsert00018 engUie0DI0IESdomain... User = I ~
| engUserl00019 engUse0d0198damain... User = I~ ~
i engUseri00020 engUsed0020&domain... User [+ I3 I
View Logs I engUseri00021 engUse0D00Z1 @domain... User [+ I3 I3 ll
Configuration || 170 selected item(s) |
kA Mote: Task will be created for all the users\groups of selected domain controller, Select Adl Deselect All
; - - — = Back et = Canced

2. Click Next to save your selections and continue to the next wizard step.
See Naming and launching the task.
More Information

Creating CloudLink tasks for Google Sync
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Naming and launching the task

The Schedule Configuration step of the CloudLink Task Manager Wizard lets you name and launch
the task.

Note: Google Sync tasks must be run immediately, and only once. You cannot schedule

Google Sync tasks to run at a later time, or to recur.

To name and launch the task

1. On the Schedule Configuration wizard page, in the Task Name box, enter a name for the task.

%= prchiveTools CloudLink i =10] x|
Task Manager « || Task Manager Wizard
Task Creation Steps ® Schedule Configuration (Step 4 of 4)

Select User(s) or Group(s)

a
a2 Task and Schedule Information

Task Mame Task

Send 8 Welcome Message * Run Immediately

Consolidated Task View a
Schedule Conbgurabion
Reparts -3
~ Schedule
Task Manager Logging E

18/00,/2017 17:34:27 Initializing
synchromzation progess

180072017 11:34:29 Sarted Synchranizing
User Objects Start Date and Time
180072017 173430 Successfully
Smchronized User Objedts
18/04/2017 17:34:30 Started Synchranizing TR e 7 -
Group Objeds I.S Lol Lkl e —I
18/00/2017 17:34:20 Successiully
Synchronzed Groug Objects {ecurmenos
18/00/2017 11:34:31 Finished
synchromization prooess

"Repeat

[tz January 2017 E|
View Logs

Configuration

Task Manager

< Back Finish Cancel

2. Note that the schedule information is not selectable for a Google Sync task.
When you are ready to run the task, click Finish to complete the CloudLink Task Manager wizard.

CloudLink returns to the Welcome to Task Manager Wizard page, and adds the task to the list of
tasks in the Created Task List.

See Viewing the Created Task List.
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More Information

Creating CloudLink tasks for Google Sync

Viewing the Created Task List

The Created Task List is displayed in the bottom pane of the Welcome to Task Manager Wizard

page. The list shows all the existing tasks, including those tasks that have completed.
To view the Created Task List
 In CloudLink, select Task Manager near the bottom of the left pane.
On the Welcome to Task Manager Wizard page, the Created Task List pane lists all the existing

tasks, including completed tasks that you have not deleted.

Note: For Google Sync tasks, theNext RunandFrequencycolumns always showN/A, since
Google Sync tasks cannot be configured to recur. If you want to run a task with the same or
similar properties to a task you have run previously, you can copy or edit the existing task

from the list.

See Editing, copying, and deleting tasks from the Created Task List.

Editing, copying, and deleting tasks from the Created Task List

You can do the following with the tasks that are listed in the Created Task List:

Table: Actions you can perform on tasks in the Created Task List

| Action | Reference |

| Copy a task to create and run a new task that is identical except for its name. | See “To copy a

task and run the new copy” . |

| Create a new task by using the values of an existing task as a starting point. | See “To create a

new task by using the values of an existing task as a starting point” . |

| Delete a completed task from the task list. | See “To delete a completed task from the task list” . |
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To copy a task and run the new copy

1. Click Task Manager near the bottom of the left pane, to view the Welcome To Task Manager
Wizard page.

2. Under Created Task List, select the task that you want to copy, and then right-click.

3. Select Copy Task from the drop-down menu. The Copy Task dialog box appears.

4. In the Task Name box, enter a name for the new task.

Note: You cannot schedule Google Sync tasks. The task must be run immediately.

5. To create and run the new task, click Copy . Otherwise click Cancel to cancel the copy.
To create a new task by using the values of an existing task as a starting point

1. Near the bottom of the left pane, click Task Manager to view the Welcome To Task Manager
Wizard page.

2. Under Created Task List, select the existing task and then right-click.

3. Select Edit Task.

4. The first page of the Task Manager Wizard appears. Work through the wizard to edit the details
for the new task and then run it.

See Selecting users, groups, or OUs to synchronize.

To delete a completed task from the task list

1. Click Task Manager near the bottom of the left pane, to view the Welcome To Task Manager
Wizard page.

2. Under Created Task List, select the task and then right-click.

3. Select Delete Task.

Note: You cannot delete a task if CloudLink is currently running it.
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Monitoring tasks and managing archive
accounts

This section includes the following topics:

» About the CloudLink task reports and log files
* Viewing the task reports
» About the CloudLink log files

» Exporting archive account information from the Archive User Browser

About the CloudLink task reports and log files

You can use CloudLink's task reports and daily logs to monitor the effects of your CloudLink tasks.

Table: Managing tasks and monitoring their results

| Action | Reference |

| Monitor the progress and effects of tasks by viewing the task reports. | See Viewing the task

reports . |

| Examine the CloudLink daily logs, to view the events and actions that resulted from that day's
tasks. | See About the CloudLink log files . |

| Export the details of archive accounts from the Archive User Browser to a CSV (comma-

separated values) file. | See Exporting archive account information from the Archive User Browser .

Viewing the task reports

CloudLink generates a report every time a task runs. You can view the task reports to monitor the
progress of tasks, including whether each action completed successfully for each user that was a

target for the task.
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The task reports are accessed from the Task Reports page of Task Manager.
To view the task reports

1. Ensure that Task Manager is selected near the bottom of the left pane.

2. Select Task Reports from the left pane.

3. In the Task Reports window, in the Task Name box, select a task from the drop-down list.
4. If the task is recurrent, a report is available for each instance of the task. In the Available

Reports box, select a report from the drop-down list.

The Task Reports page then shows information for the selected task, or the selected instance of a
recurring task. The table lists the results of each aspect of the task, for each user that was a target

for the task.

& ArchiveTools CloudLink - = %
Report Manager « | Task Reports
eleoene £ M TaskMama Taski = fwalabls Bepois 40372011 2:00:46 PM z @ Remove Repait
Task Manager
Reporis P ] Steet Time  AJBI2011 2:00:46 PM End Time: 4/8/2011 20115 PM Completion Time: 0000229
| Task Reperts et Flun Time: 4/8/2011 3:00:00 PM i Fi
Task Manager Logging ES == : T " |
Mame Ermail AD Operation{s) Status \Webfolder Dperation Status | Domain Controller Exchange S
OU4_Groupl OU4_Geowpli@l.,  Success [ v leca com M
OU4 Gioup3 OU4 Geoup3@Ed.  Success MA y loc s com MA,
QL4 Uze QL4 User e Succmss F zbura Al s A eam W2
QL4 U sard 0L _Userdi®do., | Success Faihure i e com W2
Ol _UseS 0L UseiSiEdn . | Sucsess Suscess Ve boca comm W2
QU4 Uzeib OU4_seibimdo . Success Sutcass el W2
OUS_Uemi3 oL _Uger@o .. | Success Fadlure ¥in2 hoca com W2
View Logs
Configuration
Task Manager
< x|
Fmal object count = 7

Note: If a task fails to complete successfully, the Task Report statesTask Failedbelow
theCompletion Time. For example, an Exchange task fails if the CloudLink service account

does not have impersonation rights to each target Exchange mailbox.
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From the Task Reports page, you can also perform some additional actions:

» To view the current ADSyncLog or DominoSyncLog log file, click the View Log File link.

See About the CloudLink log files.

» To delete the selected report from CloudLink, click Remove Report in the Task Reports menu

bar.

About the CloudLink log files

CloudLink generates a number of log files each day to log the events and actions that are

associated with the tasks that run on that day.

CloudLink generates each day's log files in a date-stamped subfolder of the Logs folder. The path
for the Logs folder is specified on the CloudLink Report Management configuration page. The

default path is typically:
C:\Program Files\ArchiveTools\CloudLink\Logs\yyyymmdd
For example, for 18 February 2014:
C:\Program Files\ArchiveTools\CloudLink\Logs\20140218
Note: Only local administrators can access the Logs folder, assuming that the CloudLink

service account is a member of the local Administrators group. Otherwise only local

administrators and domain administrators can access the Logs folder.

Table: CloudLink logs lists the details of the log files that CloudLink generates.

Table: CloudLink logs

LOG FILE NAME DESCRIPTION QUICK WAYS TO ACCESS
THE LOG FILE

ADSynclLog. txt Contains the synchronization Click View Log File on the
(Exchange) details for all executed tasks. Task Reports page.

DominoSyncLog. txt Or click the View Logs link at
(Domino) the bottom of the Task
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LOG FILE NAME DESCRIPTION QUICK WAYS TO ACCESS
THE LOG FILE

Manager Logging area, in the
left pane of Task Manager.

Trace.Log An event log that captures Click View Log File on the
information about CloudLink Task Reports page.
operations, and task-specific
details such as the creation of

web folders.
Or click the View Logs link at
the bottom of the Task
Manager Logging area, in the
left pane of Task Manager.
SyncReport_nnnnnn.xml Includes various Active Not applicable.

Directory or Domino Directory
properties for each user, such
as the user principal name.

(where nnnnnn is a
timestamp)

In addition to the log files, the Task Manager Logging area in the left pane of Task Manager

provides a summary of synchronization events, which CloudLink updates dynamically.

Exporting archive account information from the Archive User
Browser

The Archive User Browser displays information about the users that you have selected for
CloudLink to synchronize. In Active Directory environments it can also provide information about all

of the users in the Active Directory domains you registered with CloudLink.

You can export the details of users that are listed in the Archive User Browser to a CSV (comma-

separated values) file. You can choose the account details to export, based on the account status.
To export the archive account information from the Archive User Browser to a CSV file

1. Select Task Manager near the bottom of the left pane.
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2. On the Welcome to Task Manager Wizard page, in the Archive User Browser pane, click the

Export drop-down.

3. From the Export drop-down menu, select the accounts whose details you want to include in
the exported CSV file:

Archive Active Accounts : Include only the accounts for which archiving is set to enabled.

Personal Archive accounts : Include only the accounts for which access to Arctera Insight

Personal Archive is set to enabled.

Archive Disabled Accounts : Include only the accounts for which archiving is set to
disabled.

Export All : Include all of the accounts.

4. In the Export dialog, enter the destination file path for the CSV file and click OK.
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