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About Arctera eDiscovery

This section includes the following topics:

* Introducing Arctera eDiscovery
» Arctera eDiscovery key features

 Arctera eDiscovery term definitions

Arctera eDiscovery key features

Arctera eDiscovery includes the following features:
» Advanced iterative search capabilities

Arctera eDiscovery enables you to accelerate eDiscovery and investigations with powerful search
capabilities to deliver fast results. Arctera eDiscovery enables you to build iterative searches using
multiple criteria and to refine searches until the relevant information is located. If you add any
criteria that narrow the search results too significantly, you can delete the term that limited the

results, without re-building the entire search.

Once the desired criteria are established, you can save the search. If you save the search as an
on-going search, any new items that meet the criteria are automatically found, which significantly
reduces review time. Phrase, Boolean, proximity, and wildcard search functionality enables
relevant information to be found quickly, and allows further refinement of search results before

export.
» Collaborative eDiscovery workflow

Arctera eDiscovery provides a built-in collaborative workflow. Arctera eDiscovery's case
management capabilities enable multiple reviewers to interact and collaborate on a specific case.
Once a case is created, you can provision each reviewer with distinct privileges within the case.
Reviewers can review messages, view case logs and reports, create exports, manage other
reviewers, and edit a case, depending on their privileges. The external reviewers can have the
additional privilege - download shared export - that allows them to download the exports shared by

the administrator.
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A reviewer with access to a case can use the extensive search capabilities to search the archives
of the custodians involved. Searches can be saved and assigned to various reviewers to distribute

the workload and expedite the eDiscovery process.

Areviewer can place archived information on legal hold, apply review status tags and labels,

categorize information, and add notes for other reviewers.
¢ Flexible export options

Designated reviewers and administrators can perform online exports of search results. The ability

for you to export data yourself minimizes your IT team's workload.

You can export archived information from the archive in EML, PST, and NSF formats, with or
without EDRM XML files. The archived information can then be imported into solutions like the
Arctera eDiscovery. An authorized reviewer or administrator can name and password-protect their

exports.
 Hit-highlighting

When reviewing search results, you can quickly identify where your search terms or applied tags
appear using hit highlighting. The Preview pane also provides navigation controls to move between

each occurrence within the item. For more details, See About Hit Highlighting.
* Reporting

Arctera eDiscovery offers reporting functionality for reviewers and administrators to view audit trails

for individual messages, or to view the history of an entire case.
* Print to PDF

Arctera eDiscovery offers the Print to PDF feature in both, the Investigations and the eDiscovery
tab. You can print collaboration messages collected from the MS Teams collectors using the Print
to PDF feature.

Note:

e This feature is exclusive to MS Teams collaboration messages and is not supported for
messages collected from other archive collectors.

e This feature is not available for Production Sets , as it is not applicable in that context.

¢ InsightAl assistant

The InsightAl icon is visible only if this service is enabled for your account. Acting as your built-in Al

assistant based on Open Al GPT-4.1 Nano model, it delivers faster, smarter, and more reliable
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answers from both new and saved searches by generating context from emails, collaboration
messages, and files. You can use the predefined prompts or enter your own prompt (query) to

generate context.

Arctera eDiscovery term definitions

Table: Arctera eDiscovery definitions lists some specific terms that are used in Arctera eDiscovery

and explains their meaning in this context.

Table: Arctera eDiscovery definitions

TERM DESCRIPTION

Custodian In the context of Arctera eDiscovery, a
custodian is anyone for whom your
organization holds or has held an archive
account. When an eDiscovery Administrator
creates a case, they assign the custodians that
the associated eDiscovery is to include.

eDiscovery eDiscovery is the electronic aspect of
identifying, collecting, and producing
electronically stored information in response to
a request for production in a law suit or
investigation.

Investigation In the context of Arctera eDiscovery, this term
means to examine and discover the factors of
a potentially legal inquiry.

Label Apply a label to an email typically to mark it as
exempt from the review process. The default
labels are: Spam , Privileged , and Personal .
You can create custom labels to suit your
company's requirements.

Legal Hold Alegal hold is a process that an organization
uses to preserve relevant information for legal
reasons.

Case In law, a case is a subject that is in controversy
or in dispute. In Arctera eDiscovery an
eDiscovery Administrator creates a case to act



ARCTERA™ EDISCOVERY

TERM DESCRIPTION

as a container in which to associate all the
related emails, attachments, collaboration
chats, and files for such a subject.

Tag In Arctera eDiscovery a tag is a marker that
can be applied to emails, attachments,
collaboration chats, and files to help organize
the process of investigation or review.

- In the eDiscovery tab you can tag an email
with a review status tag to indicate its status in
the eDiscovery review process.

- You can apply your own custom tags to
emails, collaboration messages, and files as
you want, for example to retrieve identically
tagged items easily at a later time. These tags
are visible only to the user that applies them.

- You can tag items with a managed tag, if you
have any of these available to you. Managed
tags are created in the Arctera Management
Console, under the My Config > Managed Tags
node.

Introducing Arctera eDiscovery

This guide describes Arctera eDiscovery and describes how to use all of its key features.

Arctera eDiscovery is a web-based service that enables your company to respond proactively to
litigation requests, ensure adherence to company communication policies, and meet regulatory

requirements.

Arctera eDiscovery provides the tools to search your company's archived items (emails,
collaboration messages, and files) to discover those that are pertinent to litigation cases or
infringements of corporate policies and regulations. Arctera eDiscovery provides case
management features for eDiscovery work, including the ability for multiple reviewers to collaborate
during the eDiscovery process. Items that are found to be of interest can be exported for external

review.
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Note: This updated edition of theArctera eDiscovery User Guideincorporates information
about the search feature that was previously included in theArctera eDiscovery Search
Guide.

Recent updates to Arctera eDiscovery

Recent updates to Arctera eDiscovery include the following:

 Integration with Microsoft Teams, OneDrive for Business, and Enterprise Vault: The search
criteria in Arctera eDiscovery now include options to search from emails, messages, and files
that are archived from Microsoft Teams, OneDrive, and Enterprise Vault. See About Targeted

Collections. and See Adding targeted collection for Microsoft Teams.

« Filtering items in searches based on sentiment score: The filter criteria in searches now include

option to filter items based on their sentiment score.

e Collection Defensibility Report: The Targeted Collections page displays an expansion icon for
the Enterprise Vault, Microsoft Exchange, and Microsoft Teams reactive collectors that are
successfully archived. You can expand the row to view details like Items Collected, Items

Received, Items Archived, Items Duplicate, Items Rejected, and Iltems Failed.

A list of the updates that were included with previous releases of Arctera eDiscovery is provided

separately.
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Getting started with Arctera eDiscovery

This section includes the following topics:

What's new in this release
» Signing in to Arctera eDiscovery

» Logging off from Arctera eDiscovery

Resetting a forgotten password

About the Arctera eDiscovery user interface

e Accessing your own archived emails

About the Arctera eDiscovery user interface

[ shows a typical view of the Arctera eDiscovery user interface that an eDiscovery Administrator
can see. All the tabs, options, and icons are clearly arranged with the modern layouts to ensure
user friendliness. For easy navigation throughout the application, panes can be hidden and
displayed as required. The options are easily available to navigate to the Arctera Management

Console, the Arctera Personal Archive, and the Arctera Surveillance portals.

Note: The tabs, the nodes within each tab, and the features varies with the roles and

privileges of your Arctera Unified Platform account.

The selection tabs in the left navigation pane control access to the various functions and

features of Arctera eDiscovery.

After logging in to Arctera eDiscovery, the landing page visible to you by default depends on your

role in Arctera eDiscovery. The following table explains the role and the corresponding landing

page.
ROLE DEFAULT LANDING PAGE
Administrator eDiscovery > Reviewers

External reviewer eDiscovery > Cases
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ROLE DEFAULT LANDING PAGE
Internal reviewer (if managed accounts are Investigations > Managed Accounts >
assigned) Accounts
Internal reviewer (if managed accounts are Investigations > My Mailbox > Mailbox

assigned)

See About the left navigation pane.

See About the title bar options.

See About the search bar.

See About the bottom navigation bar.

See About the Details pane.

About the left navigation pane

The navigation pane that appears on the left side of the page contains the Investigations and the
eDiscovery tabs. You can easily switch between these tabs as required. The Toggle icon allows
you to expand and collapse the left navigation pane for a better visibility of the content in the panes

available in the right side of the page.

eDiscovery tab

The eDiscovery tab includes the case management feature. This feature allows multiple reviewers
to interact and collaborate on litigation cases during the eDiscovery process. Once a case has
been created, an eDiscovery Administrator or an assigned reviewer can use searches to find the
emails relevant to the case. These searches can then be saved, and the resulting emails assigned
to the various reviewers that have been nominated to work on the case. This distribution of the

workload among the reviewers expedites the eDiscovery process.

During the review process, reviewers can place emails on legal hold, apply review status tags and
labels, and apply custom tags. Reviewers can also add notes to emails that other reviewers who
work on the case can view. Additionally, collaborative eDiscovery includes various reporting
features, that allow reviewers to view audit trails for individual emails or the history of an entire

case.
See About cases.

The following nodes are available from the eDiscovery tab, depending on your account

permissions:
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» The Dashboard node lets you view and export cases summary reports.

» The Reviewers node lets you view Mailbox and Case access detail of the reviewers. You can

export the reviewers summary reports for later use.

» The Review Status node lets you define the review status tags and define the active and

default tags.

» The Redaction Reasons node lets you add and delete the reasons that you can use during

creating production sets.

» The Cases node lets you manage cases that are assigned to you. After you select the case, the

separate case-specific node appears below the Cases node to perform various operations.

Investigations tab

The Investigations tab provides access to your own archived emails. Administrators and reviewers
can also use this tab to access and review the archived emails of user accounts that they manage.

External reviewers do not have access to the Investigations tab.

The following nodes are available from the Investigations tab, depending on your account

permissions:

» The Targeted Collection node is used to create a targeted collection in Arctera eDiscovery
console. These collections are the cloned data of an archive collector that is configured in the

Archive Administrator console.

» The My Mailbox node is where you can view all of your archived emails, including the emails
that were deleted from your email inbox. Note that when viewing your archived emails, certain
Personal.cloud features such as search filters and active folders are not available from Arctera

eDiscovery.
See Accessing your own archived emails.

» The Managed Accounts node is available to users with the Reviewer role, and to administrators
with the Monitor All Accounts privilege. The accounts that are assigned to you display when you
select the Accounts sub-node. You can use the features available from the Managed Accounts
node to conduct initial, probative, or Active Directory hoc investigations, outside of the legal

discovery workflow.
See About Investigations.

» The Labels node is where you can create labels. The emails are classified and displayed based
on the labels applied to them. You can click the label to view emails and collaboration

messages to which that label is applied.
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The Legal Holds node is where you can view emails with a legal hold.

» The Tags node lets you view and manage the custom tags and the emails with those tags that

have been applied in the Investigations tab.
» The Retention Tags node displays the emails to which retention tags are applied.

» The Exports node lets you view the status of email exports that you perform from the

Investigations tab.
* The Search Log node is where you can see the Search-specific logs.

» The Continuity - Standby node is an add-on service that provides a "standby mailbox". It
enables users to continue to send and receive emails when your organization's mail server is

unavailable.

About the bottom navigation bar

This bar displays total number of pages, total number of records on a page, and the navigation

options that are supported for multi-page lists.

Click on the page number to display and navigate to a selected page.

Click the |<icon to go to the First page of the list.

Click the >| icon to go to the Last page of the list.

Click the <icon to go to the Previous page of the list.

Click the > icon to go to the Next page of the list.

About the Details pane

This pane displays the records with subsequent details. You can click on the column headings to

sort the data either in ascending or descending order for one or more columns on the selected

page.

For a better readability purpose, this pane shows limited columns. To view the additional columns
on the page, click the Columns icon as shown in the sample image below. Select the additional

columns you want to see and click Apply.

Note: TheColumnsfunctionality is available for all the searches in
thelnvestigationandeDiscoverytabs. However, for Advanced ECA searches, this functionality

is available forFilestab only, and not forEmailsandCollaborationtabs.
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About the search bar
Use the quick search to quickly find content on the page. You can also click the arrow in the search

field, to search using the Criteria Search filter.

See About Quick Search and Criteria Search.

About the title bar options
The title bar contains the following icons:

» Keyboard: You can use this icon to access (nhavigate to) the Arctera Management Console, the

Arctera Personal Archive portal, and the Arctera Surveillance portal.

o The Arctera Management Console option provides administrators with access to the Arctera
Management Console. The Arctera Management Console appears in a new web browser
tab. It enables administrators to configure archive settings and to assign roles, including the
roles that control the access to Arctera eDiscovery. Role assignment is only available to

System Administrators or to Role Managers with the required permissions.

o The Arctera Personal Archive option provides administrators with access to the Arctera

Personal Archive console.
> The Arctera Surveillance option provides administrators with access to the Arctera
Surveillance console.

See About account roles and Arctera eDiscovery.

For reviewers and users with the Account role, the Administration option displays options to change
your password and personal time zone.
» Help: You can use this icon to access user help documentation of Arctera eDiscovery.

» User Profile: You can use this icon to view the alerts, statistics, time zone, and change
password options. These options varies with your role. You can log off your on-going session

by selecting the log off option.

o The Alerts option allows administrators and reviewers to quickly and easily create alerts.
Alerts are a helpful tool for administrators and reviewers, as they help monitor your

company's email usage.
See Creating an alert.

» The Statistics option provides administrators with archive statistics. The statistics available from

this tab include Number of active accounts, Top policy alerts trending, Number of emails

10
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received, and Average mailbox size. This option is not available for a reviewer or account

users.

» The Set Time Zone option allows reviewers and account users to select the appropriate time

zone for them.

e The Log Off option lets you to log off securely from the current session of Arctera eDiscovery.

Accessing your own archived emails

Arctera eDiscovery users can view and access their own archived emails from the Investigations
tab > My Mailbox node. You can view all of your archived emails, including the emails that were

deleted from your email inbox.

My Mailbox has similar functionality to your Arctera Personal Archive archive. You can view and
search your own emails. You can also reply and forward your emails from here. You cannot restore
emails to your own account from Arctera eDiscovery and can only restore mails to the accounts

which you monitor.

Note: When you view your archived emails, certain Arctera Personal Archive features such

as search filters and active folders are not available from Arctera eDiscovery.

When you select an email from the list, a preview pane displays the message. You can move
this preview pane to underneath or to the right side of the main pane. The preview pane

displays the message content and any attachments that are included with the original email.

You can double-click an email in the list to open the email in a separate window.

Logging off from Arctera eDiscovery

To log off from Arctera eDiscovery

1. On the Arctera eDiscovery user interface, in the upper right-hand corner, click the user profile

icon.

2. Click Log Off.

Resetting a forgotten password

If you forget your password and need help resetting it, Arctera eDiscovery can help you by sending

a Reset Password link to your authenticated user name (email address).

11
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To reset your forgotten password

1. On the authentication screen, click the Forgot your password link.
2. In the User Name field, provide your user name (email address).

3. In the Validation Code field, enter the correct captcha from the image, without spaces. Letters

are not case-sensitive.

You cannot sign in if your archive fails to authorize your location or computer. You can contact

system administrator for assistance.
1. Click Send.

The application sends you an email with a reset password link. Check your email inbox, including
the spam or junk folder, for this message. This link expires after 30 minutes from you receive the

email.

1. Open the password reset email and click on the provided Reset Password link.
The application directs you to a Reset Password page.

1. Type your user name, a new password, retype to confirm it, and click Submit.

After successful reset, you receive an email notification that your password has been changed

successfully.

Signing in to Arctera eDiscovery

When you are subscribed for Arctera eDiscovery, you are provided with a user name and
password. With these credentials, you can log on to Arctera eDiscovery and start using the

features that you have the permissions to access.

» Arctera eDiscovery users should exercise caution when accessing their accounts from public
computers, to maintain the confidentiality of company emails. This note applies especially for

administrators and reviewers.

* If your company signed up for Arctera eDiscovery and you have not received your credentials,

contact your administrator.
To log on to Arctera eDiscovery

1. Navigate to your Arctera eDiscovery URL.

12



ARCTERA™ EDISCOVERY

Note

Starting with this release (April 2026), the application is available on a new domain. If you access

the application using a URL with the previous domain, an informational page appears.

We've Moved to a New Domain !

You'll be autematically redirected n o few seconds
If the redirect does not ocour. please click hare

1. Mote: Please bookrark this URL for fulure occess: hitps //d

The previously used URL is expected to automatically redirect you to the current application URL.
If the automatic redirection does not occur, click the link provided on the page to continue. Do not
bookmark the URL accessed through the click here link. To avoid future access issues, bookmark

the new application URL provided in the note on the page.

Contact your administrator if you do not know your Arctera eDiscovery URL or you need access
permission for Arctera eDiscovery. For more information on supported browsers, see Arctera

Unified Platform Compatibility List.
1. Enter your username or DOMAIN\username and password.

If you have problems accessing your account, check with your administrator first. If you continue to

have difficulty logging on, contact your Technical Support Staff through your administrator.
1. Select a Security option.

Refer to the following table for more information:

THIS IS A PUBLIC OR SHARED COMPUTER PROMPTS YOU FOR YOUR USER NAME AND
PASSWORD EACH TIME YOU ACCESS THE
LOGON SCREEN, AND LOGS YOU OUT
AFTER 20 MINUTES OF INACTIVITY.

DEFAULT OPTION SELECTED

This is a private computer Your credentials are stored in your browser's
local profile cache for three months, letting you
bypass the logon screen after your initial
successful logon.

You can clear this setting by logging out of
Arctera eDiscovery.

13
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1. Click Sign In.
2. If the multi-factor authentication (MFA) is enabled for you, the OTP field appears on the

authentication screen.

This email-based authentication and the Time-based One Time Password (TOTP) authentication
enhances the access and data security of Management Console. Administrators have the

permission to enable or disable multi-factor authentication at the user and tenant level.

* |If the email-based authentication (EML) is enabled for you, a one-time password (OTP) is
sent to your registered email address for authentication and access to the application. This

OTP remains valid for 5 minutes from the time of receiving the email.

Manually enter the OTP on the authentication screen within 5 minutes. Copy-pasting the OTP is
not allowed. If you fail to provide OTP within 5 minutes of receiving it, the application displays a
message that the OTP has expired. To obtain a new OTP, click Resend OTP. The application

sends a new OTP.

* If the Time-based One Time Password authentication(TOTP) is enabled for you, the
application redirects you to an** Authenticator Setup** page as shown in the sample image

below.

Scan the QR Code using the Google or Microsoft Authenticator app on your mobile phone at the

time of your first login

Configure the Authenticator app on your mobile phone.

Click Continue to get a time-based OTP in the Authenticator app.

Enter that OTP in the OTP field of the Authentication page, and clickContinue.
Configuring the Authenticator app on your mobile phone

If you have previously created an account for same user, please remove that entry and attempt to

complete the setup again.
To install the Microsoft Authenticator app on your phone

1. While installing the app, if prompted, allow notifications about the app.

2. Upon installation, open the app and click the plus (+) icon at top and select Work or School

account orOther account.

3. Add your work account by using any of the following methods:

14
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» Use the installed authenticator app to scan the QR Code provided on the authentication

page of Arctera Unified Platform application.

 Sign in with your application credentials and follow the screen instructions.

Upon successful scanning or signing in, your account gets connected to Microsoft Authenticator.
To install the Google Authenticator app on your phone

1. While installing the app, if prompted, allow notifications about the app.

2. Upon installation, log in with your Google account credentials. Scroll down and click the plus
(+) icon.

3. Scan the QR Code with the Google Authenticator app. Your account gets connected to the
Google Authenticator app.

Resetting the Authenticator device

If you accidently remove the account from authenticator app or misplace the device on which the
app is installed, you can contact your administrator to request for resetting the Authenticator device

for you.
About the New Features updates

Upon successful sign-in, the New Features window appears, presenting the latest release updates
for Arctera Management Console, Arctera eDiscovery, Arctera Personal Archive, Arctera Capture,

and Arctera Surveillance as shown in the sample image below.
» To temporarily hide this window, click Close.

» To access this window later, click the profile icon and choose Show New Features.

» To permanently hide this window, click Do Not Show Again. Subsequently, upon next login, this
window will no longer appear. To enable its visibility, contact your system administrator.

However, it will reappear automatically with the next release updates.

To read the complete release notes document, click View Detailed Release Notes.

What's new in this release

Arctera constantly works on improving the Arctera Unified Platform product and introduces new
features and enhancements release by release. For an easy-to-reference source for all the ways

the product is changing, refer to the Arctera Unified Platform Documentation.

15


https://www.veritas.com/support/en_US/article.100040129

ARCTERA™ EDISCOVERY

Arctera eDiscovery roles

This section includes the following topics:

» About account roles and Arctera eDiscovery
» Account role

* Reviewer role

Administrator role

» Assigning account roles

Assigning account roles

To assign roles to an account you must be a System Administrator or have the required Modify

Privileges privilege.

Administrators can access the Arctera Management Console from the Administration option on the
Profile icon in the top-right corner of the application page.
» See Assigning the Reviewer role to an account.

» See Assigning the Administrator role to an account.

Assigning the Administrator role to an account
To assign roles to an account you must be a System Administrator or have the Modify Privileges
privilege.

To assign the Administrator role to an account

1. In Arctera eDiscovery, click the profile icon available in the top-right corner of the application
page and select Arctera Management Console. The management console opens in a new

browser window.

2. Log on to the Arctera Management Console as a System Administrator or with an account that

has the Modify Privileges privilege.
3. Under the Role Management node, selectAssigh Accounts.
4. Select the required user from the list of accounts.

5. From the Role drop-down menu, selectAdministrator.

16
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6. To allow the account to monitor all user accounts, select the Monitor All Accounts check box.
If you do not select this option the account cannot view any user accounts other than their own.
1. If you want to assign eDiscovery Administrator privileges to the account, underBuilt-in

Roles select theeDiscovery Administrator check box.

2. Click Save to save the role changes for the account.

Assigning the Reviewer role to an account
To assign roles to an account you must be a System Administrator or have the Modify Privileges
privilege.

To assign the Reviewer role to an account

1. In Arctera eDiscovery, click the profile icon available in the top-right corner of the application
page and select Arctera Management Console. The management console opens in a new

browser window.

2. Log on to the Arctera Management Console as a System Administrator or with an account that

has the Modify Privileges privilege.
3. Under the Role Management node, selectAssignh Accounts.
4. From the list of accounts, select the required user.
5. Select Reviewer from theRole drop-down menu.

6. Do the following:

» Select the Monitor All Accounts check box to allow the user to monitor all user accounts.

* If required, select the Disable preview mail to prohibit the reviewer from viewing preview

of email content.

e Or click Add/IRemove Monitored Accounts and select the accounts for this reviewer to

monitor.

When you have selected the required accounts, click Update and then clickClose to close

theAdd/Remove Monitored Accounts window.

In the Accounts to Monitor list, if you want the reviewer privilege to expire for any account,
clear the check box in theNever Expires column for that account. Then in theExpiration

column, click theCalendar icon and select the date that you want the reviewer privilege to expire.

1. Click Save to save the role changes for the account.

17
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About account roles and Arctera eDiscovery

Arctera Unified Platform accounts are each assigned to one of the following roles:

e Account
* Reviewer

e Administrator

System Administrators and Role Managers with the required privileges can assign accounts to one

of these roles in the Role Management node of the Arctera Management Console.

The role to which your account is assigned and the associated privileges that are granted to it

determine the menu options and features that you can access from Arctera eDiscovery.

Account role

Available Arctera eDiscovery tabs: Investigations in the left navigation pane and the Administration
option on the Profile icon in the top-right corner of the application page (for setting personal

preferences only).

Users with the Account role have the least access to Arctera eDiscovery. They have access only to

the Investigations tab, from where they can view their own archived emails.

Note that Arctera Personal Archive is the preferred access method for users to view archived
emails. Arctera Personal Archive allows users to tag and restore archived emails into their own

inbox.

Note: In one case, those accounts with theAccountrole can have greater access in Arctera
eDiscovery. Administrators can configure the account in Arctera Management Console to
make it anExternal Reviewer. These accounts are for users who are not part of your
organization, but who need to review emails within the cases that are assigned to them.
External reviewers have their account disabled for archiving, and can only access
theeDiscoverytab in Arctera eDiscovery. Within theeDiscoverytab the external reviewers can
perform similar tasks as those accounts with theReviewerrole. Refer to the Arctera

Management Console help for creatingExternal Revieweraccounts.
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Administrator role

Available Arctera eDiscovery tabs: Investigations, eDiscovery tabs in the left navigation pane, and

the Alerts and Statistics option on the Profile icon in the top-right corner of the application page.

The Administrator role is for company administrators who need to configure and manage Arctera

eDiscovery, or for HR personnel who need to monitor employee email usage.

Administrator roles must be assigned the Monitor All Accounts privilege in the Arctera Management
Console if they are to monitor email usage. Unlike the accounts with the Reviewer role, the

accounts with the Administrator role cannot be granted access to selected accounts only.

Accounts with the Administrator role and with the Monitor All Accounts privilege can be assigned to
cases as reviewers, and can act as reviewers in the same way as the accounts with the Reviewer

role.

Administrators can also receive email notifications each time a message is flagged in the Alerts

area.

Note: Accounts with theAdministratorrole can be assigned additional privileges in Archive
Administration, including the privileges that can be conferred by built-in group roles. The
accounts with theAdministratorrole that are also assigned theeDiscovery Administratorbuilt-in

role have full access to all the features of Arctera eDiscovery.

The eDiscovery Administrators can configure and manage all aspects of Arctera eDiscovery,

including the following:

» Creating, viewing, and editing cases

» Managing reviewers

» Adding and editing labels

» Assigning review status tags to emails
* Managing case review status tags

* Managing searches under cases

» Exporting emails from cases

* Viewing logs and saving reports

Given the sensitive nature of the information available to administrators, they should take special

care to protect their logon credentials.
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Reviewer role

Available Arctera eDiscovery tabs: Investigations and eDiscovery in the left navigation pane, and
the Administration option on the Profile icon in the top-right corner of the application page (for
setting personal preferences only), and Alerts option on the Profile icon in the top-right corner of

the application page.

Users with the Reviewer role can monitor employee emails for the material that does not follow
company communication policies. An administrator or HR representative typically reviews the email
of reviewers, so that no employees are exempt from following company communication policies.
Organizations should take special care in selecting the appropriate employees for the Reviewer
role, since reviewers can see other employees' emails. Reviewers should not share their user

name and password with anyone.

When you assign an account the Reviewer role, you can allow the account to monitor all of the
accounts in Arctera Unified Platform, or a selected subset. You can use the Disable preview mail
check box to prohibit email preview. It limits reviewers to only check the emails between sender

and recipients.

In the Investigations tab, reviewers can perform open-ended investigative searches against one or

all of the accounts that they have the permissions to monitor.
In the eDiscovery tab, reviewers have access only to those cases that are assigned to them.

When the eDiscovery Administrator creates a case, they assign the case to one or more reviewers.
Each reviewer can be assigned a set of permissions within each case. A reviewer can perform
some or all of the following functions within a case, depending on the permissions that they are
assigned for that case:

» Review the emails that result from the searches that are associated with the case.

» View the case logs and reports.

e Manage on-going and standard searches of emails.

» Perform and manage searches on the emails that are associated with the case.

» Export emails.

* Place emails on legal hold.

 Edit the case for example to reassign searches to different reviewers.
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Note: Accounts with theReviewerrole only see theeDiscoverytab once they have been

assigned as a reviewer to at least one case.
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Managing investigations

This section includes the following topics:

* About Investigations

» About Targeted Collections

» About Analytics Dashboard

» About Managed Accounts

» About Searches in investigation

» About Hit Highlighting

» Working with searched emails

» Working with searched collaboration messages
» Working with searched files

» Working with Advanced ECA searches

» Creating archive sets during investigation
e About Mail Reassignment

» About Labels

¢ About legal holds

¢ About Tags

e About search log

¢ About transcription of media attachments

About Analytics Dashboard

Administrators can use the Analytics Dashboard to visualize the archived user communication data
(emails only) of the top 50 users in the last 30 days. Analytics Dashboard displays this data in the
form of charts for better visualization. Administrators can use this data to create searches for
retrieving communication and classification information of a user. Based on the selected data,
administrators can efficiently obtain more specific, limited, and accurate search results while

investigation.

At present, the application provides you with the following charts:
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e User communication chart
e Classification chart

» Keyword Cloud
The Analytics Dashboard is shown in the sample image below.

Analytics Dothboard o -]

U Carmarasmaliiugd Chirkafapirtass Chi®
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User Communication Chart

Modes Links
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The chart has Nodes and Links connecting these nodes. Nodes in the chart represent users, and
links represent the connections between or among these nodes. To select a node, click on the
node. To select multiple nodes, press and hold the CTRL key on your keyboard, then click on the
nodes you want to select. To enhance readability, you can drag any node away from crowded

areas to separate it from neighboring nodes.

Hovering over nodes provides the user email address. Whereas hovering over links displays the

user email addresses of individuals in communication.

Classification chart

This is a graphical representation of the user communication chart.

The charts are interconnected. Hence, selecting or filtering the data (nodes and links) in the User
Communication chart leads to the automatic selection of corresponding data in the Classification
chart and vice versa. You can only select one filter criteria at a time. If you wish to search
communication data using a different filter, in such a scenario, click the Back icon, choose the

desired link or node, and then click Search. Click the Refresh icon to refresh the monitoring data.

Keyword Cloud
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The Keyword Cloud provides deeper communication insights, improving the accuracy and

efficiency of investigations through interconnected dashboard views.

It displays the most exchanged keywords between users over the past 30 days to help identify key
topics or emerging trends. It shows keyword frequency with trend lines, allows hover for details,

and supports multi-select for focused searches across the dashboard.

Performing query searches using Analytics Dashboard

The Analytics Dashboard supports query searches only. Based on the data selected on charts, this
guery search provides you with the filtered archived review items.

To perform a query search using Analytics Dashboard

1. On the Investigation tab, in the left navigation pane, selectAnalytics Dashboard.

The application displays the User Communication and Classification charts for analysis of emalil

communication of the top 50 users in the last 30 days.

Modes Links

A [uantoard O o

1. On the User Communication chart, do the following:

» Hover over nodes and links to view the user email addresses of individuals involved in
communication.
» Select the data in any chart, as convenient, for which you want further analysis.
o If you want to select data from the User Communication chart, select nodes or links . To

select a node, click on the node. To select multiple nodes, press and hold the CTRL key

on your keyboard, then click on the nodes you want to select.
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o If you want to select data from the Classification chart, select bars. To select a single
bar, click on the bar. To select multiple bars, press and hold the CTRL key on your

keyboard, then click on the bars you want to select.

As the charts are interconnected, selecting the data in the User Communication chart leads to the
automatic selection of corresponding data in the Classification chart and vice versa.
« |f required, click the Refresh icon to refresh the monitoring data.
e For better readability of charts:
> You can select and drag the nodes away from crowded areas to separate them from
neighboring nodes.

o Keyboard and mouse users can use CTRL + Mouse wheel up/down to zoom in/out the

chart view.

o Touchpad users can use a two-finger pinch to zoom in or stretch out to zoom out the chart

view.
1. In the bottom-right corner of the page, click Filter.

The application displays only the selected node or link and retrieves the communication threads
among the individuals involved in the communication. In case there is no data for the selected

node or link, the application prompts that the information is not available.

gyt Daeboand O o

Le]
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Note: You can only select one filter criteria at a time. If you wish to search communication
data using a different filter, in such a scenario, click theBackicon, choose the desired link or

node.

1. Click Search.

Before redirecting you to the search results, the application warns that your selected filter will be

cleared if you click Yes on the confirmation message.

1. Click Yes on the confirmation message if you are sure with the data you have selected in the

charts.

Based on the data selected on charts, this query search provides you with the filtered archived

review items.

About Labels

The eDiscovery Administrators can use the default labels or create customized labels to suit your
company's processes and requirements. Labels are applied to emails typically to mark them as

exempt from the review process. The default labels are: Spam, Privileged, and Personal.

Creating a label

To create a new label

1. On the Investigations tab, in the left navigation pane, selectLabels.
2. Click Add.

3. Specify the following details:

NAME SPECIFY A UNIQUE NAME FOR THE
LABEL.
Description Optionally enter a description for the label.
\# Emails Displays number of items to which this tag is

applied. If this tag is not applied, the number
of items shown as zero.

Action Click View Emails to view items with the
corresponding label.
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NAME SPECIFY A UNIQUE NAME FOR THE
LABEL.

Active Select the Active check box for the label if
you want to display this label while reviewers
assign labels to items. Clear the check box
for any labels that you want to hide.

4. Click Save Label.

About legal holds

This section describes the tasks that a user can perform with the legal holds.

Viewing legally hold items

While you tag the items, collaboration messages, and files, you can apply legal hold on the

selected items. You can view those items under the Legal holds node.
To view legally hold items

1. In the Investigation tab, selectLegal Holds.

2. Select the tag name.
In the details pane, the application displays the items that are tagged and marked as legal hold.

1. Select one item at a time to preview its details in the preview pane.
2. Click the Native View icon to view the item in the original format.

3. To download the item, click the Download icon.

Viewing the Legal Hold status of items

The Legal Hold icon reveals whether the searched emails, collaboration messages, and files are
on legal hold and the reason for the hold. The application does not display this icon for items that

are not on legal hold.
For a better understanding of the Legal Hold concept, let's explore the following terminologies:

» Tag Legal Hold: Legal hold is applied to the item by using a legal hold tag from the

Investigations tab.
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» Case Legal Hold: Legal hold is applied to the item inside a case by using one or more options

below:

> An individual item is marked as Legal Hold inside a case.
> The Review set in which the item exists is marked as legal hold.

> The entire case in which any of the items custodian is present as case custodian is placed

on legal hold.

Note: For better application performance, it is recommended to deselect theLegal

Holdcolumn if it is no longer needed.

To view the Legal Hold status of items

1. On the Investigations oreDiscovery tab, navigate to the appropriate Search from the required

node, and select theEmail,Collaboration, or** Files** tab.
The searched items are displayed in the items grid.

1. Ensure that the Legal Hold column is displayed on the items grid.

2. If this column is not displayed, click the Columns icon.
Select the Legal Hold check box and clickApply.
The application displays the column as shown in the sample images below.

1. Hover over the icons to view tooltip that indicate the reason items are on legal hold as shown in

the sample images below.

In the Investigation tab, the legal hold icons and tooltip have the following meanings:

ICON TOOLTIP MEANING

) Tag Legal Hold Legal hold applied by the
= current user using a tag.

There might be additional
legal holds on the same item,
such as tag legal hold by
another user or a legal hold
inside a case.
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ICON TOOLTIP MEANING

Tag Legal Hold Legal hold applied by other
users using a legal hold tag.
additionally, the same item
can also be on legal hold
inside cases.

Case Legal Hold Legal hold is applied only
inside cases by any user and
not by using a legal hold tag.

In the eDiscovery tab, the legal hold icons and tooltip have the following meanings:

ICON TOOLTIP MEANING

) Case Legal Hold Legal hold applied inside the

=l selected case. There might
be additional legal holds on
the same item, such as legal
holds inside other cases or by
using a legal hold tag from
the Investigations tab.

Case Legal Hold Legal hold applied on the
item, not in the current case
but inside other cases. There
might be additional legal
holds applied on the same
item using legal hold tags
from the Investigations tab.

Tag Legal Hold The item is not on legal hold
inside any case, but it is
applied with legal hold tags
by any user.

About Mail Reassignment

On the Investigations tab, the Mail Reassignment node is available to those users with

Administrator or Reviewer role privileges. Mail reassignment is used to send already processed
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emails back to go through the process of parsing, mail transfer, and sender-recipient mail address

mapping.

Emails are usually mapped to the unassigned legacy account because the domain or account has
not been provided for email archiving or searching. Later, when such users are added as archive
accounts, these previously mapped emails are required to assign again to map the mail addresses.

After successful reassignment of such emails, new users can search and view these emails.

Canceling the email reassignment activity

After you submit a batch for email reassignment, you need to know the status of every batch.
There are four statuses, namely Queued, In-progress, Completed, and Failed. You can cancel the
email reassignment activity only when the batch status is Queued or In-progress. You cannot
cancel the reassignment for the Completed and Failed batches. You can cancel one batch at a

time.
To cancel email reassignment activity

1. On the Investigations tab, selectManaged Accounts>Mail Reassignment.
2. Use the Advanced Search option to search for the batch you want to cancel.
3. Select the batch whose status is either Queued or In-progress.

4. Under Reassignment Details, ensure that the** Cancel** option is enabled.

5. Click Cancel.

Generating a Mail Reassignment status report
If you want to share the email reassignment status report, you need to generate it from Arctera

Management Console. You must have an administrator role to access the reports section.

Refer to the Creating a Mail Reassignment status report section in the Management Console Help.

Reassigning emails

Every company has an unassigned legacy account. New users from the company cannot search or
view the emails that were sent to their account before it was created. All such mails that do not find

appropriate recipient of the mail goes to unassigned legacy account.

To enable such users to receive their previously assigned emails, you, as an administrator, need to

reassign such emails to them. After you submit email batch for reassignment, application resends
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these emails to corresponding user accounts. All the new users can then search and view their

emails.

You can reassign emails from the unassigned legacy accounts, on-going and standard searches,
holds, and tags. You can select maximum 300 emails in one batch for reassignment. If there are
more than 300 emails in the unassigned legacy account, you need to reassign emails in multiple
batches. The maximum annual limit of mail reassignment is 600000 mails per customer, whereas
the daily limit is 4500 per day per customer. When customers submit a batch for reassignment,
customers can view a temporary notification (that fades out automatically) about their available
reassignment limit. Alternatively, customers can check their mail reassignment limits on the Mall

Reassignment node.

When customers use 90 percent of their annual mail reassignment limit, they receive an alert

email.
To reassign emails

1. On the Investigations tab, search for and select emails from one of the following locations:

Go to Managed Accounts>Accounts.

Go to Managed Accounts>0On-going Searches.

Go to Managed Accounts>Standard Searches.

Go to Holds.

Go to Tags.
2. Search for and select emails from the required unassigned legacy account, on-going and
standard searches, hold, and the tags.

3. To reassign up to 30, 50, 100, and 300 emails in one batch, select number of emails you want

to view on one page, and click the Reassign current page icon.

4. Click Reassign Mails , and do the following:

* To reassign selected emails, click Reassign selected emails.

* To reassign emails displayed on one page, click Reassign emails in current page.

The application displays the sample message as follows:

@& ‘Your reassignment request has been submitted. The selected emalls will be reassigned.
You can always view the reassignment status in "Managed Accounts->Mail Reassignment”.
Mote:You can reassign 588870 more malls out of 600000,
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Viewing email reassignment status
After you submit a batch for email reassignment, you need to know the status of every batch.
There are four statuses, namely Queued, In-progress, Completed, and Failed.

To view email reassignment status

1. On the Investigations tab, selectManaged Accounts>Mail Reassignment.

2. To view the status of email reassignment batches initiated by multiple admin accounts of the
same company, select the Show status of the reassignment requests submitted from all

administrator accounts check-box.
3. Use the Advanced Search option to search for the batch you want to check the status.

4. Select the batch.
The Status column displays the current reassignment status of the batch.

The Reassignment Details pane displays the Batch ID, name of the email reassignment initiator,
total emails in the batch, successfully reassigned emails from the batch, date and time of the

reassignment activity.

Note: If the batch status is either Queued or In-progress, then theCanceloption remains
enabled. You can click theCanceloption to abort the reassignment activity. If the batch status
is either Completed or Failed, then theCanceloption remains disabled. You cannot click

theCanceloption to abort the reassignment activity.

Viewing mail reassignment notifications and status reports

After performing the mail reassignment, the application notifies the user (who initiated the
reassignment task) about the status of the mail reassignment task and the errors that occurred

during reassignment. Email notifications are sent only for the batches that are completed.
To view a notification

1. On the Investigations tab, selectMy Mailbox>Mailbox.
2. Click Inbox to view the list of emails regarding mail reassignment batch statuses.

3. Search for and select the emails for which you want to see the mail reassignment statuses.

Note: Perform advanced search or query search to get the expected items.

SeePerforming Advanced Search and Query Search.

33



ARCTERA™ EDISCOVERY

4. Click the email to view details in the preview pane in the right side of the page.

¢ The Subject of the notification email shows the status of mail reassignment batch.

¢ The Attachment shows the link to download the batch status summary report. The

report is in the Microsoft Excel format and includes theStatus Report and the Error

Report sheets.

5. Click the link to download the report on your local computer.

A sample Status Report sheet is shown as:
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A sample Error Report sheet is shown as below. It provides the reason of the failure or error

occurred during email reassignment.
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About search log

The search log provides you with the records of searches conducted in the Investigation and
eDiscovery tabs, for auditing purpose. However, searches made under the Advanced ECA node in
the Investigation tab and the Review Sets node in the eDiscovery tab are excluded from the log. It
covers details of searches for emails, collaboration messages, and files, with separate logs for

each search type.

The Advanced Search functionality of the Search Log node enables you to filter the record based
on simple keyword values, user, or time period, enabling you to view specific records as needed.

You can export search log records for a maximum duration of one year from the current date.

Viewing and exporting search log report

To view and export search log report
1. On the Investigations tab, selectSearch Log.

The application displays the record of all the searches, except for the searches performed under
the Advanced ECA node in the Investigation tab and theReview Sets node in the eDiscovery
tab.

1. To filter the appropriate records from the entire log, expand the Advanced Search pane (if it is

not expanded already), and do the following:

SEARCH CRITERIA TYPE THE SPECIFIC KEYWORDS TO BE
QUERIED.
User Select all users or the required user.
Search Date Select the duration of the report from the

available options.

Note: The application allows exporting
records of maximum one year. TheExport
Reportoption enables only if the selected
data is within one year.

2. Ensure that the filtered result is as expected.

3. Click Export Report.

The report is downloaded to your local downloads folder for further analysis.
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About Searches in investigation

This section describes the tasks related to searches during investigation.

Updating on-going and standard searches

You can update the on-going and the standard searches from the Mailbox and the Managed

Accounts nodes.

Updating an on-going or a standard search from Managed Accounts

You can update the on-going and the standard searches to change the search name, to specify the
new tag name, and to apply a legal hold on a searches. While updating the searches from the
Managed Accounts node, you can send the on-going and the standard searches to the cases

available in the eDiscovery tab.
To update an on-going or a standard search from Managed Accounts

1. On the Investigations tab, selectManaged Accounts.
2. Expand the On-going Searches node or theStandard Searches node, as required.

3. To update the on-going search, select an on-going search, and click** Update Search**,

Update the following information in the Update Search dialog box as required.

ENTER SAVED SEARCH NAME CHANGE THE NAME FOR THE ON-GOING
SEARCH IF REQUIRED.

Tag Name You can modify the option only if the On-going
check box is selected.

Specify a new tag name. By default Arctera
eDiscovery uses the saved search name.

On-going Ensure that this check box is selected so that
you can view this search under the on-going
search list.

For an on-going search, new items that meet
the search criteria continue to be added after
the search is created.

Legal hold This option is available only if the On-going
check box is selected.
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ENTER SAVED SEARCH NAME CHANGE THE NAME FOR THE ON-GOING
SEARCH IF REQUIRED.

Select to place all items in this on-going search
on legal hold. Emails on legal hold are not
deleted from the archive.

Save as new Click Save as new to save the selected on-
going search as a new search. The original
saved search remains unchanged.

Send to Case You have an option to select this check box. In
case the Search is an on-going search, then
the Keep copy in investigation check box is
selected, but displayed as disabled by default.
In addition, a Case needs to be selected from
the Cases drop-down. This check box allows
you to send along with keeping a copy in
investigation to the eDiscovery tab. This
preserves chain of custody by recreating the
search in eDiscovery. The case gets moved to
the eDiscovery > Research Set .

Note : For Al-enabled cases, Send to Case
supports only email items, and any non-email
items (such as files and collaboration
messages) are automatically skipped.

1. To update the standard search, select a standard search, and click** Update Search**.

Update the following information in the Update Search dialog box as required.

ENTER SAVED SEARCH NAME CHANGE THE NAME FOR THE STANDARD
SEARCH IF REQUIRED.

Tag Name You cannot change the Tag Name while
updating the standard search. You can modify
the option only if the On-going check box is
selected. If you select the On-going check box,
this standard search will be saved as the On-
going search.
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ENTER SAVED SEARCH NAME CHANGE THE NAME FOR THE STANDARD
SEARCH IF REQUIRED.

On-going Select this option if you want to save the
selected standard search as the on-going
search. In this case, you can update the tag
name and apply a legal hold to the items within
the search.

After you select this check box, the Advanced
ECA option gets disabled.

Legal hold You cannot change this option while updating
the standard search. You can modify this
option only if the On-going check box is
selected.

Advanced ECA Select this option if you want to move (save)
the selected standard search under the
Advanced ECA node.

After you select this check box, the On-going
and the Legal Hold options get disabled.

Send to Case Select this check box if you want to send the
selected standard search to the required cases
on the eDiscovery tab.

Select the case from the Cases drop-down.
This check box allows you to send the selected
search, along with keeping a copy in
investigation, to the eDiscovery tab. This
preserves chain of custody by recreating the
search in eDiscovery. The case gets moved to
the eDiscovery > Research Set .

Note : For Al-enabled cases, Send to Case
supports only email items, and any non-email
items (such as files and collaboration
messages) are automatically skipped.

Save as new You cannot save the existing standard
searches as a new standard search. This
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ENTER SAVED SEARCH NAME CHANGE THE NAME FOR THE STANDARD
SEARCH IF REQUIRED.

option remains disabled in case of updating the
standard searches.

1. Click Update to save this updated search.

Updating on-going and standard searches from Mailbox

You can update the on-going and the standard searches to change the search name, to specify the
new tag name, and to apply a legal hold on a searches. While updating the searches from the My
Mailbox node, you cannot send the on-going and the standard searches to the cases available in

the eDiscovery tab.
To update an on-going or a standard search from your mailbox

1. On the Investigations tab, selectMy Mailbox>0n-going Searches or Standard Searches

as required.

2. To update the on-going search, select an on-going search, and click** Update Search**.

Update the following information in the Update Search dialog box as required.

ENTER SAVED SEARCH NAME CHANGE THE NAME FOR THE SAVED
SEARCH IF REQUIRED.

Tag Name You can modify the option only if the On-going
check box is selected.

Specify a new tag name. By default Arctera
eDiscovery uses the saved search name.

On-going Ensure that this check box is selected so that
you can view this search under the on-going
search list.

For an on-going search, new items that meet
the search criteria continue to be added after
the search is created.

Legal hold This option is available only if the On-going
check box is selected.
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ENTER SAVED SEARCH NAME CHANGE THE NAME FOR THE SAVED
SEARCH IF REQUIRED.

Select to place all items in this on-going search
on legal hold. Emails on legal hold are not
deleted from the archive.

Save as new Click Save as new to save the selected on-
going search as a new search. The original
saved search remains unchanged.

1. To update the standard search, select a standard search, and click** Update Search**.

Update the following information in the Update Search dialog box as required.

ENTER SAVED SEARCH NAME CHANGE THE NAME FOR THE STANDARD
SEARCH IF REQUIRED.

Tag Name You cannot change the Tag Name while
updating the standard search. You can modify
the option only if the On-going check box is
selected.

On-going Ensure that this check box is not selected. You
can select this check box only if you want to
save this search as an on-going search.

Legal hold You cannot change this option while updating
the standard search. You can modify this
option only if the On-going check box is
selected.

Save as new You cannot save the existing standard
searches as a new standard search. This
option remains disabled in case of updating the
standard searches.

1. Click Update to save this updated search.

* When the On-going check box is selected, the search is saved under theOn-going

Searches node.

» Otherwise the search is saved under the Standard Searches node.
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Creating a new search
You can search the content of archive accounts from the Investigations tab, using Advanced
Search and Query Search.

To create a new search

1. Select the Investigations tab, and then select the node where you want to perform the new

search:
e To search your own mailbox, select My Mailbox > Mailbox, or select** My Mailbox > New
Search**,

» To search one or more of your managed accounts, select Managed Accounts > New

Search.

» To search a single managed account, select Managed Accounts > Accounts, and click

the required account. The** Search** pane appears.

2. To perform advanced search, specify the following inputs in the Advanced Search tab.
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CUSTODIANS - SELECT ALL TO SEARCH ARCHIVES OF
ALL OF THE CUSTODIANS THAT ARE
ASSOCIATED WITH THE CASE.

- SELECT CUSTOM TO SEARCH ARCHIVES
OF THE PARTICULAR CUSTODIANS.

1. THE MANAGE BUTTON APPEARS.
CLICK MANAGE TO OPEN THE ADDI/
REMOVE CUSTODIANS .

2. EXPAND SELECTED CUSTODIANS TO
VIEW THE CUSTODIANS SELECTED FOR
THIS SEARCH.

3. EXPAND MANAGE CUSTODIANS AND
SELECT THE CUSTODIANS REQUIRED
FOR THIS SEARCH.

4. (OPTIONAL) SELECT SEARCH
BETWEEN CUSTODIANS AT THE BOTTOM
OF THE POP-UP TO RETRIEVE EMAILS
EXCHANGED EXCLUSIVELY AMONG THE
SELECTED CUSTODIANS. FOR DETAILS,
SEE SEARCHING EMAILS EXCHANGED
AMONG SPECIFIC CUSTODIANS .

5. CLICK UPDATE TO ADD THESE
SELECTED CUSTODIANS AS A SEARCH
INPUT. THESE CUSTODIANS ARE LISTED
UNDER THE SELECTED CUSTODIANS
SECTION.

Custom Headers Note: TheCustom Headersoption does not
appear if there is no entry for a custom
header for a particular group or tenant in
database. Custom header does not work
independently. You need to use the filter
criteria to search the required items.

Expand Custom Headers and set the header
operator values.

- Click + to add new search clauses.
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CUSTODIANS - SELECT ALL TO SEARCH ARCHIVES OF
ALL OF THE CUSTODIANS THAT ARE
ASSOCIATED WITH THE CASE.

- SELECT CUSTOM TO SEARCH ARCHIVES
OF THE PARTICULAR CUSTODIANS.

1. THE MANAGE BUTTON APPEARS.
CLICK MANAGE TO OPEN THE ADDI/
REMOVE CUSTODIANS .

2. EXPAND SELECTED CUSTODIANS TO
VIEW THE CUSTODIANS SELECTED FOR
THIS SEARCH.

3. EXPAND MANAGE CUSTODIANS AND
SELECT THE CUSTODIANS REQUIRED
FOR THIS SEARCH.

4. (OPTIONAL) SELECT SEARCH
BETWEEN CUSTODIANS AT THE BOTTOM
OF THE POP-UP TO RETRIEVE EMAILS
EXCHANGED EXCLUSIVELY AMONG THE
SELECTED CUSTODIANS. FOR DETAILS,
SEE SEARCHING EMAILS EXCHANGED
AMONG SPECIFIC CUSTODIANS .

5. CLICK UPDATE TO ADD THESE
SELECTED CUSTODIANS AS A SEARCH
INPUT. THESE CUSTODIANS ARE LISTED
UNDER THE SELECTED CUSTODIANS
SECTION.

- Click - to remove search clauses that are
not required.

- In the first column, select the required
header you want to search for. Based on the
data type you have selected, the operator
changes. For example, if you have selected
the receiver date in header, the operator
values can be Between , Before inclusive
and After inclusive . For a numeric or integer
header value, the operator values can be Is
equal to, Less than , and Greater than . If
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CUSTODIANS - SELECT ALL TO SEARCH ARCHIVES OF
ALL OF THE CUSTODIANS THAT ARE
ASSOCIATED WITH THE CASE.

- SELECT CUSTOM TO SEARCH ARCHIVES
OF THE PARTICULAR CUSTODIANS.

1. THE MANAGE BUTTON APPEARS.
CLICK MANAGE TO OPEN THE ADDI/
REMOVE CUSTODIANS .

2. EXPAND SELECTED CUSTODIANS TO
VIEW THE CUSTODIANS SELECTED FOR
THIS SEARCH.

3. EXPAND MANAGE CUSTODIANS AND
SELECT THE CUSTODIANS REQUIRED
FOR THIS SEARCH.

4. (OPTIONAL) SELECT SEARCH
BETWEEN CUSTODIANS AT THE BOTTOM
OF THE POP-UP TO RETRIEVE EMAILS
EXCHANGED EXCLUSIVELY AMONG THE
SELECTED CUSTODIANS. FOR DETAILS,
SEE SEARCHING EMAILS EXCHANGED
AMONG SPECIFIC CUSTODIANS .

5. CLICK UPDATE TO ADD THESE
SELECTED CUSTODIANS AS A SEARCH
INPUT. THESE CUSTODIANS ARE LISTED
UNDER THE SELECTED CUSTODIANS
SECTION.

you have selected a string value in header,

then the operator will be Contains .

- In the second column, select the available
operator.

- In the third column, specify the text, phrase,
or date that you want to search for.

Filters Expand Filters and set the filter operator

values. The operators are explained in a
table below.
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CUSTODIANS - SELECT ALL TO SEARCH ARCHIVES OF
ALL OF THE CUSTODIANS THAT ARE
ASSOCIATED WITH THE CASE.

- SELECT CUSTOM TO SEARCH ARCHIVES
OF THE PARTICULAR CUSTODIANS.

1. THE MANAGE BUTTON APPEARS.
CLICK MANAGE TO OPEN THE ADDI/
REMOVE CUSTODIANS .

2. EXPAND SELECTED CUSTODIANS TO
VIEW THE CUSTODIANS SELECTED FOR
THIS SEARCH.

3. EXPAND MANAGE CUSTODIANS AND
SELECT THE CUSTODIANS REQUIRED
FOR THIS SEARCH.

4. (OPTIONAL) SELECT SEARCH
BETWEEN CUSTODIANS AT THE BOTTOM
OF THE POP-UP TO RETRIEVE EMAILS
EXCHANGED EXCLUSIVELY AMONG THE
SELECTED CUSTODIANS. FOR DETAILS,
SEE SEARCHING EMAILS EXCHANGED
AMONG SPECIFIC CUSTODIANS .

5. CLICK UPDATE TO ADD THESE
SELECTED CUSTODIANS AS A SEARCH
INPUT. THESE CUSTODIANS ARE LISTED
UNDER THE SELECTED CUSTODIANS
SECTION.

- Select All to match all conditions you have
provided.

- Select Any to match any of the conditions
you have provided.

- Click + to add new search clauses, and
complete a new row for each clause.

- Click - to remove search clauses that are
not required.
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CUSTODIANS - SELECT ALL TO SEARCH ARCHIVES OF

ALL OF THE CUSTODIANS THAT ARE
ASSOCIATED WITH THE CASE.

- SELECT CUSTOM TO SEARCH ARCHIVES
OF THE PARTICULAR CUSTODIANS.

1. THE MANAGE BUTTON APPEARS.
CLICK MANAGE TO OPEN THE ADDI/
REMOVE CUSTODIANS .

2. EXPAND SELECTED CUSTODIANS TO
VIEW THE CUSTODIANS SELECTED FOR
THIS SEARCH.

3. EXPAND MANAGE CUSTODIANS AND
SELECT THE CUSTODIANS REQUIRED
FOR THIS SEARCH.

4. (OPTIONAL) SELECT SEARCH
BETWEEN CUSTODIANS AT THE BOTTOM
OF THE POP-UP TO RETRIEVE EMAILS
EXCHANGED EXCLUSIVELY AMONG THE
SELECTED CUSTODIANS. FOR DETAILS,
SEE SEARCHING EMAILS EXCHANGED
AMONG SPECIFIC CUSTODIANS .

5. CLICK UPDATE TO ADD THESE
SELECTED CUSTODIANS AS A SEARCH
INPUT. THESE CUSTODIANS ARE LISTED
UNDER THE SELECTED CUSTODIANS
SECTION.

- Searches are not case-sensitive. The
search supports phrase search, Boolean
operators, proximity search, and wildcard

search. See Search syntax for Advanced
Search .

The Filter operators are listed below:

MESSAGE ENTIRE MESSAGE CONTAINS | DOESN'T
CONTAIN

Subject + Body Contains / Doesn't Contain -
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MESSAGE ENTIRE MESSAGE CONTAINS /| DOESN'T
CONTAIN
Subject Contains / Doesn't Contain -
Body Contains / Doesn't Contain -
Inbound Message (AND) Yes / No -

Note: The inbound message
direction is decided differently
based on the custodian
selection: - Upon selectingall
custodians, the message
direction is determined at
themessage level. Such
message is treated
asmessage-level
inboundwhen it is sent to an
internal domain from an
external domain, independent
of who the custodian is. -
Upon selectingspecific
custodians, the message
direction is determined at
thecustodian level. Such
message is treated
ascustodian-level
inboundwhen it is sent by the
selected custodian,
regardless of whether the
recipient is internal or
external.

Outbound Message (AND) Yes / No -

Note: The outbound
message direction is decided
differently based on the
custodian selection: - Upon
selectingall custodians, the
message direction is
determined at themessage
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MESSAGE ENTIRE MESSAGE CONTAINS /| DOESN'T
CONTAIN

level. Such message is
treated asmessage-level
outboundwhen it is sent from
an internal domain to an
external domain, independent
of who the custodian is. -
Upon selectingspecific
custodians, the message
direction is determined at
thecustodian level. Such
message is treated
ascustodian-level
outboundwhen it is sent by
the selected custodian,
regardless of whether the
recipient is internal or
external.

Internal Message (AND) Yes / No -
Note:

- In Advanced Search , this
option filters and retrieves
only internal messages
exchanged within the same
organization.

- In Query Search , use:
Internal: (3) toinclude or
NOT Internal:(3) to

exclude
Is Hidden Yes / No -
IP Header Contains / Doesn't Contain -
Date Sent/Modified(AND) Is Equal To Select a date
Date Sent/Modified(AND) Before Select a date
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MESSAGE

Date Sent/Modified(AND)

Date Sent/Modified(AND)

Participants

Participants

Participants

Participants

Participants

Participants

Classification

Note: This option is available
if the Arctera Classification
service is enabled for a user.

Classification

Note: This option is available
if the Arctera Classification
service is enabled for a user.

Attachment

ENTIRE MESSAGE

After

Within Range

All Senders and Recipients

Senders Only

Recipients Only

To/Cc

To

Bcc

Classified As

Sentiment Score

Has Attachment
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Select a date

Select a date range

Contains / Doesn't Contain

Contains / Doesn't Contain

Contains / Doesn't Contain

Contains / Doesn't Contain

Contains / Doesn't Contain

Contains / Doesn't Contain

Contains / Doesn't Contain

Select a classification tag
from the drop-down list. The
list shows all the classification
tags that have been applied
to your company's messages
in Arctera Unified Platform.

To see a tooltip with a
classification tag's
description, select the
classification tag from the
drop-down list and then point
to the classification tag.

Is Equal To / Below (Inc.) /
Above (Inc.)

Yes / No
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MESSAGE

Attachment

Attachment

Archive Date

Filter archived data based on
the date when emails,
collaboration items, or files
were archived.

Source Type

Department

ENTIRE MESSAGE

File/Attachment Name

File Attachment Type

Is Equal To : Finds items
archived on a specific date.

Before : Finds items archived
before a certain date.

After : Finds items archived
after a certain date.

Within Range : Finds items
archived between two chosen
dates.

Is : Filters results that match
the selected source type(s)

Is Not : Excludes results that
match the selected source

type(s).

All Senders & Recipients :
Filters data where both the
sender and recipient belong
to the selected
department(s).
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Contains / Doesn't Contain

Contains / Doesn't Contain

See Searchable attachment
types .

Select date.

Note: Use this filter only for
the data archived after
January 2021. Data before
January 2021 will not appear
in filtered results.

Tip : If you want to use Query
Search instead of Advanced
Search, use the ArchiveDate:
term and then build the
search criteria.

Select one or more sources
as needed.

Select Departments

Search Departments

- use tauto sok

[ Select Allon Current Page

[ marchao22
B nhu

[ PLTest

¢ [ test

> [ test-subdi

hemsperpage: K0 v 1-7of7

Cancel  Clear Selection @
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MESSAGE

Note: This option is available
if the Arctera Surveillance
service is enabled for a user.

ENTIRE MESSAGE

Senders Only : Filters data
where only the sender
belongs to the selected
department(s).

Recipients Only : Filters data
where only the recipient
belongs to the selected
department(s).
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Select Any or All operator and
then click Select
Department .

A dialog box opens where
you can choose one or more
departments to apply as a
filter.

1. Use the Search
Departments field to quickly
locate a department by name.

2. Toggle the Use Inheritance
to include child departments
of a selected parent
department.

3. Click Select All on Current
Page to select every
department visible on the
current page. Else, select the
required departments
individually. The count of
selected departments
appears in the bottom of the
dialog box.

4. Click Select to confirm and
apply them as a filter.

If you want to reset your
choices, click Clear
Selection . If you want to
close the dialog without
saving changes, click
Cancel .
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Important

e |In Advanced Search, the search text input functionality is updated. In previous releases, when
users were providing multiple text input with space, the default logical operator "AND" was
getting applied. From now onwards, the default logical operator "OR" is getting applied to get

user records.

This operator change from "AND" to "OR" is applied to all kind of searches. If users have
previously used spaces while providing the search text inputs, their saved records (saved
searches/standard searches/Ongoing searches) will be impacted as the operator is changed from

"AND" to "OR".

e Based on the selected attributes, when you export the search report, the Search Summary

andSearch Report is generated as shown in the sample image below.

A B [ c o E F G H | I
Dashboard for New Search - Administrator as of 3/9/2023 10:09:44 PM

Ga to Search Reults

1
2

3

4| Search Parameter(s)

5| Advanced Search: Match all
6

7

B

9

Category ]Cc‘:-:'l'.lu.'l Mamé | Oparalar N..mll:[ Seanch Valug

MESSEE !Eﬂ'[lrE Message |Contains _IrE’St

Search Custodian(s) - All custodians

10
11
B
40

41 T I
H 4k M Search Summary . Seéarch Resut |
Ready |

1. To perform query search, specify the following inputs in the Query Search tab.

Note: Use the scroll bar to view the lengthy queries.
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CUSTODIANS - SELECT ALL TO SEARCH ARCHIVES
OF ALL OF THE CUSTODIANS THAT
ARE ASSOCIATED WITH THE CASE.

- SELECT CUSTOM TO SEARCH
ARCHIVES OF THE PARTICULAR
CUSTODIANS.

1. THE MANAGE BUTTON APPEARS.
CLICK MANAGE TO OPEN THE ADDI/
REMOVE CUSTODIANS .

2. EXPAND SELECTED CUSTODIANS TO
VIEW THE CUSTODIANS SELECTED
FOR THIS SEARCH.

3. EXPAND MANAGE CUSTODIANS AND
SELECT THE CUSTODIANS REQUIRED
FOR THIS SEARCH.

4. (OPTIONAL) SELECT SEARCH
BETWEEN CUSTODIANS AT THE
BOTTOM OF THE POP-UP TO RETRIEVE
EMAILS EXCHANGED EXCLUSIVELY
AMONG THE SELECTED CUSTODIANS.
FOR DETAILS, SEE SEARCHING EMAILS
EXCHANGED AMONG SPECIFIC
CUSTODIANS .

5. CLICK UPDATE TO ADD THESE
SELECTED CUSTODIANS AS A SEARCH
INPUT. THESE CUSTODIANS ARE
LISTED UNDER THE SELECTED
CUSTODIANS SECTION.

Query Search Specify the search query by providing
keywords.

Guidelines for specifying queries

The application supports query searches only if the following necessary conditions are followed.

Else, the application displays corresponding errors.
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CONDITIONS EXAMPLES

- The search criteria must be used after the
operator and before the query text.

- The AND/OR/NOT operators must be written in
capital letters.

- The AND/OR logical operator is missing.

- The extra space(s) between operators is not
allowed.

- The space after bracket is not allowed.

- The space before colon is not allowed.

Operator-specific conditions Spaces-specific conditions

1. To search for the Arctera Surveillance item using the Item ID Filter, perform the following steps:

Note: If you have a Arctera Surveillance subscription and theShow Item ID Filterfeature is
enabled in the Management Console, you can view theldicon in the email preview pane

as shown in the sample image below:

Click the Id icon to copy the encrypted Item ID, then selectAdvanced Filter, expand** Iltem ID
Filter**, choose** Is Equal To** , and paste the Item ID into the field as shown in the sample image

below.
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Mew Search

Search «
Advanced Search Cuery Search
Item Id Filter ~
Irern id Iz Equal To  thMNwXrHP9uDEVSIBUUVHI S

Mote: Existing filter selection will get cleared

Filters A

Note: When theltem ID Filteris selected, all other filters are cleared to return the exact
matching item

1. Click Search.

2. (Optional) To create a context of this search, click the InsightAl icon as shown in the sample
image below.

The InsightAl icon is visible only if this service is enabled for your account. Acting as your built-in
Al assistant based on Open Al GPT-4.1 Nano model, it delivers faster, smarter, and more reliable

answers from both new and saved searches by generating context from emails, collaboration
messages, and files.

You can use the predefined prompts or enter your own prompt (query) to generate context.

Note: For any support about this service, contact your system administrator.
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15 results Found| 4

Your Parsonal Al Assistant Awaits - Get Access Today! 0
Imagine having o smart assistant at your fingertips that:

. Answers questions Instantly
» O Reveals hidden patterns in your data
= # Provides quick summaries within your eDiscovery platform

Unfortunately. it looks like you don't hove occess to this powerful tool just yet
Curigus to 5o what it con do?

Reach cat 1o your system administrator to unlock the Al Assistant and transform
the way you work!

Gt your answers from the InsightAl on the result set -4

Irgighi Al com male ristoles. Fleose consider peviewing infarmanion conehally. Seod tenm

1. Click Save Search.

See Saving searches in Review sets and Research sets.

Deleting searches

You can delete a single search at a time.
To delete a saved search (Investigations tab)
1. On the Investigations tab, do any of the following:

» Expand My Mailbox to select search from theOn-going searches or theStandard

searches node.

« Expand Managed Accounts to select search from theOn-going searches,Standard

searches, or the** Advanced ECA** node.
2. Search for and select the Search you want to delete.

The right-hand pane displays emails, collaboration messages, and files included in the search

result.
1. Click Delete Saved Search.
The application prompts you to confirm that you want to perform the operation.

1. Click Yes to complete the operation or clickNo to cancel it.
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Exporting a summary report of searched items

In Investigations, any user who has access to searches can export the printable reports of emails.

You can export all emails and a searched emails summary as a zip file for further use.

It is important to understand the difference between exporting reports and exporting item records.
When you generate and export reports, the metadata displayed on the details pane is shown in the

excel file. However, when you export items, the actual item files are downloaded.
To export a report of searched items

1. In the Investigations pane, expandMy Mailbox orManaged Accounts.

2. Search for and select any new search, on-going search, or standard search for which you want

to export a report.

Note: In theAdvanced Searchtab, you can refine your criteria to search for records. Click
the plus icon to add new criteria. Click the minus icon to remove the corresponding
criteria. SelectMatch Allto find records that meet all specified criteria. SelectMatch Anyto

find at least one specified criterion.

3. To export emails, click Export, and then do any of the following:

» To export and print records on the current page, click the Export icon, and selectExport

current page.

» To export and print selected records, select the records, click the Export icon, and

selectExport selected emails.

» To export and print all records, click the Export icon, and selectExport all emails.

4. To export the searched email summary, click the More Options icon, and selectExport

Report.

Application downloads the zipped report to your Downloads folder. You can extract, save, and
share this excel report with the concerned persons. This report specifies the date and time when
the report is generated. It can contain a maximum of 100 Thousand records in a single file. If
numbers of records exceeds 100 Thousand, application generates multiple files and downloads

reports as a single zipped folder.
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Saving searches as on-going and standard searches

If you have the required permissions you can save an Advanced Search or a Query Search. The
roles that can create the on-going and the standard searches from the Investigations tab are as
follows:

* My Mailbox node: All users.

* Managed Accounts node: Administrators and reviewers with the appropriate permissions.
The Advanced or the Query Search that is performed from the Investigations tab can be saved as
a Standard Search or an On-going Search:

» A Standard Search retains the results that were captured when the search was created.

» With an On-going Search, any new items that meet the search criteria continue to be added

after the search is created.
To save a search as on-going or standard search
1. Perform an Advanced Search or a Query Search in the Investigations tab.

See Creating a new search.

1. Click Save Search.

2. Complete the information in the Save Search dialog. The following table describes the options.

ENTER SAVED SEARCH NAME ENTER A NAME FOR THE SAVED SEARCH.
THIS NAME IS ALSO THE DEFAULT TAG
NAME, IF YOU SELECT THE ON-GOING
CHECK BOX.

On-going Select to make the saved search an On-
going Search.

If you do not check this check box, Arctera
eDiscovery saves the search as a Standard
Search.

After you select the On-going check box, the
application disables the Advanced ECA
check box.

Tag Name This option is available only if the On-going
check box is selected.
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ENTER SAVED SEARCH NAME ENTER A NAME FOR THE SAVED SEARCH.
THIS NAME IS ALSO THE DEFAULT TAG
NAME, IF YOU SELECT THE ON-GOING
CHECK BOX.

Specify the name of a custom tag to assign
to the associated items. By default Arctera
eDiscovery uses the saved search name as
the tag name.

Legal hold This option is available only if the On-going
check box is selected.

Select to place all item in the saved search
on legal hold. Emails on legal hold are not
deleted from the archive.

Send to Case You have an option to select this check box.
In case the search is an Ongoing search,
then the Keep copy in investigation check
box is selected and disabled by default. In
addition, a case needs to be selected from
the Cases drop-down. This check box allows
you to send along with keeping a copy in
investigation to the eDiscovery tab. This
preserves chain of custody by recreating the
search in eDiscovery. The case gets moved
to the eDiscovery > Research Set .

Note: For Al-enabled cases,Send to
Casesupports only email items, and any non-
email items (such as files and collaboration
messages) are automatically skipped.

3. Click OK to save the search as follows:

« If you have selected the On-going check box, the search is saved underOn-going

Searches.

e Otherwise the search is saved under Standard Searches.
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If you have selected the Send to Case check box, accordingly the case gets moved to the
eDiscovery > Research Set. A copy is created in the On-going/Standard searches, if

theKeep copy in investigation check box is selected or not.

Searching emails exchanged among specific custodians

While performing a new search, the Search Between Custodians option allows you to retrieve the
emails that are exchanged exclusively among selected custodians. Any additional internal or

external participants are excluded.

Note: This feature is disabled by default. To enable it, request your system administrator to

contact Arctera Support.

Before you use this feature, you must be familiar with the following facts. This feature:

* is available in both Advanced Search and Query Search modes.
» supports searching for email items only and does not include collaboration messages or files.

« allows you to select minimum two to maximum 10 custodians.

eliminates the need to manually look up or enter individual email addresses or aliases.
To search emails exchanged among specified custodians
1. Do one of the following as needed:

» On the Investigations tab, select My Mailbox > New Search or Managed Accounts > New
Search.
» On the eDiscovery tab, select Archive Search > New Search.
2. Onthe Advanced Search tab, underFilters, select the** Custom option. The Manage button

appears. Click Manage to open the Add/Remove Custodians** pop-up as shown in the

sample image below.
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Add/Remove Custodians x
W Selected Cussodions W
¥ Monoge Custodions #
Saanch Q

Erreail Addiress Last Kama First Noma

B wanaer_tid @l onmicrosol Loom

[ d-teat_oehaber_tidfsvell onmicrotalt.oom

O dsccwmryssanchmailbes|dibalt-2bob-4154-80ad-Tel¥334b
O @-test_ochuer_ted@evcdlonmicrosclt com

0O outemation_usen:_ddl_Oksevell onmicrasolf com

O owtemation_smia_ddl_0dsevell anmricrasolL.ocom

O m3ss_mailbex _user _ioensed_Olgsevell cnricrosol Loom

O cira_cutemation_usee_5_updated@evcOlonmicronedt com
[ olta_outomation _user_ Sesevwe] onmicrosolt.oom

mered par page 30 - 1= 30 oF B3 < 0 M

Seoech betwaen Cusfodions @ 2 cusfodionis) selected

3. Select the Search Between Custodians option provided in the bottom on the pop-up.

4. Expand Manage Custodians and select the custodians required for this search.

Note: Select minimum two to maximum 10 custodians as required. These custodians are

listed under theSelected Custodianssection.

5. Click Update to add these selected custodians as a search criterion and close the pop-up.

Note: Do not select any additional criteria if you want to refine this search inPrevious

SearchesorSearch Loglater.

6. Click Search.

After performing a search, if you had selected only the Search Between Custodians option and
not specified any additional search criteria, theSearch Log,Previous Searches, and** Case

History** display the search criteria as Search Between Custodians.
You can view selected custodians from both Investigations and eDiscovery tabs.

¢ In Investigations, open** Previous Searches or Search Log**.

* |In eDiscovery, open** Previous Searches**.

The Search Criteria column shows Search Between Custodians as the applied criteria for the

search. Refer to the sample images below.
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Laarch Name Dicte: O Saarch, Learched Counbs Search Criteria ] Action
NawSearch OwcI2 FOIDPR 4 Dot St bl FOGETNT V&
Py S Dimc I 25 0L PML e I mlﬂtﬂﬂtmml
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1. Click View Accounts in the same row.

The application opens a pop-up to show the selected custodians. Refer to the sample images
below.

Custodians x

Search._. Q

Email Address
di-test_octuser_fs3@evcOl onmicrosoft.com

wiasuser _fs2@evcllonmicrosoft.com

Items per page: 10~ 1-20f2 K < > A

Search batwesen Custodians

When you export the report for such searches with criteria as Search Between Custodians , the
exported report shows the details as shown in the sample report image below.
A B C 1]

Dashboard for New Search - Administrator as of Dec 29, 25 06:23:19 PM
Go to Search Reults

Search Parameter(s)
Advanced Search: Match All

Category | Condition Name | Operator Name [ Search Value
Message Entire Message  Contains

|5ea rch Between Custodian(s) |

Ermail Address ] Full Name
dl-test_octuser fsd@evedl.onmicroseft.com
dl-test_octuser_fs3@evcll.onmicrosoft.com
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Viewing previously executed but unsaved searches during an investigation

While investigating data references, you may often run a search and retrieve the data, but
knowingly or unknowingly do not save it. In such scenarios, the application logs the search under
Investigation > Managed Accounts > Previous Searches node. This allows you to refer to your
previously executed but unsaved searches when needed. You can rerun the same search and

save it for future investigative purposes.
To view previously executed but unsaved searches during an investigation

1. In the left navigation pane, select Investigation>Managed Accounts>Previous Searches

node.

A list of previously executed but unsaved searches during investigation appears. Use the page

navigation arrows to access cases displayed on other pages.

1. To retrieve the search result, click Rerun Search in theAction column of the row

corresponding to the search you want to run again.

2. If needed, do the following:

* Click Save Search for future investigative purposes.

 Click Send to Case to send the review items retrieved in a search to one or more
cases available in theeDiscovery tab, while keeping a copy of items in thelnvestigation
tab.

Note: For Al-enabled cases,Send to Case supports only email items, and any non-email items

(such as files and collaboration messages) are automatically skipped.

Note: Department Reviewers may encounter certain role-specific limitations. For detalils, ;

these are known, low-impact issues targeted for resolution in the next release.

About Tags

This section describes the tasks that a user can perform with the tags.

Deleting tags

To delete a tag

1. On the Investigations tab, selectTags.
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2. Select the tag you want to delete.

The application displays all items to which the selected tag is applied.

1. Click Delete Tag.

The application prompts you to confirm that you want to perform the operation.

1. Click Yes to complete the operation or clickNo to cancel it.

Removing items from tags

To remove items from tags

1. On the Investigations tab, selectTags.
2. Select the tag to view all items to which the selected tag is applied.
3. In the Collaboration tab, select the message which tag you want to remove.

4. Click Remove from Tag.

The application prompts you to confirm that you want to perform the operation.
1. Click Yes to complete the operation or clickNo to cancel it.

Updating tags

To update a tag

1. On the Investigations tab, selectTags.

2. Select the tag you want to update.
The application displays all items to which the selected tag is applied.

1. Click Update Tag.

2. In the Tag dialog box, do the following:

* In the Tag Name field, modify the existing tag name, if required.
 In the Comments field, specify the reason to update the tag.

» To apply legal hold on the items with this tag, select the Legal Hold check box.

3. Click OK to complete the operation or clickCancel to abort updating task.
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About Targeted Collections

A targeted collection is a cloned data set of an archive collector which is configured in the Arctera
Management Console. You can create and manage targeted collections in the Arctera eDiscovery.
These collections allow retrieval of filtered content for eDiscovery purposes. After an administrator
configures the archive collector for your organization, the content that matches the filter criteria can

be collected in Arctera eDiscovery.

Before creating a targeted collection in Arctera eDiscovery, make sure the following prerequisites

are met in the Management Console

 the customer is already created

* the service for this collector is enabled for that customer

» the Archive Collector is configured
After creating a targeted collection, the Targeted Collection table displays all collectors along with
their configuration status, type, and metadata. Use the table to monitor collector readiness before
assigning them to a case. Refer to the sample image below.

Targeted Collection

+ Add | & Search Q
Collecrion nama Creation dale Collocior typo Satus Croater Cate M-

O&I212023 055242 PM  Enterprise Wouli  dk Droh den_tecstbliveoifice com i

O&M2A023 0418 45 PM  EAterprise Waull Task Configuied i teitBlivacllics cam darralaild I

» icE 031412033 034451 AN Import @ Tosk Completed  goodmin@ivecifice com ]
03/14/2023 02433 &AM Import ATk n-progress  goodmin@lvectiice com i
Ibems per poge: 20 v 1= 10 of 1
COLUMNS DESCRIPTION
Collection name Displays the name of the targeted collection.

You can expand the row to view collection
details such as items collected, items received,
items archived, items duplicate, items rejected,
and items failed. You can also download the
Collection Defensibility Report .

Creation date Shows the date and time the collection was
created.
Collector type Indicates the type of a collector.
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COLUMNS DESCRIPTION
Status Displays the current status of the collector.

- Draft : The collection status is not yet
configured or the task is in an incomplete state.

- Task In-progress : The collector is configured
and the collection task is automatically queued
or resumed for data collection.

- Stopped : The collector is stopped manually
for some reason. If you want to restart the
stopped collection, you can start the collector
from the More actions icon. The status then
again updates to Task In-progress .

- Task Completed : The collection task is
successfully completed and the Collection
Defensibility Report is available to download.

Creator Displays a name of a user who has created the
collector.

Case Displays the name of cases (to which the items
are sent) assigned to the collector, if
applicable.

More actions icon Provides options to manage the collector. The

available options are Start, Stop, Restart, Hide,
and Show. See Managing Arctera Capture
collectors from Arctera eDiscovery .

Adding targeted collection for data import

The data (files) import collector lets your organization collect files. This collector supports files with
extension ZIP, PDF, DOC, DOCX, PPT, PPTX, XLS, XLSX, CSV, PST, EML, MSG, and DAT. You
can compress these extension files into ZIP file for import. After an administrator configures this

importer, the files uploaded in this importer gets processed.

Prerequisite: Before you configure a file importer in Arctera eDiscovery, the Arctera Management
Console administrator must create and enable the Data Uploading archive collector in Arctera

Management Console.
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Before you import files in the importer, you must understand the following conditions:

 This type of collector supports ZIP, PDF, DOC, DOCX, PPT, PPTX, XLS, XLSX, CSV, PST,
EML, MSG, and DAT file extensions.

» Each file should not exceed 2 GB size.
 Total upload size should not exceed 20 GB size.
 ZIP file inside ZIP file will not get processed.

 After you upload the files using collector, you cannot upload more files in same collector.
To configure targeted collection for data import

1. On the Investigations tab, in the left navigation pane, selectTargeted Collection.

2. Click Add to set up data importer.
The Select Collector Type pop up appears.

1. Select Import , and specify the following details:.

IMPORTER NAME ENTER A UNIQUE NAME FOR THE
IMPORTER. THIS IS A MANDATORY FIELD.

Description Provide the description (purpose) for the
importer. This is an optional field.

2. Click Create Importer.

3. On the Upload files and import data page, Clickimport orBrowse to add files that you want

to upload.

The selected files are listed with corresponding details. To remove files from this list, select the

check box in the file details row, and click the Delete icon.
1. Click Upload. Do not refresh the screen while uploading is in progress.

The file upload status is displayed after uploading is completed. If you have uploaded several files,

use the page navigation bar to view the files.

1. Click the Targeted Collection node to view the import details report.

2. After successful data uploading, the importer appears on the Targeted Collections page.
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Note: If the status of the importer isArchived, you can expand the importer row to view
theCollection Defensibility Reportof the importer-specific data. It displays the details like
Items Collected, Iltems Received, Items Archived, Iltems Duplicate, Items Rejected, and
Iltems Failed. To download theCollection Defensibility Report, click theDownloadicon. The
collection defensibility report consists two sections:File DetailsandEML Details. TheFile
Detailssections provides details of ZIP, PDF, DOC, DOCX, PPT, PPTX, XLS, XLSX, CSV,
and DAT files. TheEML Detailssections provides details of loose PST, EML,and MSG

files.

Adding targeted collection for Enterprise Vault

The Enterprise Vault reactive collector lets your organization collect items that are associated with
your Enterprise Vault. After an administrator configures this collector for your organization, the

items that match the filter criteria can be collected in Arctera eDiscovery.

You must configure the filter criteria for each Enterprise Vault reactive collector. Based on the filter
criteria, the Enterprise Vault reactive collector collects the archive-level and vault-level data in

Arctera eDiscovery to perform all eDiscovery operations.

Prerequisite: Before you use the Enterprise Vault collector Arctera eDiscovery to collect Enterprise

Vault content, you need to enable this service. To enable Enterprise Vault service, do the following:

1. Contact Arctera support team to enable the Enterprise Vault collector in Arctera Unified

Platform.

2. Install the Enterprise Vault Agent on a server that can access your Enterprise Vault

environment.
You can download the Enterprise Vault Agent from here
1. Refer the following procedure to configure the Targeted Collection for Enterprise Vault.
To configure Targeted Collection for Enterprise Vault

1. On the Investigations tab, in the left navigation pane, selectTargeted Collection.

2. Click Add and select the Enterprise Vault collector.

Note: At the time of adding the first collector, theSet up Collectionbutton appears in the

middle of the screen. If one or more collectors are already added, theAddoption appears.
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3. On the Collection Information tab, specify the following:

COLLECTION NAME PROVIDE A UNIQUE NAME FOR THIS
COLLECTION.ARCTERA UNIFIED
PLATFORM

Email Enter email to get notification once the
targeted collection has finished processing.

Select a site If you have multiple sites in your Enterprise
Vault environment or have multiple individual
Enterprise Vault environments, the
application displays a list of all sites which
this tenant has as a part of direct migration
agent configuration.

Select a required site from the displayed
options.

4. Click Save and Next to navigate to theFilter tab.

5. On the Filter tab, do the following:

DATE SPECIFY THE DATE RANGE FOR
COLLECTION. THE AVAILABLE OPTIONS
ARE BEFORE, AFTER, AND BETWEEN.

Vault stores and Archives Select the appropriate vault stores or
archives in which you want to search the
data.

It supports selecting vault stores and
archives from multiple sites.

- Select the All vault stores option to consider
all the available vault stores to search items.

- Select the Selected vault store(s) option to
select the required vault stores for the
selected archives. The Select vault(s) button
appears. Click Select vault(s) to search for
and select the required vaults for searching
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DATE SPECIFY THE DATE RANGE FOR
COLLECTION. THE AVAILABLE OPTIONS
ARE BEFORE, AFTER, AND BETWEEN.

items. You can remove the selection from the
same dialog box.

- Select the All archives option to consider all
the available archives to search items.

- Select the Selected archive(s) option to
select the required archives. The Select
archive(s) button appears. Click Select
Vault(s) to search for and select the required
archives for searching items. You can
remove the selection from the same dialog
box.

- If you have many archives for targeted
collection, use the Import functionality that
supports importing data in the CSV format.
Click Import , and choose a CSV file with the
list of archives. The CSV file must contain
Archive IDs in the first column. The file
should not contain any other information. It
may lead to error during the import.

Search terms Specify the criteria with the help of keywords.
It helps you to restrict searching items from
the selected vault stores and archives.

Use the plus-icon to save the search term
and add a new criteria under the Search
terms section.

Use the minus-icon to remove an existing
criteria.

Attachments Specify the file types (Enterprise Vault
compatible file extensions such
as .pdf, .doc, .zip, and so on) that you want
to collect during data collection from
Enterprise Vault.
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DATE SPECIFY THE DATE RANGE FOR
COLLECTION. THE AVAILABLE OPTIONS
ARE BEFORE, AFTER, AND BETWEEN.

Custom attributes Specify attributes that you want to include in
the search configuration.

If you want to provide several attributes,
specify either All of or Any of option under
the Attribute inclusion section. It determines
whether the search results should match any
of the

attributes or all of them.

6. Click Save and Next to navigate to theSend to Cases tab.

7. Onthe Send to Cases tab, specify the following:
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SEND TO EXISTING CASE ALTHOUGH THIS FIELD IS OPTIONAL, THE
CHECK BOX IS SELECTED BY DEFAULT.

- IF YOU WANT TO SEND A SEARCH
RESULT TO CASES, SELECT THIS CHECK
BOX AND CHOOSE ONE OR MORE CASES

FROM THE LIST OF AVAILABLE CASES.
NAVIGATE TO THE NEXT AND PREVIOUS
PAGES TO ACCESS THE AVAILABLE
CASES.

- IF YOU DO NOT WANT TO SEND A
SEARCH RESULT TO CASES, CLEAR THIS
CHECK BOX. UPON CLEARING THIS
CHECK BOX, THE APPLICATION DISPLAYS
A CONFIRMATION PROMPT THAT YOU
HAVE NOT SELECTED ANY CASE TO SEND
THE COLLECTED ITEMS. DO THE
FOLLOWING AS REQUIRED: CLICK NO TO
ASSIGN A CASE AND COMPLETE THE
SETUP. CLICK YES TO PROCEED
WITHOUT SELECTING A CASE. THIS
ALLOWS YOU TO ARCHIVE THE ITEMS
FIRST AND SEND THEM TO THE
REQUIRED CASES LATER.

Collection set name Enter the collection set name.

When you select a single or multiple cases in
the eDiscovery tab, the node of this name is
displayed under the Case Documents node.

After the targeted collector is configured and
the displayed status is Archived , all the
items are sent to this Collection Set in the
respective cases under the Case Documents
node.

8. Click Save and Next to navigate to theReview tab.

9. On the Review tab, do the following:

» Check the configuration information to ensure accuracy.

» To modify configuration information, click the corresponding Edit link.
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10. If the data is correct, click Complete.

The Enterprise Vault reactive collector appears in the Targeted Collections page.

Note: If the status of the Enterprise Vault targeted collector isArchived, you can expand the
targeted collector row to view theCollection Defensibility Reportof the Enterprise Vault
reactive data. It displays the details like Items Collected, Iltems Received, Items Archived,
Items Duplicate, ltems Rejected, and Items Failed. To download the Collection Defensibility

Report, click theDownloadicon.

1. If the status of the targeted collector is Incomplete , modify the collector configuration. To

modify the configuration, click on the targeted collection name.

Note: If the configuration is incomplete, items cannot be sent to case. User cannot

remove the previously selected and saved options.

2. If the status of the targeted collector is Archived, and you want to send items to cases, click**

Send to case** in the respective row.

See Sending collected data to cases.

Adding targeted collection for Exchange Online

To configure Targeted Collection for Exchange Online

1. On the Investigations tab, in the left navigation pane, selectTargeted Collection.

2. Click Add.
The Select Collector Type pop up appears.
1. Select Exchange Online.

2. On the Collection Information tab, specify the following:

COLLECTION NAME PROVIDE A UNIQUE NAME FOR THIS
COLLECTION.

Email Enter email to get notification once the
targeted collection has finished processing.
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COLLECTION NAME PROVIDE A UNIQUE NAME FOR THIS
COLLECTION.
Select a collector to get data from Select the Exchange Online collector that is

already configured in Arctera Unified
Platform Management Console.

3. Click Save and Next to navigate to theFilters tab.

4. On the Filters tab, specify the following:

USER SOURCE CONFIGURATION - SELECT THE ALL USERS OPTION TO
INCLUDE ALL THE AVAILABLE USERS.

- SELECT THE SELECT USERS FROM LIST
OPTION TO OPEN THE LIST OF ALL
USERS. SELECT THE USERS WHOSE
ACTIVITIES YOU WANT TO COLLECT., AND
CLICK CONFIRM .

SYNCHRONIZING USER ACCOUNTS:

TO GET THE LATEST USER LIST, CLICK
THE SYNC ICON. THIS SYNCHRONIZATION
PROCESS MAY TAKE SEVERAL MINUTES
AS IT SYNCHRONIZES ALL THE
ACCOUNTS FROM THE CONTENT
SOURCE.

RESETTING CURRENT USER SELECTION:
CLICK THE RESET ICON TO RESET THE

LIST OF MONITORED USERS TO THE
LASTLY-SAVED SELECTION.

Select matching method for the keyword Provide any words that you want to search in

search the email subject and email body content.
Press ENTER to confirm the word or a
phrase.

You can enter multiple words and phrases.

Select All to consider all the specified words
and phrases you want to search and collect.
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USER SOURCE CONFIGURATION - SELECT THE ALL USERS OPTION TO
INCLUDE ALL THE AVAILABLE USERS.

- SELECT THE SELECT USERS FROM LIST
OPTION TO OPEN THE LIST OF ALL
USERS. SELECT THE USERS WHOSE
ACTIVITIES YOU WANT TO COLLECT., AND
CLICK CONFIRM .

SYNCHRONIZING USER ACCOUNTS:

TO GET THE LATEST USER LIST, CLICK
THE SYNC ICON. THIS SYNCHRONIZATION
PROCESS MAY TAKE SEVERAL MINUTES
AS IT SYNCHRONIZES ALL THE
ACCOUNTS FROM THE CONTENT
SOURCE.

RESETTING CURRENT USER SELECTION:

CLICK THE RESET ICON TO RESET THE
LIST OF MONITORED USERS TO THE
LASTLY-SAVED SELECTION.

Select Any to consider any of the specified
words and phrases you want to search and
collect.

Select date range Specify the date range for collection. The
available options are Before, After, and
Between.

Captured Modern Attachment Select any of the following options as
required\:

- Latest version : Select this option to capture
the latest saved version of the shared
document that is available at connector
runtime.

- Shared version : Select this option to
capture the saved version of the document at
the time of sharing in Microsoft Teams.

5. Click Save and Next to navigate to theSend to Cases tab.
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6. On the Send to Cases tab, specify the following:

SEND TO EXISTING CASE ALTHOUGH THIS FIELD IS OPTIONAL, THE
CHECK BOX IS SELECTED BY DEFAULT.

- IF YOU WANT TO SEND A SEARCH
RESULT TO CASES, SELECT THIS CHECK
BOX AND CHOOSE ONE OR MORE CASES

FROM THE LIST OF AVAILABLE CASES.
NAVIGATE TO THE NEXT AND PREVIOUS
PAGES TO ACCESS THE AVAILABLE
CASES.

- IF YOU DO NOT WANT TO SEND A
SEARCH RESULT TO CASES, CLEAR THIS
CHECK BOX. UPON CLEARING THIS
CHECK BOX, THE APPLICATION DISPLAYS
A CONFIRMATION PROMPT THAT YOU
HAVE NOT SELECTED ANY CASE TO SEND
THE COLLECTED ITEMS. DO THE
FOLLOWING AS REQUIRED: CLICK NO TO
ASSIGN A CASE AND COMPLETE THE
SETUP. CLICK YES TO PROCEED
WITHOUT SELECTING A CASE. THIS
ALLOWS YOU TO ARCHIVE THE ITEMS
FIRST AND SEND THEM TO THE
REQUIRED CASES LATER.

Collection set name Enter the collection set name.

When you select a single or multiple cases in
the eDiscovery tab, the node of this name is
displayed under the Case Documents node.

After the targeted collector is configured and
the displayed status is Archived , all the
items are sent to this Collection Set in the
respective cases under the Case Documents
node.

7. Click Save and Next to navigate to theReview tab.

8. On the Review tab, do the following:

» Check the configuration information to ensure accuracy.
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» To modify configuration information, click the corresponding Edit link.
9. If the data is correct, click Complete.

The Exchange Online archive collector appears on the Targeted Collections page.

Note: If the status of the Microsoft Teams targeted collector isArchived, you can expand the
targeted collector row to view theCollection Defensibility Reportof the Exchange Online-
specific reactive data. It displays the details like Items Collected, Items Received, Items
Archived, Items Duplicate, Iltems Rejected, and Items Failed. To download the Collection

Defensibility Report, click theDownloadicon.

1. If the status of the targeted collector is Incomplete , modify the collector configuration. To

modify the configuration, click on the targeted collection name.

Note: If the configuration is incomplete, user cannot collect items properly. User cannot

remove the previously selected and saved options.

2. If the status of the targeted collector is Archived, and you want to send items to cases, click**

Send to case** in the respective row.

See Sending collected data to cases.

Adding targeted Collection for Google Workspace

The Google Collection archive collector collects enterprise-level Google-specific conversation data.
The collected data includes data from Google Chat, Gmail, and Drive. You can view the Google
Workspace collector only if the Google Workspace Service is enabled for you in the Arctera

Management Console. For more information, contact your system administrator.
Performance Best Practices:

To ensure efficient processing of Google Workspace collections, the following performance
guidelines apply. While the system is designed to handle large-scale data, processing speeds are
affected by Google Vault API limits, data volume, and item complexity. To maintain consistent
processing speeds and responsiveness, large collections should be divided into smaller,

manageable jobs as follows:
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DATA TYPE RECOMMENDED LIMIT PER RATIONALE
JOoB

Gmall Under 5 GB Large historical exports
require substantial time for
end-to-end conversion and
download. Smaller batches
reduce the risk of processing
bottlenecks.

Google Drive Under 5 GB Drive exports involve
complex ZIP expansion and
metadata parsing. Limiting to
5 GB or less improves
turnaround time.

Google Chat 25000 Messages High-volume spaces with
frequent edits or deletes
demand additional
processing resources to
reconstruct data accurately.

To add the Google Collection archive collector

1. On the Investigations tab, in the left navigation pane, selectTargeted Collection.
2. Click Add. The** Select Collector Type** pop up appears.
3. Select Google Workspace.

4. On the Collection Information tab, specify the following details, and clickSave and Next.

COLLECTION NAME PROVIDE A UNIQUE NAME FOR THIS
COLLECTION.

Email Enter email to get notification once the
targeted collection

has finished processing.

Select a collector to get data from Select the Microsoft Teams collector that is
already

configured in Management Console.
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5. On the Filters tab, specify the following details, and clickSave and Next.

SOURCE SELECT THE DATA SOURCES TO
ARCHIVE. YOU CAN SELECT THE MAIL,
CHAT, AND DRIVE OPTIONS.

BASED ON THE SELECTED SOURCES,
THE SYSTEM CREATES SEPARATE
COLLECTOR INSTANCES FOR EACH TYPE
(GMAIL, CHAT, OR DRIVE). EACH
INSTANCE USES A CORRESPONDING
SUFFIX: -GMAIL, -CHAT, OR -DRIVE .

NOTE :

- IF YOU SELECT ONLY THE MAIL OPTION,
THE ALL USERS CHECKBOX IS
AVAILABLE UNDER THE USER SCOPE
CONFIGURATION SECTION.

- IF YOU SELECT THE CHAT OR DRIVE
OPTIONS, THE ALL USERS CHECKBOX IS
DISABLED. IN THIS CASE, CLICK ADD
USERS TO MANUALLY SELECT SPECIFIC
USERS.

User Scope Configuration Setup collection

. Collschion Information ﬂ Filters
Saurce

B Mol [] Chat [] Orwe

User Scops Configuration
] AN Uz

+ add Usars
Emnail address First Name
Unlicensed users handling
& Continue Collecfion Excluding Voult Unlicensed ussrs
Foil Collsction with Voult Unlicensed usars

Date

Add users whose data the collector has to
archive.

- Select the All Users checkbox to include all
users, or clear it to select specific users.

- Clear the All Users checkbox to select
specific users. Click the Add Users option to
open the list of available users. Select the
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SOURCE SELECT THE DATA SOURCES TO
ARCHIVE. YOU CAN SELECT THE MAIL,
CHAT, AND DRIVE OPTIONS.

BASED ON THE SELECTED SOURCES,
THE SYSTEM CREATES SEPARATE
COLLECTOR INSTANCES FOR EACH TYPE
(GMAIL, CHAT, OR DRIVE). EACH
INSTANCE USES A CORRESPONDING
SUFFIX: -GMAIL, -CHAT, OR -DRIVE .

NOTE :

- IF YOU SELECT ONLY THE MAIL OPTION,
THE ALL USERS CHECKBOX IS
AVAILABLE UNDER THE USER SCOPE
CONFIGURATION SECTION.

- IF YOU SELECT THE CHAT OR DRIVE
OPTIONS, THE ALL USERS CHECKBOX IS
DISABLED. IN THIS CASE, CLICK ADD
USERS TO MANUALLY SELECT SPECIFIC
USERS.

users whose data you want to collect, and
click Update .

Note :

When the All Users checkbox is cleared, the
Unlicensed Users Handling section appears.

Select one of the following options:

- Continue Collection Excluding Vault
Unlicensed Users : The collection process
continues even if Google Vault unlicensed
users are encountered. These users are
automatically excluded, and data is collected
only for licensed users.

- Fail Collection with Vault Unlicensed
Users : The collection process stops if any
Google Vault unlicensed users are
encountered. No data is collected.
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SOURCE SELECT THE DATA SOURCES TO
ARCHIVE. YOU CAN SELECT THE MAIL,
CHAT, AND DRIVE OPTIONS.

BASED ON THE SELECTED SOURCES,
THE SYSTEM CREATES SEPARATE
COLLECTOR INSTANCES FOR EACH TYPE
(GMAIL, CHAT, OR DRIVE). EACH
INSTANCE USES A CORRESPONDING
SUFFIX: -GMAIL, -CHAT, OR -DRIVE .

NOTE :

- IF YOU SELECT ONLY THE MAIL OPTION,
THE ALL USERS CHECKBOX IS
AVAILABLE UNDER THE USER SCOPE
CONFIGURATION SECTION.

- IF YOU SELECT THE CHAT OR DRIVE
OPTIONS, THE ALL USERS CHECKBOX IS
DISABLED. IN THIS CASE, CLICK ADD
USERS TO MANUALLY SELECT SPECIFIC
USERS.

Select a collector to get data from Select the Microsoft Teams collector that is
already

configured in Management Console.

Date Specify the date range for collection. The
available options

are Before , After , and Between .

Search Terms Provide any words that you want to search in
the

collection.
Press ENTER to confirm the word
or a phrase.

You can enter multiple words and phrases.
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SOURCE SELECT THE DATA SOURCES TO
ARCHIVE. YOU CAN SELECT THE MAIL,
CHAT, AND DRIVE OPTIONS.

BASED ON THE SELECTED SOURCES,
THE SYSTEM CREATES SEPARATE
COLLECTOR INSTANCES FOR EACH TYPE
(GMAIL, CHAT, OR DRIVE). EACH
INSTANCE USES A CORRESPONDING
SUFFIX: -GMAIL, -CHAT, OR -DRIVE .

NOTE :

- IF YOU SELECT ONLY THE MAIL OPTION,
THE ALL USERS CHECKBOX IS
AVAILABLE UNDER THE USER SCOPE
CONFIGURATION SECTION.

- IF YOU SELECT THE CHAT OR DRIVE
OPTIONS, THE ALL USERS CHECKBOX IS
DISABLED. IN THIS CASE, CLICK ADD

USERS TO MANUALLY SELECT SPECIFIC
USERS.

Select All to consider all the specified words
and phrases

you want to search and collect.

Select Any to consider any of the specified
words and

phrases you want to search and collect.

6. On the Send to Cases tab, specify the following details, and clickSave and Next.
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SEND TO EXISTING CASE THIS FIELD IS OPTIONAL.

TO SEND A RESULT TO CASES, SELECT
THIS CHECK BOX AND CHOOSE ONE OR
MORE CASES FROM THE LIST OF
AVAILABLE CASES. NAVIGATE TO THE
NEXT AND PREVIOUS PAGES TO ACCESS
THE AVAILABLE CASES.

Collection set name Enter the collection set name.

When you select a single or multiple cases in
the eDiscovery tab, the node of this name is
displayed under the Case Documents node.

After the targeted collector is configured and
the displayed status is Archived , all the
items are sent to this Collection Set in the
respective cases under the Case Documents
node.

7. Click Save and Next to navigate to theReview tab.

8. On the Review tab, do the following:

e Check the configuration information to ensure accuracy.

« To modify configuration information, click the corresponding Edit link.
9. If the data is correct, click Complete.

The Google Workspace archive collector appears on theTargeted Collections page.

Targetied Colection
& R
Colscion ~ame Creyton dore Callpcior fype o Cregine Cone

HUSArIE Sl 38 Uisleimin Wi b g B il Cimnpiatand whriflaa b ey ]
SOUDOI D0 OO I N R Mcroat Teom = STl M T (]

OSSO Y O I O Pl o | T, @ Mol Corvgented Ak urafiee b (Y 1
MR OF G 1) P e | Ty [ ] brruraflapres bus S ey (]

BOSDOIFOG O S &9 PAE Geoogie 'Workpore & Tl Completed B o e ) 1

« |f the status is Task Completed , you can do the following:

> To view the Collection Defensibility Report of the collection, expand the targeted

collector row. It displays the details like Items Collected, Items Received, Items
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Archived, Items Duplicate, Items Rejected, and Items Failed. To download this, click

theDownload icon.

> To send items to cases, click Send to case in the respective row.

See Sending collected data to cases.

« If the status is Task Completed and only the specific users are added (the All Users option was
not selected) during collector configuration, you can view the users who are not licensed for
Google Vault. On the Targeted Collections page, click thekebab icon (three vertical dots)
provided in the selected collectors's row, and then clickView Unlicensed Users. Refer to the

sample image below:

Ty Case MO~
@gspoced.com i
@gipaced com Send 1o case £

o Hide

-

e View Unlicensed Users

@gspoaced.com i

Iterns per poge: 20~ 1=150fis K £

The Google Vault Unlicensed Users pop-up appears as displays the user list. Refer to the

sample image below:

Google Vault Unlicensed Users x

Email Addiress

camenen hortonigop-des bBlacktiger.cloud com
framck qu:mrdﬁgq:p s bluchlgnr choud com
mirang parik h@gcp-d:: hln:h:l-chge-r cloud com
RO Ml:hlﬂlﬂg't;!-'dtt bltn‘."&ﬂg\‘.'r elod cam

rick maganagep-des blackiger cloud com

Iterns per poge: & 1-5afa e 4 > A

« |f the status is Incomplete , modify the collector configuration. To modify the configuration, click
on the targeted collection name. If the configuration is incomplete, user cannot collect items

properly. User cannot remove the previously selected and saved options.

Adding targeted collection for Microsoft Teams

To configure Targeted Collection for Microsoft Teams
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1. On the Investigations tab, in the left navigation pane, selectTargeted Collection.

2. Click Add to set up Microsoft Teams collector.

Note: At the time of adding the first collector, theSetup Collectionbutton appears in the

middle of the screen. If one or more collectors are already added, theAddoption appears.

3. On the Collection Information tab, specify the following:

COLLECTION NAME PROVIDE A UNIQUE NAME FOR THIS
COLLECTION.

Email Enter email to get notification once the
targeted collection has finished processing.

Select a collector to get data from Select the Microsoft Teams collector that is
already configured in Arctera Unified
Platform Management Console.

Note: If theEV Folder Targetfield is set
toNowhile configuring the Microsoft Teams
archive collector in the Management
Console, the collector does not appear in the
drop-down list during targeted collection
configuration in Arctera eDiscovery. This is
because items from such collectors are not
ingested into Arctera Unified Platform -
whether through regular, proactive, or cloned
targeted collection.

4. Click Save and Next to navigate to theFilters tab.

5. On the Filters tab, specify the following:
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USER SOURCE CONFIGURATION - SELECT THE ALL USERS OPTION TO
INCLUDE ALL THE AVAILABLE USERS.

- SELECT THE SELECT USERS FROM LIST
OPTION TO OPEN THE LIST OF ALL
USERS. SELECT THE USERS WHOSE
ACTIVITIES YOU WANT TO COLLECT., AND
CLICK CONFIRM .

SYNCHRONIZING USER ACCOUNTS:

TO GET THE LATEST USER LIST, CLICK
THE SYNC ICON. THIS SYNCHRONIZATION
PROCESS MAY TAKE SEVERAL MINUTES
AS IT SYNCHRONIZES ALL THE
ACCOUNTS FROM THE CONTENT
SOURCE.

RESETTING CURRENT USER SELECTION:

CLICK THE RESET ICON TO RESET THE
LIST OF MONITORED USERS TO THE
LASTLY-SAVED SELECTION.

Select matching method for the keyword Provide any words that you want to search in
search the collaboration messages. Press ENTER
to confirm the word or a phrase.

You can enter multiple words and phrases.

Select All to consider all the specified words
and phrases you want to search and collect.

Select Any to consider any of the specified
words and phrases you want to search and
collect.

Select date range Specify the date range for collection. The
available options are Before, After, and
Between.

Captured Modern Attachment Select any of the following options as
required\:
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USER SOURCE CONFIGURATION - SELECT THE ALL USERS OPTION TO
INCLUDE ALL THE AVAILABLE USERS.

- SELECT THE SELECT USERS FROM LIST
OPTION TO OPEN THE LIST OF ALL
USERS. SELECT THE USERS WHOSE
ACTIVITIES YOU WANT TO COLLECT., AND
CLICK CONFIRM .

SYNCHRONIZING USER ACCOUNTS:

TO GET THE LATEST USER LIST, CLICK
THE SYNC ICON. THIS SYNCHRONIZATION
PROCESS MAY TAKE SEVERAL MINUTES
AS IT SYNCHRONIZES ALL THE
ACCOUNTS FROM THE CONTENT
SOURCE.

RESETTING CURRENT USER SELECTION:

CLICK THE RESET ICON TO RESET THE
LIST OF MONITORED USERS TO THE
LASTLY-SAVED SELECTION.

- Latest version : Select this option to capture
the latest saved version of the shared
document that is available at connector
runtime.

- Shared version : Select this option to
capture the saved version of the document at
the time of sharing in Microsoft Teams.

6. Click Save and Next to navigate to theSend to Cases tab.

7. Onthe Send to Cases tab, specify the following:

87



ARCTERA™ EDISCOVERY

SEND TO EXISTING CASE ALTHOUGH THIS FIELD IS OPTIONAL, THE
CHECK BOX IS SELECTED BY DEFAULT.

- IF YOU WANT TO SEND A SEARCH
RESULT TO CASES, SELECT THIS CHECK
BOX AND CHOOSE ONE OR MORE CASES

FROM THE LIST OF AVAILABLE CASES.
NAVIGATE TO THE NEXT AND PREVIOUS
PAGES TO ACCESS THE AVAILABLE
CASES.

- IF YOU DO NOT WANT TO SEND A
SEARCH RESULT TO CASES, CLEAR THIS
CHECK BOX. UPON CLEARING THIS
CHECK BOX, THE APPLICATION DISPLAYS
A CONFIRMATION PROMPT THAT YOU
HAVE NOT SELECTED ANY CASE TO SEND
THE COLLECTED ITEMS. DO THE
FOLLOWING AS REQUIRED: CLICK NO TO
ASSIGN A CASE AND COMPLETE THE
SETUP. CLICK YES TO PROCEED
WITHOUT SELECTING A CASE. THIS
ALLOWS YOU TO ARCHIVE THE ITEMS
FIRST AND SEND THEM TO THE
REQUIRED CASES LATER.

Collection set name Enter the collection set name.

When you select a single or multiple cases in
the eDiscovery tab, the node of this name is
displayed under the Case Documents node.

After the targeted collector is configured and
the displayed status is Archived , all the
items are sent to this Collection Set in the
respective cases under the Case Documents
node.

8. Click Save and Next to navigate to theReview tab.

9. On the Review tab, do the following:

» Check the configuration information to ensure accuracy.

» To modify configuration information, click the corresponding Edit link.
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10. If the data is correct, click Complete.

The Microsoft Teams archive collector appears on the Targeted Collections page.

Note: If the status of the Microsoft Teams targeted collector isArchived, you can expand the
targeted collector row to view theCollection Defensibility Reportof the Teams-specific reactive
data. It displays the details like Items Collected, Items Received, Iltems Archived, Items
Duplicate, Items Rejected, and Items Failed. To download the Collection Defensibility Report,

click theDownloadicon.

1. If the status of the targeted collector is Incomplete , modify the collector configuration. To

modify the configuration, click on the targeted collection name.

Note: If the configuration is incomplete, user cannot collect items properly. User cannot

remove the previously selected and saved options.

2. If the status of the targeted collector is Archived, and you want to send items to cases, click**

Send to case** in the respective row.

See Sending collected data to cases.

Adding targeted collection for OneDrive for Business

The OneDrive for Business reactive collector lets your organization collect files that are associated
with customer's OneDrive cloud storage. After an administrator configures this collector for your

organization, the files that match the user source criteria can be collected in Arctera eDiscovery.

You must configure the user source criteria for each OneDrive for Business reactive collector.
Based on this user source criteria, the OneDrive reactive collector collects the files in Arctera

eDiscovery to perform all eDiscovery operations.

You can configure this targeted collection only if the Arctera eDiscovery primary service and the
OneDrive for Business secondary service is enabled for a required customer is enabled in the
Arctera Unified Platform Arctera Management Console. You must possess the administrator role to

configure the OneDrive for Business reactive collector synchronization in Arctera eDiscovery.
To configure Targeted Collection for OneDrive for Business

1. On the Investigations tab, in the left navigation pane, selectTargeted Collection.

2. Click Add and select theOneDrive for Business collector.
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Note: At the time of adding the first collector, theSet up Collectionbutton appears in the

middle of the screen. If one or more collectors are already added, theAddoption appears.

3. On the Collection Information tab, specify the following:

COLLECTION NAME

Email

Select a collector to get data from

PROVIDE A UNIQUE NAME FOR THIS
COLLECTION.

Enter email to get notification once the
targeted collection has finished processing.

Select the OneDrive for Business collector
that is already configured in Arctera Unified
Platform Management Console.

Note: If theEV Folder Targetfield is set
toNowhile configuring the OneDrive for
Business archive collector in the
Management Console, the collector does not
appear in the drop-down list during targeted
collection configuration in Arctera
eDiscovery. This is because items from such
collectors are not ingested into Arctera
Unified Platform - whether through regular,
proactive, or cloned targeted collection.

4. Click Save and Next to navigate to theFilter tab.

5. On the Filter tab, specify the following:
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USER SOURCE CONFIGURATION - SELECT THE ALL USERS OPTION TO
INCLUDE ALL THE AVAILABLE USERS.

- SELECT THE SELECT USERS FROM LIST
OPTION TO OPEN THE LIST OF ALL
USERS. SELECT THE USERS WHOSE
ACTIVITIES YOU WANT TO COLLECT, AND
CLICK CONFIRM .

SYNCHRONIZING USER ACCOUNTS

TO GET THE LATEST USER LIST, CLICK
SYNC . THIS SYNCHRONIZATION
PROCESS MAY TAKE SEVERAL MINUTES
AS IT SYNCHRONIZES ALL THE
ACCOUNTS FROM THE CONTENT
SOURCE.

RESETTING CURRENT USER SELECTION:

CLICK THE RESET ICON TO RESET THE
LIST OF MONITORED USERS TO THE
LASTLY-SAVED SELECTION.

Select matching method for the keyword Provide any words contained in the file name
search or other file metadata. Press ENTER to
confirm the word or a phrase.

You can enter multiple words and phrases.

Select All to consider all the specified words
and phrases you want to search and collect.

Select Any to consider any of the specified
words and phrases you want to search and
collect.

Select date range Specify the date range for collection. The
available options are Before, After, and
Between.

6. Click Save and Next to navigate to theSend to Cases tab.

7. Onthe Send to Cases tab, specify the following:
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SEND TO EXISTING CASE ALTHOUGH THIS FIELD IS OPTIONAL, THE
CHECK BOX IS SELECTED BY DEFAULT.

- IF YOU WANT TO SEND A SEARCH
RESULT TO CASES, SELECT THIS CHECK
BOX AND CHOOSE ONE OR MORE CASES

FROM THE LIST OF AVAILABLE CASES.
NAVIGATE TO THE NEXT AND PREVIOUS
PAGES TO ACCESS THE AVAILABLE
CASES.

- IF YOU DO NOT WANT TO SEND A
SEARCH RESULT TO CASES, CLEAR THIS
CHECK BOX. UPON CLEARING THIS
CHECK BOX, THE APPLICATION DISPLAYS
A CONFIRMATION PROMPT THAT YOU
HAVE NOT SELECTED ANY CASE TO SEND
THE COLLECTED ITEMS. DO THE
FOLLOWING AS REQUIRED: CLICK NO TO
ASSIGN A CASE AND COMPLETE THE
SETUP. CLICK YES TO PROCEED
WITHOUT SELECTING A CASE. THIS
ALLOWS YOU TO ARCHIVE THE ITEMS
FIRST AND SEND THEM TO THE
REQUIRED CASES LATER.

Collection set name Enter the collection set name.

When you select a single or multiple cases in
the eDiscovery tab, the node of this name is
displayed under the Case Documents node.

After the targeted collector is configured and
the displayed status is Archived , all the
items are sent to this Collection Set in the
respective cases under the Case Documents
node.

8. Click Save and Next to navigate to theReview tab.

9. On the Review tab, do the following:

» Check the configuration information to ensure accuracy.

» To modify configuration information, click the corresponding Edit link.
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10. If the data is correct, click Complete.

The OneDrive for Business archive collector appears in the Targeted Collections page.

Note: If the status of the OneDrive targeted collector isArchived, you can expand the

targeted collector row to view theCollection Defensibility Reportof the OneDrive-specific

reactive data. It displays the details like Items Collected, Iltems Received, Items Archived,

Items Duplicate, ltems Rejected, and Items Failed. To download the Collection Defensibility

Report, click theDownloadicon.

1. If the status of the targeted collector is Incomplete , modify the collector configuration. To

modify the configuration, click on the targeted collection name.

Note: If the configuration is incomplete, items cannot be sent to case. User cannot modify

the previously selected and saved options.

2. If the status of the targeted collector is Archived, and you want to send items to cases, click**

Send to case** in the respective row.

See Sending collected data to cases.

Managing Arctera Capture collectors from Arctera eDiscovery

To manage Arctera Capture collectors from Arctera eDiscovery

1. On the Investigations tab, selectTargeted Collection.

A list of existing collection names are displayed.
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e To start a collector :

Make sure the collection status is shown as Stopped. Click the More actions icon, and then
clickStart.

The collection status updates to Task In-progress.

Note: TheStartoption appears only when the collector is in theStoppedstate.

» To stop a collector :

Make sure the collection status is shown as Task In-progress. Click the More actions icon, and

then clickStop.
The collection status updates to Stopped.
» To restart a collector :

Make sure the Collection Defensibility Report is showing Failed or Rejected items. Click the More

actions icon, and then clickRestart.
The restart operation begins the collection process from the start and the collection status gets

updated to Task In-progress.

Note: TheRestartoption appears only when theCollection Defensibility
ReportshowsFailedorRejecteditems. Otherwise, this option remains unavailable in theMore

actionsmenu.

* To hide a collector :

Click the More options icon in the corresponding row, and then clickHide.

Note: Hidden collectors remain in the system and reappear in the table when you

selectShow Hidden.

e To view hidden collectors, click the** Select columns to show or hide icon displayed in the

top-right corner of the table, click the Show Hidden check box, and then click Apply**.

* To unhide (show) a collector :
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Click the Select columns to show or hide icon displayed in the top-right corner of the table,
click theShow Hidden check box, and then clickApply. Locate the collector you want to unhide

(show) in the main table again. Click the** More actions icon, and then click Show**.

Sending collected data to cases

To send collected data to cases

1. On the Investigations tab, selectTargeted Collection.

2. Search for and select the collection name with the Task Completed status.
3. Expand the Collection Name to view the collection details.

4. Click Send to Case link from the same row.

5. In the Send to Cases dialog box, specify the following:

SEND TO EXISTING CASE ALTHOUGH THIS FIELD IS OPTIONAL, THE
CHECK BOX IS SELECTED BY DEFAULT.

- IF YOU WANT TO SEND A SEARCH
RESULT TO CASES, SELECT THIS CHECK
BOX AND CHOOSE ONE OR MORE CASES

FROM THE LIST OF AVAILABLE CASES.
NAVIGATE TO THE NEXT AND PREVIOUS
PAGES TO ACCESS THE AVAILABLE
CASES.

- IF YOU DO NOT WANT TO SEND A
SEARCH RESULT TO CASES, CLEAR THIS
CHECK BOX. UPON CLEARING THIS
CHECK BOX, THE APPLICATION DISPLAYS
A CONFIRMATION PROMPT THAT YOU
HAVE NOT SELECTED ANY CASE TO SEND
THE COLLECTED ITEMS. DO THE
FOLLOWING AS REQUIRED: CLICK NO TO
ASSIGN A CASE AND COMPLETE THE
SETUP. CLICK YES TO PROCEED
WITHOUT SELECTING A CASE. THIS
ALLOWS YOU TO ARCHIVE THE ITEMS
FIRST AND SEND THEM TO THE
REQUIRED CASES LATER.

Collection set name Enter the collection set name.
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SEND TO EXISTING CASE ALTHOUGH THIS FIELD IS OPTIONAL, THE
CHECK BOX IS SELECTED BY DEFAULT.

- IF YOU WANT TO SEND A SEARCH
RESULT TO CASES, SELECT THIS CHECK
BOX AND CHOOSE ONE OR MORE CASES

FROM THE LIST OF AVAILABLE CASES.
NAVIGATE TO THE NEXT AND PREVIOUS
PAGES TO ACCESS THE AVAILABLE
CASES.

- IF YOU DO NOT WANT TO SEND A
SEARCH RESULT TO CASES, CLEAR THIS
CHECK BOX. UPON CLEARING THIS
CHECK BOX, THE APPLICATION DISPLAYS
A CONFIRMATION PROMPT THAT YOU
HAVE NOT SELECTED ANY CASE TO SEND
THE COLLECTED ITEMS. DO THE
FOLLOWING AS REQUIRED: CLICK NO TO
ASSIGN A CASE AND COMPLETE THE
SETUP. CLICK YES TO PROCEED
WITHOUT SELECTING A CASE. THIS
ALLOWS YOU TO ARCHIVE THE ITEMS
FIRST AND SEND THEM TO THE
REQUIRED CASES LATER.

When you select a case in the eDiscovery
tab, the node of this name is displayed under
the Case Documents node.

Note: After sending a collection set to the
selected case, it is recommended to wait for
some time for indexing items of this
collection set under theCase
Documentsnode. until the indexing is not
complete, you may view the partial results.
Once the indexing is complete, all the items
will be available.

6. Click Confirm.
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About transcription of media attachments

Arctera eDiscovery supports transcription of media attachments included in emails, collaboration
messages, and files. By default, this feature is disabled. To enable it, contact your system

administrator or the Arctera Support team.
When the feature is enabled:

1. The media attachments are marked with the Audio Description icon. Clicking the icon displays

the media transcription in the preview pane.

2. Upon displaying the transcription, the Smart Transcript icon (media icon) appears on the
preview pane toolbar. Clicking the Smart Transcript (media) icon opens the attachment in a

new window with playback.

3. Customer can request to enable the required audio/video format. The currently supported

media formats are .mp3, .wav, .ogg, .mp4, .mov, .webm, .mpeg, and .opus .

Viewing transcription of media attachments

You can start with a new search or access previous, ongoing, standard, or advanced ECA

searches as needed.
To view transcription of media attachments

1. Navigate to Emails, Collaboration, or Files tab, and open the search result.

2. Search for and select the review item that contains media attachment (marked with the Audio

Description icon.). Refer to the sample image below.

> 00 # o i P
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PFA an audio file

(IRFIRURRL—TRLE DLW IR LTI ) L LRI R R SRS L BLELE R ) P ¥ L )
Vancel [adelev @yﬂ:nc.nnmlcmsnfr.cam]
Tags:
Classified Mot yet classified
as:
Retention Retain (8 Years),Retain (7 Years)
_tags:
AD) iﬁEDﬁ?D(M.opus

All (2) v 10Of2 £» i ]
Audio file attached
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3. Click the Audio Description icon.

The application displays the media transcription in the preview pane. At the same moment, the

Smart Transcript icon (media icon) appears on the preview pane toolbar as shown in the sample

image below.

i » 00 +—Gotomessage %4 Tag - .
Labels "
No relevant content to highlight. o

Speaker |: Thank you

Speaker 2: Hi, Jen

Speaker 3: | said to make it you know, they time of ecstasy
search.

Speaker 2: | don't know what I'm doing here, but it's not that
hard.

Speaker 4. You

1. Click the Smart Transcript (media) icon to opens the attachment in a new window, along with

playback. Refer to the sample image below.

Audia File
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The following functionalities are available for users:
¢ Audio File Details

o Displays the file name (for example, xyz.opus).

o Shows sender (From), recipients (To), and the Date/Time of the email.

+ Audio Waveform Panel
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o Visual representation of the audio file.
> Helps users see playback position and intensity of sound across the recording.
» Transcript Panel

o ldentifies speakers (for example, Speaker 1, Speaker 2) and lists conversation text aligned
with timestamps.

o Highlights each line with the exact time in the audio file.

o Provides a Search box to locate keywords in the transcript. Allows filtering by channel/
speaker.

» Keywords Section

> Displays matched keywords (for example, Ecstasy Search, Jen).

o Enables quick navigation to relevant parts of the transcript.

» Download Option : Allows downloading of the audio file for offline use.

» Timestamps Toggle Option : Show or hide timestamps alongside transcript text.

Working with Advanced ECA searches

The Advanced Early Case Assessment (ECA) Search is a new type of search under the Managed
Accounts node you can create for investigation purposes. The application creates this node when
you create an Advance ECA search for the first time. You don't need to configure anything in the

Arctera Management Console to view this node under Managed Accounts.

Advanced ECA search is different from the on-going and standard search. In on-going and
standard searches, you can specify certain criteria based on which the application fetches emails,
collaboration messages, and files from archives. In case of on-going and standard searches, after
creating a search, you cannot again filter the required records (emails, messages, and files) within
the search result. However, in the Advanced ECA search, you can refine your search results based

on several filter options. It helps reviewers to filter the records and view the results most easily.

In a single Advanced ECA search, the application can save maximum 1000000 records each for

emails, collaboration messages, and files.
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Applying labels to the Advanced ECA search items

You can apply new labels to emails, collaboration messages, and files that are filtered during the
Advanced ECA search. You can also view the previously applied labels of the items. The following

sections explains how to apply labels to these search items.

Applying labels to collaboration messages in Advanced ECA search

To apply labels to collaboration messages in Advanced ECA search

1. On the Investigations tab, selectManaged Accounts>Advanced ECA.

2. Select the Advanced ECA search in which you want to filter the records and apply labels to the

required collaboration messages within the search.

The search result opens in the right pane.

1. Set the filter options and click Apply to view the filtered items.

2. On the Collaboration pane, select the collaboration messages to which you want to apply

labels.

Note: Before you apply labels to the items, you can view the previously applied labels of

the items in the preview pane.

3. On the action menu, click Label.

4. In the Add/IRemove Labels dialog box, select the labels you want to apply to the emails.

You can clear the labels if these are not required anymore. In case you have selected multiple

messages, the Add/Remove Labels dialog box shows applied level status as follows:

» The check box that is not selected yet means this label is not at all applied to the selected

messages.

» The check box with the dash mark means the label is applied to some of the selected

messages, but not applied to all the selected message.

» The check box with the tick mark means the label is applied to all the selected messages.
1. Select the required labels, and click Apply Changes.

After you apply labels to the collaboration messages, these labeled messages are available under

the respective labels under the labels node.
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1. To ensure if the label is applied to the messages, select the message, and expand the Labels

section to view its details in the right pane.

Applying labels to emails in Advanced ECA search

To apply labels to emails in Advanced ECA search

1. On the Investigations tab, selectManaged Accounts>Advanced ECA.
2. Select the Advanced ECA search in which you want to filter the records and apply labels to the
required emails within the search.

The search result opens in the right pane.

1. Set the filter options and click Apply to view the filtered items.

2. On the Emails tab, select the emails to which you want to apply labels.

Note: Before you apply labels to the items, you can view the previously applied labels of

the items in the preview pane.

3. On the action menu, click Label.
4. In the Add/Remove Labels dialog box, select the labels you want to apply to the emails.

You can clear the labels if these are not required anymore. In case you have selected multiple

emails the Add/Remove Labels dialog box shows applied level status as follows:

» The check box that is not selected yet means this label is not at all applied to the selected

emails.

» The check box with the dash mark means the label is applied to some of the selected emails,

but not applied to all the selected emails.

» The check box with the tick mark means the label is applied to all the selected emails.
1. Select the required labels, and click Apply Changes.

After you apply labels to the emails, these labeled emails are available under the respective labels

under the labels node.

1. To ensure if the label is applied to the emails, select the emails, and expand the Labels section

to view its details in the right pane.
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Applying labels to files in Advanced ECA search

To apply labels to files in Advanced ECA search

1. On the Investigations tab, selectManaged Accounts>Advanced ECA.

2. Select the Advanced ECA search in which you want to filter the records and apply labels to the

required files within the search.
The search result opens in the right pane.

1. Set the filter options and click Apply to view the filtered items.

2. On the Files pane, select the files to which you want to apply labels.

Note: Before you apply labels to the files, you can view the previously applied labels of

the files in the preview pane.

3. In the preview pane, click the Text View orNative View icon to toggle between the file views.

Text view displays the file content in the plain text format. Whereas, the native view displays the file
content in the original format, for example, MS Word, PDF, and so on.
1. (Optional) In the preview pane, click the download icon to save file on your local computer.
2. On the action menu, click Label.
3. Inthe Add/Remove Labels dialog box, select the labels you want to apply to the files.
You can clear the labels if these are not required anymore. In case you have selected multiple files
the Add/Remove Labels dialog box shows applied level status as follows:
» The check box that is not selected yet means this label is not at all applied to the selected files.

» The check box with the dash mark means the label is applied to some of the selected files, but

not applied to all the selected files.

» The check box with the tick mark means the label is applied to all the selected files.
1. Select the required labels, and click Apply Changes.

After you apply labels to the files, these labeled files are available under the respective labels

under the labels node.

1. To ensure if the label is applied to the files, select the emails, and expand the Labels section to

view its details in the right pane.
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Applying tags to the Advanced ECA search items

You can apply new tags to emails, collaboration messages, and files that are filtered during the
Advanced ECA search. You can also view the previously applied tags and classification tags of the

items. The following sections explains how to apply tags to these search items.

Applying tags to collaboration messages in Advanced ECA search

To apply tags to the collaboration messages in Advanced ECA search

1. On the Investigations tab, selectManaged Accounts>Advanced ECA.

2. Select the Advanced ECA search in which you want to tag the records. The search result opens

in the right pane.
3. Set the filter options and click Apply to view the filtered items.

4. In the right pane, on the Collaboration tab, select the collaboration messages to which you

want to apply tags.

Note: Before you apply tags to the items, you can view the previously applied tags and
classification tags of the message in the preview pane. In the following sample image,
you can see the previously applied tags and classification tags of the collaboration

messages when you hover over the icons.

5. On the action menu, click Tag , and do any of the following as required.

 To tag all the items in the search, click Tag all messages.

» To tag only the selected items, click Tag selected messages.

6. In the Add Tag dialog box, specify the following:

TAG NAME ENTER A NEW UNIQUE TAG NAME.
Comments Provide a comment or a description for the
tag name.
Legal Hold Select this check box if you want to apply the

legal hold on the emails.
Select retention Tag Instead of applying a new tag, you can apply

the retention tags that are created in Arctera
Unified Platform. To access and apply those
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TAG NAME ENTER A NEW UNIQUE TAG NAME.
retention tags, select this option, and choose

the tags you want to apply.

After you select this option, the application
disables the Tag Name field.

7. Click Tag.

After you apply tags to the emails, these tagged emails are available under the respective tags

under the Tags node.

Applying tags to emails in Advanced ECA search

To apply tags to emails in Advanced ECA search

1. On the Investigations tab, selectManaged Accounts>Advanced ECA.

2. Select the Advanced ECA search in which you want to tag the records. The search result opens

in the right pane.
3. Set the filter options and click Apply to view the filtered items.

4. In the right pane, on the Emails tab, select one or more emails to which you want to apply tags.

Note: Before you apply tags to the items, you can view the previously applied tags of the
items in the preview pane. However, you need to select only one item at a time to view
the tags. In the following sample image, you can see the previously applied tags and

retention tags to the email in theEmailstab.

5. To add a tag to an individual item, click the item to preview its details in the preview pane, and

click Tag as shown in the image above.

6. To add a tag to multiple items, on the action menu, click Tag , and select any of the following

options as required.

+ To tag all the items in the search, click Tag all emails.
 To tag all the items in the current page, click Tag current page.

» To tag only the selected items, click Tag selected emails.

7. In the Add Tag dialog box, specify the following:
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TAG NAME ENTER A NEW UNIQUE TAG NAME.
Comments Provide a comment or a description for the
tag name.
Legal Hold Select this check box if you want to apply the

legal hold on the emails.

Select retention Tag Instead of applying a new tag, you can apply
the retention tags that are created in Arctera
Unified Platform. To access and apply those
retention tags, select this option, and choose
the tags you want to apply.

After you select this option, the application
disables the Tag Name field.

8. Click Tag.

After you apply tags to the emails, these tagged emails are available under the respective tags

under the Tags node.

Applying tags to files in Advanced ECA search

To apply tags to files in Advanced ECA search

1. On the Investigations tab, selectManaged Accounts>Advanced ECA.

2. Select the Advanced ECA search in which you want to tag the records. The search result opens

in the right pane.
3. Set the filter options and click Apply to view the filtered items.

4. On the Files tab, select the files to which you want to apply tags.

Note: Before you apply tags to the items, you can view the previously applied tags of the
file in the preview pane. You can see the previously applied tags and retention tags to the

file.

5. On the action menu, click Tag , and do any of the following as required.

» To tag all the items in the search, click Tag all files.

» To tag only the selected items, click Tag selected files.
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6. Inthe Add Tag dialog box, specify the following:

TAG NAME ENTER A NEW UNIQUE TAG NAME.
Comments Provide a comment or a description for the
tag name.
Legal Hold Select this check box if you want to apply the

legal hold on the emails.

Select retention Tag Instead of applying a new tag, you can apply
the retention tags that are created in Arctera
Unified Platform. To access and apply those
retention tags, select this option, and choose
the tags you want to apply.

After you select this option, the application
disables the Tag Name field.

7. Click Tag.

After you apply tags to the emails, these tagged emails are available under the respective tags

under the Tags node.

Exporting an Advanced ECA search summary report

This section describes the exporting the summary report for emails, collaboration messages, and

files.
Exporting a search summary report for emails
To export an Advanced ECA search summary report for emails

1. On the Investigations tab, selectManaged Accounts>Advanced ECA.

2. Select the Advanced ECA search for which you want to export the summary report.
The search result opens in the right pane.
1. On the Emails tab, click theMore Actions icon, and clickExport Report.

The application downloads the summary report (.xlsx) of the emails within the Advanced ECA
search as a zipped (.zip) folder. A sample report is shown below. The report comprises of two

sheets.
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Note: TheSearch Summarysheet displays details such as Search Parameters and
Custodians. TheSearch Resultsheet displays details such as Date Received, From,
Recipients, Subject, and Attachments. The recipient column in this summary report includes
recipients mentioned in the To, CC, and BCC fields. If the list of recipients is longer than
32766 characters, the application truncates the list. The report displays a note that -Recipient
list is truncate to 32,766 characters, To see the complete list of Recipients, please export the
message.In such scenario, to view the complete list of recipients, you need to export the

individual message.

Exporting summary report for collaboration messages

To export an Advanced ECA search summary report for collaboration messages

1. Select the required search under the Research Sets or the Review Sets node.
2. Onthe Investigations tab, selectManaged Accounts>Advanced ECA.

3. Select the search for which you want to export the summary report.
The search result opens in the right pane.
1. On the Collaboration tab, and clickExport Report.

The application downloads the summary report (.xIsx) of the collaboration messages within the

search as a zipped (.zip) folder.
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Exporting summary report for files

To export an Advanced ECA search summary report for files

1. On the Investigations tab, selectManaged Accounts>Advanced ECA.

2. Select the Advanced ECA search for which you want to export the summary report.

The search result opens in the right pane.

1. On the Files tab, and clickExport Report.

The application downloads the summary report (.xIsx) of the files within the Advanced ECA search

as a zipped (.zip) folder.

Exporting the Advanced ECA search items

You can export maximum 50000 records at a time.

Exporting collaboration messages from Advanced ECA search

To export collaboration messages from Advanced ECA search

1. On the Investigations tab, selectManaged Accounts>Advanced ECA.
2. Select the Advanced ECA search in which you want to filter the records and export the required
collaboration messages from the search.

The search result opens in the right pane.

1. Set the filter options and click Apply to view the filtered items.

2. On the Collaboration tab, select the check box for one or more messages
(conversations) to which you want to apply labels, and clickExport. Do any of the

following:

» Click Export selected messages to export only the selected messages.

 Click Export all messages to export all the available collaboration messages within the

search.

In both the scenarios, the Export Options dialog box appears with the following fields:
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MESSAGE FORMAT SELECT THE APPROPRIATE MESSAGE
FORMAT FOR BATCH EXPORT. OPTIONS
INCLUDEN\:

- JSON NOTE: THIS FORMAT IS SELECTED
BY DEFAULT. WHEN YOU SELECT JSON
FORMAT FOR EXPORT, FILES ARE
DOWNLOADED IN THEIR ORIGINAL FORM,
AND NOT AS JSON.

- EDRM ONLY

Enable AES-256 Encryption Select this check-box if you want to secure the
access of the downloaded export batch.

Export Name Provide the name for the batch you want to
export. By default, it takes the Search Name.
You can change it if required.

Export Password Enter the password that you want end user to
provide when they access this exported batch
of messages.

Confirm Password Repeat the same password for confirmation.

Generate Azure SAS URL Note: Users can see this button only if
theExport to Azure private storage
locationfeature in the Arctera Management
Console is enabled for them. Users can export
items to their private Azure Blob storage
location.

Click Generate Azure SAS URL to get the
Azure Blob SAS URL to access the location
and save it for future use.

For security reasons, the application does not
show this URL the next time. However, if the
SAS URL is misplaced for any reason, click
Generate Azure SAS URL again to generate a
new SAS URL and save it securely.

After you click Export on the Export Options
dialog box, all the selected items are exported
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MESSAGE FORMAT SELECT THE APPROPRIATE MESSAGE
FORMAT FOR BATCH EXPORT. OPTIONS
INCLUDEN\:

- JSON NOTE: THIS FORMAT IS SELECTED
BY DEFAULT. WHEN YOU SELECT JSON
FORMAT FOR EXPORT, FILES ARE
DOWNLOADED IN THEIR ORIGINAL FORM,
AND NOT AS JSON.

- EDRM ONLY

to the Azure private storage location. You can
use Microsoft Storage Explorer to access the
exported items.

Share Export Click Select Admin to choose the recipients of
this batch export and click Update .

Note: You need to manually share the Export
Password with the administrators and follow all
the security specific rules of the organization.

 Click Print selected conversations to print the selected conversations. ASelect Date
Range dialog box appears. Specify theStart Date andEnd Date to retrieve conversations

within the selected date range.

Select Date Range

Start Date *

ONO2025 ]
Ened Dot *

QBI04 2028 ]

o egport,
You have selectad 2 conversation(s) containing 48 itemis)
Only Teams convarsations con be axported 1o PDE

e @

Click Procesd to continue.

Note :

\- The Print selected conversations option is visible only when at least one Microsoft Teams

collector is configured and applies only to Microsoft Teams conversations.

\- If conversations are not available for the selected date range, the Proceed option remains

disabled. Modify the date range to retrieve conversations, and then clickProceed.
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In this scenarios, the Export Options dialog box appears with the following fields:

MESSAGE FORMAT SELECT THE APPROPRIATE MESSAGE
FORMAT FOR BATCH EXPORT.

CURRENTLY, PDF IS THE DEFAULT AND
ONLY AVAILABLE FORMAT FOR BATCH
EXPORT.

Enable AES-256 Encryption Select this check-box if you want to secure the
access of the downloaded export batch.

Export Name Provide the name for the batch you want to
export. By default, it takes the Search Name.
You can change it if required.

Export Password Enter the password that you want end user to
provide when they access this exported batch
of messages.

Confirm Password Repeat the same password for confirmation.

Share Export Click Select Admin to choose the recipients of
this batch export and click Update .

Note: You need to manually share the Export
Password with the administrators and follow all
the security specific rules of the organization.

1. Click Export.

Note: The exported batch can either gets downloaded as a single or multiple file

segments.
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1 Arctera™ eDiscovery - Google Chrome = O X

%3 discovery.qa.arctera.com/export-statusfexportBatchiD=93... &

Your request is being processed.

Please keep this window open to see progress updates,

You can always view the export status in "Exports®.

The export has been completed. Please click here to download the file.

2. Click Click here to download the exported batch of messages.

3. To confirm the status of batch export, on the Investigations tab, selectExports , and search

this export batch name.

Exporting emails from Advanced ECA search

To export emails from Advanced ECA search

1. On the Investigations tab, selectManaged Accounts>Advanced ECA.
2. Select the Advanced ECA search in which you want to filter the records and export the required

emails from the search.
The search result opens in the right pane.

1. Set the filter options and click Apply to view the filtered items.

2. In the right pane, select the emails you want to export.

3. Click Export , and do any of the following:
e Click Export current page to export emails that are available on the current page.
e Click Export selected emails to export all the selected emails from the search.

e Click Export all emails to export all the emails available in the search.

4. In the Export Options dialog box, do the following:
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MESSAGE FORMAT

SELECT THE APPROPRIATE MESSAGE
FORMAT. BY DEFAULT, THE PST FORMAT
IS SELECTED. THE AVAILABLE MESSAGE

FORMATS ARE\:

- CLEARWELL

- EML

- EML WITH EDRM

- PST WITH EDRM

- MSG WITH EDRM

- FTI-RINGTAIL

- EDRM ONLY

- PST

- ORIGINALEDRM IF YOU SELECT THIS
OPTION, THE EXPORTED FILE INCLUDES
EMAILS IN BOTH MSG AND EML
FORMATS, ALLOWING YOU TO WORK
WITH THE EMAILS IN THE FORMAT THAT
BEST SUITS YOUR NEEDS. BESIDES THIS,
THE EXPORTED FILE INCLUDES
ADDITIONAL FILES, NAMELY -
EDRMXML.XML AND HTMLREPORT.HTML
IN THEIR ORIGINAL FORMATS. THESE
FILES FACILITATES A SMOOTH TRANSFER
OF ELECTRONICALLY STORED
INFORMATION (ESI) BETWEEN DIFFERENT
SOFTWARE PROGRAMS DURING THE
ELECTRONIC DISCOVERY PROCESS.

- ORIGINAL IF YOU SELECT THIS OPTION,
THE EXPORTED FILE INCLUDES EMAILS
IN BOTH MSG AND EML FORMATS,
ALLOWING YOU TO WORK WITH THE
EMAILS IN THE FORMAT THAT BEST
SUITS YOUR NEEDS.

NOTE:
THEORIGINALEDRMANDORIGINALMESSAGE
FORMATS ARE AVAILABLE TO THE USERS

THAT ARE LISTED IN
THECONFIGURATION_OVERRIDENTABLE
IN THE ARCTERA UNIFIED PLATFORM
DATABASE. IF YOU WANT TO AVAIL
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5. Click Export.

Note: The exported batch can either gets downloaded as a single or multiple file

segments.

fg Arctera™ eDiscovery - Google Chrome - O x

25 discovery.qa.arctera.com/export-status?exportBatchlD=93... &

Your request is being processed.

Please keep this window cpen to see progress updates.

You can always view the export status in "Exports®.

The export has been completed. Please click here to download the file.

6. Click Click here to download the exported batch of messages.

7. To confirm the status of batch export, on the Investigations tab, selectExports , and search

this export batch name.
Exporting files from Advanced ECA search
To export files from Advanced ECA search

1. On the Investigations tab, selectManaged Accounts>Advanced ECA.

2. Select the Advanced ECA search in which you want to filter the records and export the required

files from the search.
The search result opens in the right pane.

1. Set the filter options and click Apply to view the filtered files.
2. Select the files you want to export.

3. Click Export , and do any of the following:

« Click Export selected files to export all the selected files from the search.

» Click Export all files to export all the files available in the Advanced ECA search.

4. In the Export Options dialog box, do the following:
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MESSAGE FORMAT SELECT THE APPROPRIATE MESSAGE
FORMAT FOR BATCH EXPORT. OPTIONS
INCLUDE\:

- JSON NOTE: THIS FORMAT IS SELECTED
BY DEFAULT. WHEN YOU SELECT JSON
FORMAT FOR EXPORT, FILES ARE
DOWNLOADED IN THEIR ORIGINAL FORM,
AND NOT AS JSON.

- EDRM ONLY

Enable AES-256 Encryption Select this check-box if you want to secure
the access of the downloaded export batch.

Export Name Provide the name for the batch you want to
export. By default, it takes the Search Name.
You can change it if required.

Export Password Enter the password that you want end user
to provide when they access this exported
batch of messages.

Confirm Password Repeat the same password for confirmation.

Generate Azure SAS URL Note: Users can see this button only if
theExport to Azure private storage
locationfeature in the Arctera Management
Console is enabled for them. Users can
export items to their private Azure Blob
storage location.

Click Generate Azure SAS URL to get the
Azure Blob SAS URL to access the location
and save it for future use.

For security reasons, the application does
not show this URL the next time. However, if
the SAS URL is misplaced for any reason,
click Generate Azure SAS URL again to
generate a new SAS URL and save it
securely.

154



ARCTERA™ EDISCOVERY

MESSAGE FORMAT SELECT THE APPROPRIATE MESSAGE
FORMAT FOR BATCH EXPORT. OPTIONS
INCLUDE\:

- JSON NOTE: THIS FORMAT IS SELECTED
BY DEFAULT. WHEN YOU SELECT JSON
FORMAT FOR EXPORT, FILES ARE
DOWNLOADED IN THEIR ORIGINAL FORM,
AND NOT AS JSON.

- EDRM ONLY

After you click Export on the Export Options
dialog box, all the selected items are
exported to the Azure private storage
location. You can use Microsoft Storage
Explorer to access the exported items.

Share Export Click Select Admin to choose the recipients
of this batch export and click Update .

Note: You need to manually share the Export
Password with the administrators and follow
all the security specific rules of the
organization.

5. Click Export.

Note: The exported batch can either gets downloaded as a single or multiple file

segments.

o1 Arctera™ eDiscovery - Google Chrome - O fac
25 discovery.ga.arctera.com/export-statusfexportBatchiD=93... &
Your request is being processed.

Please keep this window cpen to see progress updates,

You can always view the export status in "Exports®.

The export has been completed. Please click here to download the file.
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6. Click Click here to download the exported batch of messages.

7. To confirm the status of batch export, on the Investigations tab, selectExports , and search

this export batch name.

Creating an Advanced ECA search

You can create an advanced ECA search in the following ways:

» Create a new search and save it as an Advanced ECA search, as explained in this section.
» Update the existing standard search under the Managed Accounts node. See Updating an on-
going or a standard search from Managed Accounts.

To create an Advanced ECA search

1. On the Investigations tab, selectManaged Accounts>New Search.

2. Perform advanced search or query search to get the expected items. See Performing

Advanced Search and Query Search.
3. Click Save Search.
4. In the Save Search dialog box, enter a unique name for the search.

5. Select the Advanced ECA check box.

Note: After you select the Advanced ECA check box, the application disables theTag

namefield, theOn-goingcheck box, and theLegal Holdcheck box.

6. To send this search to a particular case, select the Send to Case check box, and select a valid

case from the drop-down list.

Note: TheKeep copy in Investigationsremains selected by default. When you send the
Advanced ECA search from thelnvestigationstab to a Case in theeDiscoverytab, it gets
saved underResearch Sets. After sending this Advanced ECA search to Case, it may
show different result (email count) depending on the custodians selected in theCase
Setupoption. For Al-enabled cases,Send to Casesupports only email items, and any non-

email items (such as files and collaboration messages) are automatically skipped.

7. Click Save.

The search appears under the Advanced ECA node in the left navigation pane.
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After the search is created, you can select the appropriate filter options to refine the search results.
For example, under Filters, expand** FormatType and select MS Teams** to view only MS teams

related search results.

In a single Advanced ECA search, the application can save maximum 1000000 records each for

emails, collaboration messages, and files.

Note: If the Advanced ECA search processing fails, you need to clickPlease try againto retry
processing. If this search fails consecutively, you need to delete the search and create a new
search again.

Deleting an Advanced ECA search

To delete an Advanced ECA search

1. On the Investigations tab, selectManaged Accounts>Advanced ECA.

2. Select the Advanced ECA search that you want to delete.

The search result opens in the right pane.

1. Click Delete Saved Search.

The application prompts you to confirm that you want to perform the operation.
1. Click Yes to complete the operation or clickNo to cancel it.

The application deletes the search from the Advanced ECA node.

Filtering an Advanced ECA search

To filter an Advanced ECA search

1. On the Investigations tab, selectManaged Accounts.

2. Select the already existing Advanced ECA search that you want to filter.

The search opens in the right pane.

1. Expand Search Criteria to view the criteria based on which this Advanced ECA search is

created. You cannot edit the search criteria of Advanced ECA search.

2. Expand Filters, and click** Apply** to view the total number of records captured while saving
this Advanced ECA search.
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Note: ClickingApplyis a mandatory action to view correct number of filtered records in the
Advanced ECA search. In a single Advanced ECA search, the application can save
maximum 1000000 records each for emails, collaboration messages, and files. Out of
1000000 records, the application displays only 50000 email records to users based on
the filters applied. Users need to set the filter criteria carefully to filter desired archived
items. If number of filtered item messages is greater than 50000, the application displays
the following message: Too many items match the filter. The review set is capped at
50000 items.

3. Under Filters , select or clear corresponding filter options.

The Filters section provides the following filter options that you can select or clear based on
the idea of record analysis. To reset all filter options simultaneously, clickClear. You cannot

save the filter criteria. After you clear the filter options, you need to set the filter options again.

FILTER NAME ACTION

Subject Specify any word or a term that is used in the
Subject statement of a Search item.

Author Specify the author of that email or message.

FormatType Select this option to filter records based on
format type.

SourceType Select one or more required source types to
filter items collected from them.

For more information, See Performing
Advanced Search and Query Search .

Direction Selects items that are traveling in a certain
direction (incoming, outgoing, or interoffice
communications).

MessageDate Specify the duration of the records you want to
search. You can customize the date range.

PolicyAction Selects items by the policy action with which
your policy management software has tagged
them. This action can be one of the following\:
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FILTER NAME ACTION
- Inclusion (demands or suggests capture)

- Exclusion (precludes capture or advocates
non-capture)

- No Action (the item is subject to normal
random sampling)

PolicyName Specify the specific policy with which your
policy management software has tagged the
items you want to filter.

SentimentScore Classifies and displays the records based on
their sentiment score. Click the displayed
options to view those specific records.

TagValue Select the specific tags to filter items to which
these tags are applied.

Label Select the specific labels to filter items to which
these labels are applied.

HasAttachments Specify if you want to filter records that have or
have not the attachments to them.

1. Click Apply to view the filtered records from the selected Advanced ECA search.

Printing the selected Advanced ECA searched items

To print the selected Advanced ECA searched items

1. On the Investigations tab, selectManaged Accounts>Advanced ECA.

2. Select the Advanced ECA search in which you want to filter the records for printing.
The search result opens in the right pane.

1. Set the filter options and click Apply to view the filtered items.

2. To print emails, on the Emails tab, select the items you want to print. Click theMore

Actions icon, and clickPrint.
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A separate dialog box appears and displays the metadata and the content of the items ready for
printing.

1. To print files, on the Files tab, select the file you want to print. Click theDownload icon to

save that file on your local computer, and then print it.

2. Ensure that the content is the same you want to print. Click Print and save the document as
PDF.

Reassigning emails from the Advanced ECA search

To reassign emails from the Advanced ECA search

1. On the Investigations tab, selectManaged Accounts>Advanced ECA.

2. Select the Advanced ECA search in which you want to filter the records for reassigning to

specific accounts.
The search result opens in the right pane.

1. Set the filter options and click Apply to view the filtered items.
2. In the right pane, select the items you want to reassign.

3. Click Reassign Mails , and do the following:

 To reassign selected emails, click Reassign selected emails.

 To reassign emails displayed on one page, click Reassign emails in current page.

The application displays the sample message as follows:

m'mm:gwnentm:pesi has been submitted. The selected emalls will be reassigned.

You can ahways view the reassignment status in "Managed Accounts->Mail Reassignment”.
Mote:You can reassign 588870 more malls out of 600000,

Updating an Advanced ECA search

To update an Advanced ECA search

1. On the Investigations tab, selectManaged Accounts.

2. Select the Advanced ECA search that you want to update for its name.
The searched items appear in the details pane.

1. Click Update Search.

2. Enter a unique name for the search.
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3. Click Update.

Working with searched collaboration messages

In Arctera eDiscovery, you can collect the Microsoft Teams data. To view and review the Microsoft
Teams specific communication, you can access the Collaboration tab after creating a search. This
tab is visible only if -

» The Microsoft Teams service is enabled

e The Microsoft Teams collector is configured
After executing a search, the Collaboration tab displays Chats or Channel conversations that
matches with the Search criteria applied in the left pane. As the icons of the Chats and the Channel

conversations are different, you can easily distinguish between the Chat and Channel messages.

You can download the images and the attachments used in the Chat and Channel conversations.

To get a full context of the conversation, you can view the events, reactions, and link previews in
the messages. To easily distinguish among the participants in the conversation, the participant

icons are highlighted in different color.

When you search a term or a text in a conversation, it is highlighted in a different color for easy

identification.

Applying labels to collaboration messages

To help organize your work you can apply labels to the collaboration messages. Labels are applied

to collaboration messages typically to mark them as exempt from the review process.

To apply a label to collaboration messages

1. On the Investigations tab, create a new search or select the searches from the On-going
searches or Standard searches node.

2. Perform advanced search or query search to get the expected items. See Performing
Advanced Search and Query Search.

The application displays result.

1. On the Collaboration tab, select the check box for one or more messages (chats) to which you
want to apply labels.

2. On the action menu, click Label.

3. Inthe Add/Remove Labels dialog box, select the labels you want to apply to the messages.
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You can clear the labels if these are not required anymore. In case you have selected multiple
collaboration messages, the Add/Remove Labels dialog box shows applied level status as

follows:
» The check box that is not selected yet means this label is not at all applied to the selected
messages.

» The check box with the dash mark means the label is applied to some of the selected

messages, but not applied to all the selected messages.

» The check box with the tick mark means the label is applied to all the selected messages.
1. Select the required labels, and click Apply Changes.

After you apply labels to the collaboration messages, these labeled messages are available under

the respective labels under the labels node.

1. To ensure if the label is applied to the message, select the message to view its details in the
right pane. Hover over the blue Label icon to view all the labeled messages.
» To view all the applied labels in the Labels popup, click the blue-colored Label icon.

* You can click any label in the Labels popup to navigate to the respective label under

theLabels node.

Applying tags, legal hold tags and retention tags to collaboration messages

To help organize your work you can tag emails with custom tags of your own choice, which are
visible only to you. You can also tag messages with a Retention tags (also called as managed
tags), if you have any of these available to you. Retention tags are created in the Arctera
Management Console, under the My Config > Managed Tags node. For more information on

managed tags, see the Arctera Management Console help.
To apply tags, legal hold tags and retention tags to collaboration messages

1. On the Investigations tab, create a new search or select the searches from the On-going

searches, Standard searches, or Advanced ECA nodes.

2. Perform advanced search or query search to get the expected items. See Performing

Advanced Search and Query Search.
The application displays result.

1. On the Collaboration tab, select the check box for one or more messages (chats) that you

want to tag.
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2. On the action menu, click Tag , and do any of the following as required.

» To tag only the selected messages, click Tag selected messages.

 To tag all the messages in the search, click Tag all messages.

3. Inthe Add Tag dialog box, specify the following:

TAG NAME ENTER A NEW UNIQUE TAG NAME.
Comments Provide a comment or a description for the
tag name.
Legal Hold Select this check box if you want to apply the

legal hold on the messages.

Select retention Tag Instead of applying a new tag, you can apply
the retention tags that are created in Arctera
Unified Platform. To access and apply those
retention tags, select this option, and choose
the tags you want to apply.

4. Click Tag.

After you apply tags to the collaboration messages, these tagged messages are available under

the respective tags under the Tags node.

1. To ensure if the tag is applied to the message, select the message to view its details in the right

pane. Hover over the black Tag icon to view all the tags applied to this message.
You can click the black Tag icon to view all the applied tags in the Tags popup.

You can click any tag in the Tags popup to navigate to the respective tag under theTags node.

Note

e The default limit for applying tags and legal hold in a search result is 1000000 items, including
emails, collaboration messages, and files. For any technical support, contact Arctera Support

via your system administrator.

» The application displays a notification indicating that tagging is in progress and may take some

time to complete.
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Exporting a search summary report for collaboration messages

To export a search summary report for collaboration messages

1. On the Investigation tab, select the search for which you want to export a summary report.

2. Click New Search to create a hew search. Else, expandOn-going Searches orStandard

Searches to select existing search.

3. On the Collaboration tab, and clickExport Report.

The application downloads the summary report (.xIsx) of the collaboration messages within search

as a zipped (.zip) folder. A sample report is shown below. The report comprises of two sheets.

PalaSave (8 0H) B = - SparchReport_3_6_20G2 1046 Pt - Read-Only = B caarch (Alte L)

File Home Insert Page Layout Formulas Data  Review  View  Developer  Help  Acrobat

< o | = = I
| ] A& Calibei « N - AN === @ o~ HWrap Te General . E
Passt ) I 1Imm . A& 4 | === = = Conditi
o B I EH- &-A~ | === EE EdMegeacener ~  § ~ % & G| O
dighoad & fenl IF Algrment & Musrkser I
Al - JFr | GotoSearch Summary
A B [ c [ o [ E [ F
1 |G|:| to Search Summarny |
2 Date Received Author | Chat Name | attachment
3 51072021 10:42 PM _adrninlﬁ\hhedaaksl‘.uy’.nnmicrmu‘_ Chat betwesan a.dnﬁn@'hhrdauhha‘.-.mmitmsc: Mo
4 | 52002021 450 AN |adming@bhedaakshay.onmicreso Chat between pattif @ bhedaakshay, onmicrosal No
5 | 6/15/2031 6:34 AM |admind@bhedaakshay.onmicrese) Chat between admin@bhedaakshay.camicross Mo
6 S0 021 &:50 AN Irmtti‘f-ﬁ H1r:danlcshrr,l.nnm'icrns.nFl Chat betwesn p.:ll'-ﬁfﬁlbh:riﬂaks.hal,r.nnmi:rnsnilNu
7 7f28/2021 2:49 AM |pattif@bhedaakshay.onmicrosof Chat betwean pamif @bhedaakshav.onmicrosol No
B AES 2021 307 AN | pattif & bhedaskshay. onmicrosof, Chat betwesn pattif @ bhedaakshay.onmicrosof Yas
g 4
0 )
Search Surnmary | Search Result i+
Note

e Search Summary : This sheet displays details such as Search Parameters and Custodians.

e Search Result : This sheet displays details such as Date Received , Author , Chat Names (list

of people involved in chat), and Attachments.

¢ The Chat Name column displays the email addresses of message recipients involved in a chat.
This column supports up to 100 characters; any text beyond this limit is truncated in the

exported report.

Exporting collaboration messages

You can export a batch of collaboration messages and share it with the concerned authority for the
intended use. To secure the information, you can use the AES-256 encryption while creating a
batch of collaboration messages for export. After exporting the batch of messages, you can

download and share it with others.
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To export a batch of collaboration messages

1. On the Investigations tab, create a new search or select the searches from the On-going

searches or Standard searches node.

2. Perform either an Advanced Search or a Query Search to search for the Collaboration

messages. See Searching collaboration messages during investigation.
The application displays result.

1. On the Collaboration tab, select the check box for one or more messages
(conversations) to which you want to apply labels, and clickExport. Do any of the

following:

» Click Export selected messages to export only the selected messages.

» Click Export all messages to export all the available collaboration messages within the

search.

In both the scenarios, the Export Options dialog box appears with the following fields:

MESSAGE FORMAT SELECT THE APPROPRIATE MESSAGE
FORMAT FOR BATCH EXPORT. OPTIONS
INCLUDEN\:

- JSON NOTE: THIS FORMAT IS SELECTED
BY DEFAULT. WHEN YOU SELECT JSON
FORMAT FOR EXPORT, FILES ARE
DOWNLOADED IN THEIR ORIGINAL FORM,
AND NOT AS JSON.

- EDRM ONLY

Enable AES-256 Encryption Select this check-box if you want to secure the
access of the downloaded export batch.

Export Name Provide the name for the batch you want to
export. By default, it takes the Search Name.
You can change it if required.

Export Password Enter the password that you want end user to
provide when they access this exported batch
of messages.

Confirm Password Repeat the same password for confirmation.
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MESSAGE FORMAT SELECT THE APPROPRIATE MESSAGE
FORMAT FOR BATCH EXPORT. OPTIONS
INCLUDEN\:

- JSON NOTE: THIS FORMAT IS SELECTED
BY DEFAULT. WHEN YOU SELECT JSON
FORMAT FOR EXPORT, FILES ARE
DOWNLOADED IN THEIR ORIGINAL FORM,
AND NOT AS JSON.

- EDRM ONLY

Generate Azure SAS URL Note: Users can see this button only if
theExport to Azure private storage
locationfeature in the Arctera Management
Console is enabled for them. Users can export
items to their private Azure Blob storage
location.

Click Generate Azure SAS URL to get the
Azure Blob SAS URL to access the location
and save it for future use.

For security reasons, the application does not
show this URL the next time. However, if the
SAS URL is misplaced for any reason, click
Generate Azure SAS URL again to generate a
new SAS URL and save it securely.

After you click Export on the Export Options
dialog box, all the selected items are exported
to the Azure private storage location. You can
use Microsoft Storage Explorer to access the
exported items.

Share Export Click Select Admin to choose the recipients of
this batch export and click Update .

Note: You need to manually share the Export
Password with the administrators and follow all
the security specific rules of the organization.
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 Click Print selected conversations to print the selected conversations. ASelect Date
Range dialog box appears. Specify theStart Date andEnd Date to retrieve conversations

within the selected date range.

Select Date Range

Srart Date *

ONOI2025 ]
1 e

OBI04/2026 ]

fo ’
You howe selectad 2 conwersalion(s) containing 48 iremils)
Only Teams conversations can be exported 1o POF

e @

Click Procesd o contfinue

Note :

\- The Print selected conversations option is visible only when at least one Microsoft Teams

collector is configured and applies only to Microsoft Teams conversations.

\- If conversations are not available for the selected date range, the Proceed option remains

disabled. Modify the date range to retrieve conversations, and then clickProceed.

In this scenarios, the Export Options dialog box appears with the following fields:

MESSAGE FORMAT SELECT THE APPROPRIATE MESSAGE
FORMAT FOR BATCH EXPORT.

CURRENTLY, PDF IS THE DEFAULT AND
ONLY AVAILABLE FORMAT FOR BATCH
EXPORT.

Enable AES-256 Encryption Select this check-box if you want to secure the
access of the downloaded export batch.

Export Name Provide the name for the batch you want to
export. By default, it takes the Search Name.
You can change it if required.

Export Password Enter the password that you want end user to
provide when they access this exported batch
of messages.

Confirm Password Repeat the same password for confirmation.
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MESSAGE FORMAT SELECT THE APPROPRIATE MESSAGE
FORMAT FOR BATCH EXPORT.

CURRENTLY, PDF IS THE DEFAULT AND

ONLY AVAILABLE FORMAT FOR BATCH
EXPORT.

Share Export Click Select Admin to choose the recipients of
this batch export and click Update .

Note: You need to manually share the Export
Password with the administrators and follow all
the security specific rules of the organization.

1. Click Export.

Note: The exported batch can either gets downloaded as a single or multiple file

segments.

fo Arctera™ eDiscovery - Google Chrome - O x

25 discovery.qa.arctera.com/export-status?exportBatchlD=93... &

Your request is being processed.

Please keep this window open to see progress updates.

You can always view the export status in "Exports®.

The export has been completed. Please click here to download the file.

2. Click Click here to download the exported batch of messages.

3. To confirm the status of batch export, on the Investigations tab, selectExports and check the

status of your export.

Printing MS Teams messages to PDF during investigation

You can print collaboration messages collected from the MS Teams collectors using the Print to
PDF feature. This feature is exclusive to MS Teams collaboration messages and is not supported

for messages collected from other archive collectors. It is available when you select the collected

168



ARCTERA™ EDISCOVERY

MS Teams item and preview its content no matter the item is collected and accessed from the

following nodes:

e Managed Accounts (MS Teams messages that are collected during new searches, as well as
when examining items from previous searches, ongoing searches, standard searches, and
advanced ECA searches.)

» Labels
e Legal Holds
e Tags

e Retention Tags
To print MS Teams messages to PDF during investigation

1. From the Investigations tab, select the required search or node (Labels, Legal Hold, Tags, or
Retention Tags).

2. On the Collaboration tab, select the collaboration message you want to print to PDF.

3. Click the More options icon and selectPrint To PDF.

Emails (91409 Collaboration (B8] Filss [74)
% Tag @ Exporr 0 « 00 H
2 =
Marioges [~ Sends = [ v bheda and patt fernand L o )
Mo redgvant coment 1o highlght Pried 83 POF
jpathi farmander t |
Bl 38305004 0 P T r—
O ettt @ R
Comearionn Etetee 0ishy Bada ond o [ @
Aemanzar Tel=l
" 0
padti fernande: ’_ED
e S 30,310 S P 2
O e pathi fernanciay L) E'.
DN et s odnAry Biweda. e pu €
3l ¥ Aardar Teaal=3
pafti fernander
A TR 3 SS 3 3 R Al 0 O e
O v T Vet ey sebad [5]

Comapiorton batwpee gintay bleda e o - =

The application displays the Select Date Range as shown in the following sample image.

Select Date Range

Start Date

Jull, 25 t
End Date

Jul25. 25 7]

1. Specify the date range and click Save.
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2. In the Export Options dialog box, specify the following details:

Export Options x
You have selected item(s)
Please select additional export options:
Message Format FDF v
Enable AES-256 Encryption ]
Exclude Exported Messoges
Export Name qaodmingivecffice.com
Export Password R
Confirm Password
Your download will be avallable as a single or multiple file segments
Cancal
MESSAGE FORMAT THE PDF FORMAT IS SELECTED BY
DEFAULT.

Enable AES-256 Encryption

Exclude Exported Messages

Export Name

Export Password

Confirm Password

Share Export

Select this check-box if you want to secure
the access of the downloaded export batch.

Select this option to exclude the exported
messages.

Provide the name for the batch you want to
export. By default, it takes the Search Name.
You can change it if required.

Enter the password that you want end user
to provide when they access this exported
batch of messages.

Repeat the same password for confirmation.

Click Select Admin(s) to choose the
recipients of this batch export and click
Update .
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MESSAGE FORMAT THE PDF FORMAT IS SELECTED BY
DEFAULT.

Note: You need to manually share the Export
Password with the administrators and follow
all the security specific rules of the
organization.

3. Click Export.
A browser appears showing the progress. Upon completion, click the Click here link to download

the PDF.

Searching collaboration messages during investigation
You can search and view the collaboration messages if the Microsoft Teams service is enabled and
the archive collector is configured for you.

To search collaboration messages during investigation

1. Select the Investigations tab, and then select the node where you want to perform the new

search:

» To search your own mailbox select My Mailbox > Mailbox, or select** My Mailbox > New

Search**.

e To search a single managed account, select Managed Accounts > Accounts and click the

required account.

» To search one or more of your managed accounts select Managed Accounts > New

Search.

2. Perform advanced search or query search to get the expected items. See Performing

Advanced Search and Query Search.

3. Click Search.
The search result appears.
1. Click Save Search.

See Saving searches in Review sets and Research sets.
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Working with searched emails

This section describes the tasks that a user can perform with the searched emails.

Applying labels to emails

To help organize your work you can apply labels to the emails. Labels are applied to emails

typically to mark them as exempt from the review process.

To apply a label to emails

1. On the Investigations tab, create a new search or select the searches from the On-going
searches or Standard searches node.

2. Perform advanced search or query search to get the expected items. See Performing
Advanced Search and Query Search.

The application displays result.

1. On the Emails tab, select the check box for one or more emails to which you want to apply
labels.

2. On the action menu, click Label.

3. In the Add/IRemove Labels dialog box, select the labels you want to apply to the emails.

You can clear the labels if these are not required anymore. In case you have selected multiple

emails, the Add/Remove Labels dialog box shows applied level status as follows:

» The check box that is not selected yet means this label is not at all applied to the selected

emails.

» The check box with the dash mark means the label is applied to some of the selected emails,

but not applied to all the selected emails.

» The check box with the tick mark means the label is applied to all the selected emails.
1. Select the required labels, and click Apply Changes.

After you apply labels to the emails, these labeled emails are available under the respective labels

under the Labels node.

1. To ensure if the label is applied to the email, select the email to view its details in the right

pane, and expand Labels.

You can click any label in the Labels popup to navigate to the respective label under

theLabels node. See the sample image below
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Applying tags, legal hold tags and retention tags to emails

You can apply tags, legal hold tags and retention tags to the searched emails.
To apply tags, legal hold tags and retention tags to emails
1. On the Investigations tab, navigate to any of the following locations, as required:

* Managed Accounts>New Search.
* Managed Accounts>On-going Searches.

* Managed Accounts>Standard Searches.
2. Create a new search or select the existing search in which you want to tag the items.
The application displays the searched items in the right pane.

1. Set the filter options and click Apply to view the filtered items.

2. In the right pane, on the Emails tab, select one or more emails to which you want to apply tags.

Note: Before you apply tags to the items, you can view the previously applied tags of the
items in the preview pane. However, you need to select only one item at a time to view
the tags. In the following sample image, you can see the previously applied tags and

retention tags to the email in theEmailstab.

3. On the action menu, click Tag , and do any of the following as required.

e To tag all the items in the search, click Tag all emails.
» To tag all the items in the current page, click Tag current page.

» To tag only the selected items, click Tag selected emails.

4. In the Add Tag dialog box, specify the following:

TAG NAME ENTER A NEW UNIQUE TAG NAME.
Comments Provide a comment or a description for the
tag name.
Legal Hold Select this check box if you want to apply the

legal hold on the emails.
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TAG NAME ENTER A NEW UNIQUE TAG NAME.

Select retention Tag Instead of applying a new tag, you can apply
the retention tags that are created in Arctera
Unified Platform. To access and apply those
retention tags, select this option, and choose
the tags you want to apply.

After you select this option, the application
disables the Tag Name field.

5. Click Tag.

After you apply tags to the emails, these tagged emails are available under the respective tags

under the Tags node.

Note

» The default limit for applying tags and legal hold in a search result is 2000000 items, including
emails, collaboration messages, and files. For any technical support, contact Arctera Support

via your system administrator.

» The application displays a notification indicating that tagging is in progress and may take some

time to complete.
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Deleting emails permanently

Administrators can use the Delete option to permanently delete emails from users. In
Personal.cloud and Mobile Web Access, administrators or users cannot search the emails that

have been deleted.

Note: For information on how to enablePrivilege Deleteto company level, seeConfiguring

archive optionsin theManagement Console Help. For information on how to enablePrivilege
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Deleteto administrators, seeEditing the built-in administrator rolesin theManagement Console

Help.

To delete emails

1. Under Managed Accounts, navigate to** New search** , and then conduct a search.
2. If required, select the check box for one or more emails.

3. Click the Delete icon, and then select an option to specify which emails to delete.

Note: A maximum of 300 emails can be deleted in a single transaction. The Permanently
delete emails dialog box appears informing that once emails are deleted, they cannot be
recovered or accessed and that this is permanent and irreversible action. It may take up

to 60 minutes for deleted emails to stop appearing in the end-user search results.

4. Click Yes.
The confirmation dialog box appears informing that action has been executed successfully.

1. To check the status of the deleted emails, navigate to Deleted items underManaged

Accounts , and review the list of emails.

Note: A list shows the deleted emails in chronological order from most recent to older.

You can sort by email Date or Date Added (default).

The status of the deleted email can be:

e Deleted \- the email has been deleted.
e Queued \- the email is queued to be deleted.

* On Legal Hold \- the email is on legal hold status, and it cannot be deleted.

The email on legal hold has Legal hold tag, Legal hold search, or Legal hold Custodian in a Case
applied. To delete an email marked on legal hold, first, remove any applicable legal hold that has

been previously applied .

Exporting a search summary report for emails

To export a search summary report for emails
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1. On the Investigation tab, select the search for which you want to export a summary report.

2. Click New Search to create a hew search. Else, expandOn-going Searches orStandard

Searches to select existing search.

3. On the Emails tab, click theMore Actions icon, and clickExport Report.

The application downloads the summary report (.xIsx) of the emails within the search as a zipped

(.zip) folder. A sample report is shown below. The report comprises of two sheets.
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Note: TheSearch Summarysheet displays details such as Search Parameters and
Custodians. TheSearch Resultsheet displays details such as Date Received, From,
Recipients, Subject, and Attachments. The recipient column in this summary report includes
recipients mentioned in the To, CC, and BCC fields. If the list of recipients is longer than
32766 characters, the application truncates the list. The report displays a note that -Recipient
list is truncate to 32,766 characters, To see the complete list of Recipients, please export the
message.In such scenario, to view the complete list of recipients, you need to export the

individual message.

Exporting searched emails

You can export a batch of emails and share it with the concerned authority for the intended use. To
secure the information, you can use the AES-256 encryption while creating a batch of emails for

export. After exporting the batch of emails, you can download and share it with others.

To export a batch of emails
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1. On the Investigations tab, create a new search or select the searches from the On-going

searches or Standard searches node.

2. Perform advanced search or query search to get the expected items. See Performing

Advanced Search and Query Search.
The application displays result.

1. On the Emails tab, select the check box for one or more emails, and clickExport. Do any

of the following:

» Click Export current page export emails that are available on the current page.
¢ Click Export selected emails to export only the selected emails.

¢ Click Export all emails to export all the available emails within the search.

2. In the Export Options dialog box, specify the following:
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MESSAGE FORMAT

SELECT THE APPROPRIATE MESSAGE
FORMAT. BY DEFAULT, THE PST FORMAT
IS SELECTED. THE AVAILABLE MESSAGE

FORMATS ARE\:

- CLEARWELL

- EML

- EML WITH EDRM

- PST WITH EDRM

- MSG WITH EDRM

- FTI-RINGTAIL

- EDRM ONLY

- PST

- ORIGINALEDRM IF YOU SELECT THIS
OPTION, THE EXPORTED FILE INCLUDES
EMAILS IN BOTH MSG AND EML
FORMATS, ALLOWING YOU TO WORK
WITH THE EMAILS IN THE FORMAT THAT
BEST SUITS YOUR NEEDS. BESIDES THIS,
THE EXPORTED FILE INCLUDES
ADDITIONAL FILES, NAMELY -
EDRMXML.XML AND HTMLREPORT.HTML
IN THEIR ORIGINAL FORMATS. THESE
FILES FACILITATES A SMOOTH TRANSFER
OF ELECTRONICALLY STORED
INFORMATION (ESI) BETWEEN DIFFERENT
SOFTWARE PROGRAMS DURING THE
ELECTRONIC DISCOVERY PROCESS.

- ORIGINAL IF YOU SELECT THIS OPTION,
THE EXPORTED FILE INCLUDES EMAILS
IN BOTH MSG AND EML FORMATS,
ALLOWING YOU TO WORK WITH THE
EMAILS IN THE FORMAT THAT BEST
SUITS YOUR NEEDS.

NOTE:
THEORIGINALEDRMANDORIGINALMESSAGE
FORMATS ARE AVAILABLE TO THE USERS

THAT ARE LISTED IN
THECONFIGURATION_OVERRIDENTABLE
IN THE ARCTERA UNIFIED PLATFORM
DATABASE. IF YOU WANT TO AVAIL
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3. Click Export.

Note: The exported batch can either gets downloaded as a single or multiple file

segments.

Advanced eDiscovery - Google Chromes = O s

@ discovery.gaarchivecloud.net/export-statusTexportBatchiD=... &,

“four requisst i baing processen.
Please keep this window open ta 5ee progross updabes.

You can ateays view the expor slaus in "Exports”,

Thi export has bean complalad. Please cick hare i dewnlosd the file.
4. Click Click here to download the exported batch of emails.
The

1. To confirm the status of batch export, on the Investigations tab, selectExports.

Hiding and unhiding emails

Administrators can use the Hide Me and the Unhide Me options to hide and unhide emails from
users respectively. In Personal.cloud and Mobile Web Access, administrators cannot search the
emails with the hidden state. However, in Arctera eDiscovery, administrators can search and view

these hidden emails.
To hide emails

1. Under Managed Accounts, conduct a** New search**.

2. Perform advanced search or query search to get the expected items. See Performing

Advanced Search and Query Search.
3. Select the emails that you want to hide.
4. Click Hide/lUnhide me , and select an option to specify which emails to hide or unhide.
5. Select the option to Hide selected emails orHide email in current page.

The confirmation dialog box appears informing that action has been executed successfully, refresh

search to see the output of this action.
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Note: A maximum of 300 emails can be hidden in a single transaction. The Hide emails
dialog box appears informing that the emails are hidden, and cannot be browsed by end-
users. It may take up to 60 minutes to hide the emails from appearing in the end-user search

results.

1. Click Yes.
2. Execute the same search again.

The hidden emails are marked with a gray background, and the Hide icon appears in the last

column.
To unhide emails

1. Under Monitored Accounts, conduct a** New search**,

2. Perform advanced search or query search to get the expected items. See Performing

Advanced Search and Query Search.
3. Select the emails that you want to unhide.
4. Click the Hide/Unhide me icon, and select the emails that are hidden previously.
5. Select the option to Unhide selected emails orUnhide email in current page.

The confirmation dialog box appears informing that action has been executed successfully, refresh

search to see the output of this action.

Note: A maximum of 300 emails can be unhidden in a single transaction. The Unhide emails
dialog box appears informing that the emails are unhidden, and cannot be browsed by end-
users. It may take up to 60 minutes to unhide the emails from appearing in the end-user

search results.

1. Click Yes.

2. Execute the same search again.

The unhidden emails are no longer marked with a gray background, and the Hide me icon

disappears from the last column.

Reassigning emails

To understand email reassigning, See About Mail Reassignment.
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Working with searched files

In Arctera eDiscovery, you can collect the data from OneDrive for Business and Audio-Video
archive collectors. To view and review the files, you can access the Files tab after creating a

search. This tab is visible only if -
» The OneDrive for Business service is enabled and the OneDrive for Business collector is
configured.

» The Audio-Video service is enabled and the Audio-Video collector is configured.

Applying labels to files

To help organize your work you can apply labels to the files. Labels are applied to files typically to

mark them as exempt from the review process.

To apply a label to files

1. On the Investigations tab, create a new search or select the searches from the On-going
searches or Standard searches node.

2. Perform advanced search or query search to get the expected items. See Performing
Advanced Search and Query Search.

The application displays result.

1. On the Files tab, select the check box for one or more files to which you want to apply labels.
2. On the action menu, click Label.
3. Inthe Add/Remove Labels dialog box, select the labels you want to apply to the files.
You can clear the labels if these are not required anymore. In case you have selected multiple files,
the Add/Remove Labels dialog box shows applied level status as follows:

» The check box that is not selected yet means this label is not at all applied to the selected files.

» The check box with the dash mark means the label is applied to some of the selected files, but

not applied to all the selected files.

» The check box with the tick mark means the label is applied to all the selected files.
1. Select the required labels, and click Apply Changes.

After you apply labels to the files, these labeled files are available under the respective labels

under the Labels node.
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1. To ensure if the label is applied to the files, select the file to view its details in the right pane,

and expand Labels.
You can click any label in the Labels popup to navigate to the respective label under

theLabels node.

Applying tags, legal hold tags and retention tags to files

To apply tags, legal hold tags and retention tags to files
1. On the Investigations tab, navigate to any of the following locations, as required:

* Managed Accounts>New Search.
* Managed Accounts>On-going Searches.

* Managed Accounts>Standard Searches.
2. Create a new search or select the existing search in which you want to tag the files.
The application displays the searched items in the right pane.

1. Set the filter options and click Apply to view the filtered files.

2. In the right pane, on the Files tab, select one or more files to which you want to apply tags.

Note: Before you apply tags to the files, you can view the previously applied tags of the
files in the preview pane. However, you need to select only one file at a time to view the
tags. In the following sample image, you can see the previously applied tags and

retention tags to the file in theFilestab.

3. On the action menu, click Tag , and do any of the following as required.

 To tag all the files in the search, click Tag all files.

» To tag only the selected items, click Tag selected files.

4. In the Add Tag dialog box, Specify the following:

TAG NAME ENTER A NEW UNIQUE TAG NAME.

Comments Provide a comment or a description for the
tag name.
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TAG NAME ENTER A NEW UNIQUE TAG NAME.

Legal Hold Select this check box if you want to apply the
legal hold on the files.

Select retention Tag Instead of applying a new tag, you can apply
the retention tags that are created in Arctera
Unified Platform. To access and apply those
retention tags, select this option, and choose
the tags you want to apply.

After you select this option, the application
disables the Tag Name field.

5. Click Tag.

After you apply tags to the files, these tagged files are available under the respective tags under

the Tags node.

Note

e The default limit for applying tags and legal hold in a search result is 2000000 items, including
emails, collaboration messages, and files. For any technical support, contact Arctera Support

via your system administrator.

» The application displays a natification indicating that tagging is in progress and may take some

time to complete.

Exporting a search summary report for files

To export a search summary report for files

1. On the Investigation tab, select the search for which you want to export a summary report.

2. Click New Search to create a new search. Else, expandOn-going Searches orStandard

Searches to select existing search.

3. On the Files tab, and clickExport Report.

The application downloads the summary report (.xlsx) of the files within the search as a zipped

(.zip) folder. The report comprises of two sheets.

The Search Summary sheet displays details such as Search Parameters and Custodians.

222



ARCTERA™ EDISCOVERY

The Search Result sheet displays details such as Date Received, list of people involved, and

Attachments.

Exporting searched files

You can export a batch of files and share it with the concerned authority for the intended use. To
secure the information, you can use the AES-256 encryption while creating a batch of files for

export. After exporting the batch of files, you can download and share it with others.
To export a batch of files

1. On the Investigations tab, create a new search or select the searches from the On-going
searches or Standard searches node.

2. Perform advanced search or query search to get the expected items. See Performing
Advanced Search and Query Search.

The application displays result.

1. Onthe Files tab, select the check box for one or more files, and clickExport. Do any of the
following:
» Click Export selected files to export only the selected files.

 Click Export all files to export all the available files within the search.

2. In the Export Options dialog box, specify the following:

MESSAGE FORMAT SELECT THE APPROPRIATE MESSAGE
FORMAT FOR BATCH EXPORT. OPTIONS
INCLUDE\:

- JSON NOTE: THIS FORMAT IS SELECTED
BY DEFAULT. WHEN YOU SELECT JSON
FORMAT FOR EXPORT, FILES ARE
DOWNLOADED IN THEIR ORIGINAL FORM,
AND NOT AS JSON.

- EDRM ONLY

Enable AES-256 Encryption Select this check-box if you want to secure
the access of the downloaded export batch.
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MESSAGE FORMAT SELECT THE APPROPRIATE MESSAGE
FORMAT FOR BATCH EXPORT. OPTIONS
INCLUDE\:

- JSON NOTE: THIS FORMAT IS SELECTED
BY DEFAULT. WHEN YOU SELECT JSON
FORMAT FOR EXPORT, FILES ARE
DOWNLOADED IN THEIR ORIGINAL FORM,
AND NOT AS JSON.

- EDRM ONLY

Export Name Provide the name for the batch you want to
export. By default, it takes the Search Name.
You can change it if required.

Export Password Enter the password that you want end user
to provide when they access this exported
batch of files.

Confirm Password Repeat the same password for confirmation.

Generate Azure SAS URL Note: Users can see this button only if
theExport to Azure private storage
locationfeature in the Arctera Management
Console is enabled for them. Users can
export items to their private Azure Blob
storage location.

Click Generate Azure SAS URL to get the
Azure Blob SAS URL to access the location
and save it for future use.

For security reasons, the application does
not show this URL the next time. However, if
the SAS URL is misplaced for any reason,
click Generate Azure SAS URL again to
generate a new SAS URL and save it
securely.

After you click Export on the Export Options
dialog box, all the selected items are
exported to the Azure private storage
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MESSAGE FORMAT SELECT THE APPROPRIATE MESSAGE
FORMAT FOR BATCH EXPORT. OPTIONS
INCLUDE\:

- JSON NOTE: THIS FORMAT IS SELECTED
BY DEFAULT. WHEN YOU SELECT JSON
FORMAT FOR EXPORT, FILES ARE
DOWNLOADED IN THEIR ORIGINAL FORM,
AND NOT AS JSON.

- EDRM ONLY

location. You can use Microsoft Storage
Explorer to access the exported items.

Share Export Click Select Admin to choose the recipients
of this batch export and click Update .

Note: You need to manually share the Export
Password with the administrators and follow
all the security specific rules of the
organization.

3. Click Export.

Note: The exported batch can either gets downloaded as a single or multiple file

segments.

Mdvanced eDiscovery - Googls Chroms - O o

& discovery.ga.archivecloud net/export-statusFexportBatchiD=.. &

“Your requist i baing processen.
Please keep this window open ta see progress updabes.

¥ou can atways view the expor slaus in "Exports”,

The export has besn complalad. Pleasa cick hare i desnload the file.

4. Click Click here to download the exported batch of files.

5. To confirm the status of batch export, on the Investigations tab, selectExports. The

application displays status of performed exports.
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Working with Audio-Video files

Arctera eDiscovery supports managing the archived audio-video files. The audio-video files can be

collected from the Audio-Video collectors if these services are enabled for you.
The currently supported formats are as follows:

e Video Formats: MP4, MOV, WebM, MPEG-4, and OGG

e Audio Formats: MP3, WAV, OGG, AAC, and WebM

After executing a search, the audio-video files are listed under the Files tab. When you select the

audio-video file, its details are displayed in the File Metadata pane.

The Al Transcription of the audio-video content appears. Unlike other file formats, you cannot

directly view the audio or video files in the native format in the File Metadata pane.
Expand the Labels section to view the labels applied to the file.
To view the audio-video file in its native format

» Search for and select the file, and do any of the following:

o Click the Download icon to save the file on your local computer.

o Click the Native viewer icon available in the top-right corner of theFile Metadata pane.

The selected file opens in a separate window in its native format.
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1\. Native view

This panel displays the audio-video file in its original format.
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2\. Control panel

This panel provides options to rewind, forward, pause, and control audio level of the file. In

addition, it provides options to download, save, and view/hide time stamps.

3\. Keywords

This panel lists the keywords and the exact count of those keywords in the audio-video content.
Click the keyword to navigate to the respective content in the audio-video file and play from that

point onwards.

4\. Al Transcript

This panel displays the Al transcript of the audio-video content. to navigate to the respective

content in the audio-video file and play from that point onwards.

Like other files, you can apply tags and labels to the audio-video files. You can move these files to
production sets and export to the intended user. Only the Al transcripts of these files are exportable
in PDF format. You can apply annotations and redactions to these PDF files for review purposes.

Refer to the sample image of exported Al transcript file.

About Hit Highlighting

Hit highlighting visually marks important terms within the item preview pane to quickly identify
relevant content. These terms include the terms matched by your search criteria as well as terms in

any associated tags.

Highlighting applies to the subject line, message body, attachment names, and the text or HTML
preview of attachments. Search terms are highlighted in orange , while tags are highlighted in

green. You can hover over a highlighted term to identify whether it originated from a query or a tag.

To help you review content efficiently, the preview pane includes a drop-down list showing all
matched terms along with their occurrence counts. You can select All to view every highlighted
term or choose a specific term to focus only on its instances. This targeted highlighting enables
faster review of search results, especially when navigating through large message bodies or

attachments.
To understand hit highlighting precisely, refer to the following scenario.

1. Create a new search or open an existing one by performing one of the following actions:
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» On the Investigation tab, expandManaged Accounts and clickNew Search ; or select an
existing search from previously created searches, ongoing searches, standard searches, or

advanced ECA searches.

« On the eDiscovery tab, clickCases, search for and select a case. The selected case
appears under Cases. Click** New Search** to create a new one, or expand Research Sets

or Review Sets to select an existing search.

2. Use Advanced Search or Query Search to define your criteria for filtering relevant emails,

collaboration content, or files. Click Search.
The filtered items (emails, collaboration messages, and files) in the items grid.

1. From the items grid, click the item you want to review. The selected item opens in the preview

pane on the right.

2. In the preview pane, click the drop-down arrow to view a list of matched terms and the number

of occurrences for each term.

»00 & T u H

Labels W

Undealiverable: RE: Care Capital - income rider Id- €3
All (61) v [[1Ofél <) i

Diagnostic information for administrators:

Generating server: MWHPROZMEB2815. namprd08 prod outlook.com
Receiving server. MWHPROBMB28I15 namprd08 prod outlook.com

loeal-Ifa2010env@advisarmail net

&I2212018 5:50:14 PM - Server at
MWHPROBMB2815 namprd08 prod outlock com returned 550 57 320 Message
expired, certificate validation failed{CertificateExpired)’

&/22/2018 5:50:12 PM - Server at amloma liveoffice com (&4 70.67 89) returned
‘450 4.7.320 Certificate validation failed [Message=CertificateExpired]
[LastAttemptedServerMome=amloma liveoffice com)
[LastAttempled|P=64.70.67 89.25] [CYINAMO2FTOS56.e0p-

nam(2 prod protection.outlook.coml{CertificateExpired)

» Use the previous and next arrows to navigate between term hits in the message body.

Note: Though highlighting applies to the subject line, message body, attachment
name, and the text or HTML preview of attachments, navigation is only available

within the message body content.

» Select All to view all highlighted terms, or select a specific term to highlight only its

occurrences.
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All (61) Noféel €2
Tags (28)
srv. Matched Terms 08 prod.outlook ct
ver 3 prod_outlook cor
outlook(14)
"y
I message(l9)
28l n returned '550 5.
Capabilities

e Supports stop words and special characters

e Handles multi-byte characters

Highlights terms across line breaks

Applies highlighting in Native Viewer

Works with tenants where stop word indexing is enabled

e Supports proximity-based searches

Provides navigation between highlighted terms

Known Limitations

Does not highlight search terms with leading or trailing special characters

Counts/includes stop words in highlights within Native Viewer

e Does not support highlighting in Query Search

Cannot highlight non-visible metadata such as image information or indexed item metadata

About Investigations

From the Arctera eDiscovery Investigations tab, administrators or reviewers can conduct initial,
probative, or Active Directory hoc investigations on the archives of the accounts that they have the
privileges to monitor. For example, you can assess compliance to corporate content or regulatory

policies before deciding whether there is a requirement to create a tracked eDiscovery case.

Typically, an investigation is an internal search. For example, you can assess compliance to
corporate content policies, or respond to a request to find private information on a user. You can

search for data in the items of multiple user accounts all in one place.
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You can search the archives of the accounts that you manage from the Managed Accounts node.
From here you can access, review, and work with the archived items of interest as in the
eDiscovery tab. The difference is that in the Investigations tab the search and the work that you do
with the items is not tracked as part of a case. Also in investigations the review status tags are not

available.

In investigations, permission to view the items of others is solely dependent on the roles and
permissions of your account as configured in Archive Administration. The constraints that are

enforced within a case and a Review Set are not present.

About Managed Accounts

On the Investigations tab, the Managed Accounts node is available to those users with
Administrator or Reviewer role privileges. The accounts to which you are assigned are listed when
you select the Accounts sub-node. You can use the features available from the Managed Accounts
node to conduct initial, probative, or Active Directory hoc investigations, outside of the legal
discovery workflow. When you are ready to conduct searches and reviews on a specific subject,

you can create a case in the eDiscovery tab to track these searches.

Creating archive sets during investigation

To create an archive set during investigation
1. On the Investigations tab, selectManaged Accounts. and do any of the following:

» Select New Search to execute a search.

» Expand On-going Searches orStandard Searches as required, and select the required

saved search.
2. To send all the items of the search to a collection set, click Send to Case.

To send specific items of the search to a collection set, search for and select them, and then click
Send to Case. For Al-enabled cases,Send to Case supports only email items, and any non-email

items (such as files and collaboration messages) are automatically skipped.

1. In the Send to Case - Create Archive Set dialog box, specify the following:
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CASES SEARCH AND SELECT THE CASE IN
WHICH YOU WANT TO CREATE AN
ARCHIVE SET AND DOCUMENTS
ACCORDINGLY.

Archive Set name To create a new Archive Set, select New and
provide a unique name for the archive set
you want to create.

To send the items in the existing Archive Set,
select Existing . The application displays a
list of existing archive sets, then select the
required archive set.

Sending this search result from
Investigations to a Case in eDiscovery
ignores the custodian(s) selected in the Case
setup.

Note: The default limit for sending search results to an archive set is 1000000 items,
including emails, collaboration messages, and files. This limit can be adjusted based on
customer requirements, but customers cannot modify it themselves. They can contact

Arctera Support for assistance.

2. Click Save.
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Managing cases

This section includes the following topics:

» About cases

» About case workflow summary: eDiscovery Administrator
» Creating case review statuses

» Creating cases

» Adding parent tags and their child tags

» Applying tags to the searched items in cases

* Removing tags of the searched items in cases

* Viewing case details

 Editing cases

» About searches in eDiscovery

* About Al-Enabled Cases

About AI-Enabled Cases

Arctera eDiscovery supports Al-powered data mining at the eDiscovery case level to make case
review quicker and more efficient. When a case is created with the Al Feature enabled, the Al
module scans case-level items and documents, looks for useful information, patterns, and signals,

and transforms raw information into actionable intelligence.

Al-powered data mining identifies document details such as main topics, tone (sentiment),
language, and relevance. This helps reviewers identify critical information faster, reduce noise, and

focus on what truly matters.

This Al enablement enables you to do the following:

Creating Al-enabled cases See Creating cases.

Viewing Al feature summary of a case See Viewing Al Feature Summary of cases.

e Viewing Al Status and configuration of cases See Viewing Al status and configuration of cases.

Viewing Al Analytics of cases See Viewing Al Analytics of Cases.
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» Viewing audit log and history of Al enabled cases See Viewing audit log and history of Al

enabled cases.

e Tracking Al Usage via Al wallet statement.

The Management Console administrator can track the Al units usage in Arctera Management

Console.

Viewing AI Analytics of Cases

You can view Al analytics for a case only if the case is Al-enabled.
To view Al analytics of a case

1. In the left navigation pane, select the eDiscovery tab.
2. Search for and select a case. The case-specific nodes appear in the left navigation pane.

3. Select the InsightAl node.
«
Investigations eDiscovery
& Dashboard
& Reviewers
[81 Review Status
® Redaction Reasons
= Cases
~ dlLegal Compliance
[ summary
& Insightal
~ | Case Documents
» @ Review Set

> 4 Production Sat

The Al Insights page opens as shown in the sample image below.
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sfock collapse
o o She  sangmenon

1. Refer to following insights. These insights help users quickly know the key metrics of a selected

case.
Al Insights o
Tonol Ernails Soonned Topécs Manadl ot Datel 1ed Al Ui Coooepysmsd
8,541 20 6767 ~ NaNM
TOTAL EMAILS SCANNED DISPLAYS NUMBER OF EMAILS
PROCESSED BY Al.

Topics mined Displays the cumulative and individual
number of topics identified through reviewer
intervention or by Al.

Noise Detected Displays count and percentage of emails
containing non-informative (noise) content
identified by Al.

Al Units Consumed Displays the Al units used for the analysis.

2. Under Topic Cloud , review the topics.

Topic cloud displays a visual collection of both human-defined topics and Al-extracted topics.

HUMAN-DEFINED TOPICS DISPLAYS TOPICS THAT ARE MANUALLY
CREATED AND MAINTAINED BY USERS OR
ADMINISTRATORS BASED ON
ORGANIZATIONAL NEEDS, COMPLIANCE
CONTEXT, OR INVESTIGATION GOALS.

Al-extracted topics Displays topics that are automatically identified
during Al analytics by analyzing item content.
Currently, Al analytics processes email
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HUMAN-DEFINED TOPICS DISPLAYS TOPICS THAT ARE MANUALLY
CREATED AND MAINTAINED BY USERS OR
ADMINISTRATORS BASED ON
ORGANIZATIONAL NEEDS, COMPLIANCE
CONTEXT, OR INVESTIGATION GOALS.

content, while other content sources such as
collaboration messages and files are skipped.

 Topics are sized and colored to reflect their relevance and frequency within the case data.

e Hover over a topic to quickly view its frequency and percentage of the total topics identified.

Refer to the sample image below.

Al nsights a

Topic Cloud

pubhmf}; concerns
isLridrge sumimary

-

» Double-click a topic to open the detailed view, then hover over an instance to see conversation

details between the sender and recipient.

L4}

Topic View - public safety concerns

User Communication

Convarsafion batwesn olfa_ cutomation, user_ Hevo0lonmicresaft com ond

alta_cutorretion_wisr_ Mbewss Dl anmcrataf! corm

« If required, click the Refresh icon to update the details displayed on the page.
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Note: The page displays theView SummaryandView Emailsbuttons; however, these

options are not functional in this release.

Viewing Al Feature Summary of cases

To view Al Feature summary of a case

1. On the eDiscovery tab, clickCases.

Alist of cases is displayed.

1. Search for and select the case. The case-specific nodes appears in the left navigation pane.
2. Click Summary to open the Case Summary page.

3. Scroll down to the Al Features Summary section.

Refer to the sample image below.

Iesttganons  aliscowery Case Summary

% Doehiboord .
| r——— Cordard Lurcs Al Copoltltay

e ] e H L oL LE
mﬁ Erees B BVt Py ol R e N T L B

Pl tradiml Ly Civlom; b (BT
B Badacion Beoom ol Mavn e i Tperenr st Cvtatibinel

Togmi Morwryy [
W Caws
Topa
= AT A - 00
Hoch dolaprie
[ tasmiveiiy

A Anabyien
a il Cons Donamené

3 A ey G

The details about enabled and disabled content sources, Al capabilities, and the topics used for the
case.

Viewing Al status and configuration of cases

You can verify whether a case is Al-enabled and view its Al configuration without opening the case.

To view Al status and configuration of cases

1. In the left navigation pane, on the eDiscovery tab, selectCases.

A list of available cases appears.
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1. Refer to the Al Features column.

B e p B

« If the Al Feature was enabled during case creation, the case is marked as Enabled in the

column.

« |If the Al Feature was disabled during case creation, the case is marked as Disabled in the

column.

2. To view the detailed Al configuration of an Al-enabled case, click Show info in the row for the

case.

A detailed view opens and displays the following information:

Al Feature status

Selected content sources

Enabled Al capabilities

« Topics configured for the case

Enterprise Email Review

Al pusrodang el rad

Al Features

Status: Enabled

Content Sources
Emails:
Files

Email Attachments

Collab Messages:

Al Capabilities
Moise Detection:
Santimant Analysis:

Language Detection:

Summarization:

Topic Mining
Topics Added

Yos
-]
Mo

et

Yas

Yas

No

Yas

Stock collopse

Investor comnconms
Insider trading
An;n:uunrlrrg |rrq-gulunr|i|:
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Viewing audit log and history of Al enabled cases

To view audit log and history of Al enabled cases
1. In the left navigation pane, on the eDiscovery tab, selectCases.
A list of available cases appears.

1. Search for and select the Al enabled case. The case-specific nodes appear in the left

navigation pane.

2. Select the Case History node.

Cose Hislory [r T ey
hdvarced Seans i Leps Arten Linar s Bators Vaks Altar Viesksn
Scops L= Treed tearch Abdmd TSl Ll b 3. 240408 B _ Ml _ Ol
Al feataren - ¥ Cusdodan Aoded Dubodi. odmen oy B 36 04 0 DL Mamiar_00_upd
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s w Cumodan Acded Cunod i Jon 5 36 040l DL Wit 03
e e SresdSeorch  Added Owmfol. o Jon 5 260404 O3 updated
i P B oo To B Custodon Ackded Cased axdmen b 8 38 0 Ol A _upsiabesd
T e e Soeedteorch  Added Cutfod. s o . 360404
Vo Cumadan Added Coanodl. i, Jan 5. 36 04 04
Soedieach  Added Dwfod  odme Jon . 38040 ey
s Ackied sl Gui b S, 3 B0l a5
Sorend Saorch Aoided Cunliodk i Jon 528 040l OATAR _FOLCERTIST
[SFRT Rabhed CASal M S eG4 0l EATAR_FCRCIRTIAT
Sorend Laorch Acded Cunsodk i Jan 5. 38 040 P3RS OF
Cumtimpoe Sl CoABnl i s9e . 0 C 0 Fl_Utweo o3
Srend Laorch Acded Cuanodh DT jan S 36 04Ol FE_ LD
Euninere L] Cibinl b Jah A a0 00 Fl_ U
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3. Under Advanced Search , do the following:

SCOPE SELECT THE Al FEATURES OPTION.

Action Select All or a specific action. The currently
available actions are\:

- Added Topics

- Changed Al Features Status

- Changed Language Detection Status

- Changed Sentiment Analysis Status

- Changed Noise Detection Status

- Changed Topic Mining Status

- Included Emails as Content Source
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SCOPE SELECT THE Al FEATURES OPTION.
User Specify All or a specific user.
Date From/To Specify the period for which you want to view

the case history.

Before Value/After Value Enter the value.

4. Click Search to view audit log.

5. Click Export Report to download the audit log report.

About searches in eDiscovery

This section helps you understand seaches-specific tasks within the cases.

Applying a search-level legal hold

Accounts with the appropriate permissions can place items from a search on legal hold. Applying a
search-level hold ensures that specific items remain on hold even if a case-level legal hold is

removed.
You can apply a search-level legal hold to Research or Review sets.
To apply a search-level legal hold

1. On the eDiscovery tab, selectCases to view a list of cases.

2. Search for and select the required case from the list of cases.

3. Under the Cases node, in the left pane, acase_name node appears for the selected case.
4. Select the case_name>Research Sets or Review Sets

5. Select the required search under the Research Sets or the Review Sets node or the node.
The search displays its results.

1. In the top-right corner, click Apply Search Legal Hold.

Note

» The default limit for applying search-level legal hold in a search result is 1000000 items,
including emails, collaboration messages, and files. For any technical support, contact Arctera

Support via your system administrator.
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» The application displays a notification indicating that applying search-level legal hold is in
progress and may take some time to complete.

| T — |
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» To remove a legal hold after it has been applied, select the same search, and click Remove
Search Legal Hold. However, if the applying search-level legal hold operation is in progress,

the** Remove Search Legal Hold** option remains disable as shown in the sample image
above.

Assigning review sets to reviewers

Administrators or reviewers with the appropriate permissions can assign the results of a Research
Set for a case to various reviewers to expedite the eDiscovery process.

Note: After assigning a search to reviewers, it cannot be edited.

To assign a Research Set to reviewers

From the Research Sets node of a case, select aSaved Search.

Click Create Review Set. The** Assign Emails for Review** dialog displays a list of the case's
reviewers.

Note: You can create a Review Set only if the total number of items is 1000000 or less. If

your current search result or Archive Set has more than 1000000 items, theCreate
Review Setbutton will be disabled.

3. Select one of the following options to assign items to reviewers.
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NO ASSIGNMENT NO SPECIFIC PERCENTAGE OF ITEMS
ARE ASSIGNED TO ANY SINGLE
REVIEWER. EMAILS THAT ARE REVIEWED
AND TAGGED BY ANY OF THE
REVIEWERS CAN BE EDITED AND
TAGGED BY OTHER REVIEWERS.

Custom assignment You can decide specific percentage of items
to reviewers.

The total allocation percentage must be 100
percent. If the case has only one reviewer,
Arctera eDiscovery automatically assigns all
items to the reviewer.

Assign equally to all reviewers The application equally distributes
percentage of items among reviewers.

Allow shared reviews Select this check box to allow reviewers to
access and review items assigned to other
reviewers.

If you have selected the Custom Assignment
or the Assign equally to all Reviewers option,
you can clear this check box to restrict
reviewers to access and review items
assigned to other reviewers.

If you have selected the No Assignment
option, this check box is selected by default.
You cannot clear it.

4. Click Save.

Arctera eDiscovery automatically moves the search to the Review Sets node.

Generating a search summary report

Any user who has access to the New Searches node, the On-going Searches node, the Standard
Searches node, and the Advanced ECA node on the Investigations tab can generate a printable

report of searches.
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Any user who has access to the New Searches node, the Research Set node, and the Review Set

node on the eDiscovery tab can generate a printable report of searches.

To generate a printable report for searches on the Investigations tab

1. On the Investigations tab, expand the New Searches node, the On-going Searches node, the
Standard Searches node, and the Advanced ECA node as required.

2. Select the search for which you want to export the printable report.

3. On the action menu bar, click the More Options icon, and click Export Report.

The application generates a report with the information about custodians, the parameters, and the

results.
To generate a printable report for searches on the eDiscovery tab

1. On the eDiscovery tab, expand theNew Searches node, theResearch Sets node, or
theReview Sets node.

2. Select the search for which you want to export the printable report.

3. On the action menu bar, click the More Options icon, and click Export Report.

The application generates a report with the information about custodians, the parameters, and the
results.

Modifying saved searches of cases

You can view the results of a saved search of a case. If the saved search is a Research Set, you

can also change its name, create a new search with the same criteria.

Note: You cannot modify Assigned Searches.

To view or update a saved search of a case

1. Onthe eDiscovery tab, selectCases to view a list of cases.

2. Search for and select the required case from the list of cases.

3. Under the Cases node, in the left pane, acase_name node appears for the selected case.
4. Select the case_name>Research Sets or Review Sets

5. Select the required search under the Research Sets or the Review Sets node or the node.

The search displays its results.
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1. To change the name of a Research Set or to clone it, click Update Saved Search in the menu

bar.

Note: You cannot modify Assigned Searches.

2. Update the information in the Saved Search dialog as required. See the following table for

more information:

ENTER SAVED SEARCH NAME PROVIDE A NEW NAME FOR THE SEARCH.

Then select an option for modifying the search as follows:

SAVE AS NEW SELECT TO CREATE A NEW RESEARCH SET
WITH THE NEW NAME.

THE CURRENT SEARCH IS UNAFFECTED.

Update Select to update the existing Research Set
with the new name.

Performing searches within cases
Administrators or reviewers with the appropriate permissions can search the archives that are

associated with a selected case.

A search can then be saved and assigned to the case's reviewers as required.

Note: You can now use an advanced search to find the emails, attachments, collaboration
chats, and files that include a classification tag. The Arctera Classification assigns
classification tags to emails, attachments, collaboration chats, and files that match an
enabled classification policy. The built-in Arctera Classification policies help you to locate any

emails that may infringe your corporate policies or regulations.

To perform a new search of a case

1. On the eDiscovery tab, selectCases to view a list of cases.

2. Search for and select the required case from the list of cases.
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Under the Cases node, in the left pane, a case_name node appears for the selected case.

1. Select the case_name node >New Search.

2. Perform advanced search or query search to get the expected items. See Performing
Advanced Search and Query Search.

3. Click Search.

Note: The results of an Advanced Search include aRelevancecolumn. The length of the

bar in this column represents how closely the item matches the search criteria, relevant to
the other items in the results.

4. Click Save Search.

See Saving searches in Review sets and Research sets.

Saving searches in Review sets and Research sets

If you have the required permissions you can save a search of a case. A search of a case can be
saved as a Research Set or a Review Set.

» A Research Set is not assigned to reviewers. emails and collaboration messages and files

continue to be added to Research Sets until a reviewer is assigned.

* A Review Set is assigned to the reviewers of the case. You can allocate a percentage of the

search results to each reviewer.

» Additionally, you can select No Allocation in case you want to assign zero percentage to all
reviewers. In this case, items are not assigned to any single reviewer. Any reviewer can again

review and tag the items that are reviewed and tagged before. The review tag can be changed
by another reviewer.

To save a search of a case
1. Perform a new search on the case.
See Performing searches within cases.

1. Click Save Search.

2. In the Save Search dialog box, provide the following information:
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ENTER SAVED SEARCH NAME ENTER A NAME FOR THE SAVED SEARCH.

Legal hold Select to place all items in the saved search
on legal hold. ltems that are on legal hold
cannot be deleted from the archive.

Assign Create Review Set Select this check box to assign the search
results to the reviewers of the case.

The Create Research Set dialog displays a
list of reviewers of the case. Select one of
the following options to assign items to
reviewers.

- No assignment : No specific percentage of
items are assigned to any single reviewer.
Items that are reviewed and tagged by any of
the reviewers can be edited and tagged by
other reviewers.

- Custom assignment : You can decide
specific percentage of items to reviewers.
The total allocation percentage must be 100
percent. If the case has only one reviewer,
Arctera eDiscovery automatically assigns all
items to the reviewer.

- Assign equally to all reviewers : The
application equally distributes percentage of
items among reviewers.

- Allow shared reviews : Select this check
box to allow reviewers to access and review
items assigned to other reviewers. If you
have selected the Custom Assignment or the
Assign equally to all Reviewers option, you
can clear this check box to restrict reviewers
to access and review items assigned to other
reviewers. If you have selected the No
Assignment option, this check box is
selected by default. You cannot clear it.
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ENTER SAVED SEARCH NAME ENTER A NAME FOR THE SAVED SEARCH.

Note: If you do not selectCreate Review Set,
the search is saved as a Research Set.
Items continue to be added to a Research
Set until it is assigned to the reviewers and
so becomes an Assigned Search.

3. Click Save to save the search.
* If you selected the Create Review Set check box, the search is saved under theReview
Sets node.

e Otherwise the search is saved under the Research Sets node.

Viewing previously executed but unsaved searches in cases

While working with cases, you may often run a search and retrieve the data, but knowingly or
unknowingly do not save it. In such scenarios, the application logs the search under eDiscovery >
Case Name > Case Documents > Previous Searches node. This allows you to refer to your
previously executed but unsaved searches within cases when needed. You can rerun the same

search and save it for future investigative purposes.
To view previously executed but unsaved searches in a case

1. In the left navigation pane, select eDiscovery> Case Name >Case Documents>Previous

Searches node.

A list of previously executed but unsaved searches within the selected case. Use the page

navigation arrows to access cases displayed on other pages.

1. To view the search-specific details, click Show info in the row corresponding to the search.

2. If needed, select the search and do the following:

* Click Export Report to share with the concerned people.

» Select the Hide Completed check box to list only the active cases.

Note: This checkbox is visible only to users with the necessary permissions. Please

contact your administrator if you require this permission.
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Note: Department Reviewers may encounter certain role-specific limitations. For
details, ; these are known, low-impact issues targeted for resolution in the next

release.

About case workflow summary- eDiscovery Administrator

Table: Process for an eDiscovery Administrator to set up a new case shows the steps that are

required for an eDiscovery Administrator to create and manage a case.

Table: Process for an eDiscovery Administrator to set up a new
case

PHASE ACTION DESCRIPTION
Phase 1 Prepare the reviewers, labels, - Prepare the reviewers. The
review status tags, and System Administrator can
redaction reasons for the assign Arctera Unified
cases. Platform accounts to the

Reviewer and Administrator
roles as required. See About
account roles and Arctera
eDiscovery . Note: Take care
in selecting users for
theReviewerrole, since
reviewers can see other
employees' emails,
messages, and files.

- Prepare the labels. You can
use the default labels or
create customized labels to
suit your company's
processes and requirements.
Labels are applied to items
typically to mark them as
exempt from the review
process. The default labels
are: Spam , Privileged , and
Personal . You can manage
the labels from the
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Phase 2

PHASE

ACTION

In eDiscovery > Cases , add
a new case.
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DESCRIPTION

Investigations > Labels node.
See Creating a label .

- Prepare the review status
tags. You can create review
status tags and choose which
are available when creating
new cases. See Creating
case review statuses .

- Prepare the redaction
reasons. You can create
redaction reasons and
choose which are available
when creating cases. See
Adding redaction reasons .

The steps to add a new case
are\:

- Provide a name,
description, and expiry date.

- Apply legal hold for the
case, if required.

- Select the user accounts
(custodians) on which to
perform the eDiscovery.

- Select one of more
reviewers for the case.

- Select the review status
tags to use with the case.

- Select redaction reasons to
use with the case.

- Use Al feature to create
cases efficiently.
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Phase 3

Phase 4

Phase 5

ACTION

Create a search.

Apply tags and notes to the
search items.

Save the search and assign it
to a reviewer.
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DESCRIPTION

See Creating cases .

Use a search to find the data
of interest. Run the search to
check the results. The results
of assigned searches
determine the items that the
reviewers can process
further. Typically, the
reviewers do not see any
other items than these.

See Performing searches
within cases .

Apply tags to items as
required.

See Applying tags to emails .

See Adding notes to emails .

Assign the required searches
to the reviewers for analysis.
You can divide the search
results between multiple
reviewers.

Apply a search-level legal
hold, if required.

See Saving searches in
Review sets and Research
sets .

See Assigning review sets to

reviewers .

See Applying a search-level
legal hold .
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About cases

In Arctera eDiscovery, an eDiscovery administrator creates a case as a container that contains
emails, collaboration messages, and files related to the case. Administrators and reviewers can
perform a traceable examination on these items. Administrators can view all the cases in Arctera

eDiscovery, whereas reviewers can only view the cases to which they are assigned.

Cases are created and managed in the eDiscovery tab. Al-enabled case creation is also available
to help administrators create cases more efficiently. However, to view and configure Al features
during case creation, Al capabilities must be enabled at the group level. For more details, contact

Arctera Support or your system administrator.

When creating a case, the eDiscovery administrator selects the user accounts (custodians) that the
eDiscovery has to include. Within the case, the eDiscovery administrator can create and save the
searches that find the custodian emails, messages, and files that may be pertinent to the case. The

searches and review actions within a case are traceable.

Note: Cases can never be deleted from Arctera eDiscovery. When a case is completed you

can hide it from the cases list, but you cannot remove it.

Typically a case is set to place a legal hold on all the emails, messages, and files that are
associated with it. The legal hold ensures that these items are retained in Arctera Unified
Platform, regardless of the company's email retention policies. These items remain on a legal
hold until the reviewer or administrator removes the legal hold. Normally, the legal hold is
removed for an item when a reviewer determines that it is not of interest to the case. Legal

hold can also be applied to the results of individual searches.

When you save a search of a case, you can choose to save it as a Review Set, at which point you
assign the search results to the reviewers of that for analysis. Multiple reviewers can interact and
collaborate to review the search results to distribute the review work and expedite the discovery

process. Once a search is saved as a Review Set it cannot be modified.

Adding parent tags and their child tags

Adding case tags to individual cases helps you categorize, organize, and analyze them during the

review process. You can customize new parent and child tags.
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Under the parent tag, you can add a maximum of 10 child tags up to three levels in the hierarchy.
Adding tags with same names under different parent is permitted. However, you cannot save a
new tag with a duplicate name in the same window; you must save other identical tags individually

first.
To add new parent tags and their child tags

1. On the eDiscovery tab, clickCases.
2. Click Add Case.

3. Inthe Add New Case dialog box, underCase Tags , specify the following:

NONE BY DEFAULT, THE NONE OPTION IS
SELECTED DURING CREATING A CASE,
INDICATING NO TAG APPLIED TO THE
CASE.

SELECT THIS OPTION IF YOU DO NOT
WANT TO ADD PARENT AND CHILD TAGS
TO THE CASE.

Custom Select this option to customize new parent
and child tags for the case. Upon selecting
this option, the Customize Case Tags option
appears. Click this option to open the New
Case Tag dialog box.

View While editing the case, click this option to
view the previously applied tags.

This option remains disabled if you are
creating a new case.

4. In the New Case Tag dialog box, specify the following:

TAG NAME ENTER A UNIQUE TAG NAME, LIMITED TO
A MAXIMUM OF 50 CHARACTERS.

Comments Enter a description or comment to the parent
tag to clarify its role.
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TAG NAME

Child Tag Selection Required

Add Child > Tag Name

Add Child > Comments

Children > Comments

5. Click Done.

ENTER A UNIQUE TAG
A MAXIMUM OF 50

NAME, LIMITED TO
CHARACTERS.

Select this check box to enforce including at

least one of its child tags
parent tag to a case.

when applying this

Enter a unique child tag name, limited to a

maximum of 50 characters.

Enter a description or comment to the child

tag to clarify its role.

Displays the child tags (a maximum of 10

child tags) added under t

his parent tag.

Apply this parent tag and its child tags to cases as needed as shown in the sample image below.

See Applying tags to the searched items in cases.
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Note: Before applying tags to the review items, it is essential to understand the following

facts: While creating a parent tag, if you have not selected theChild Tag Selection

Requiredoption, you can apply the parent tag to selected items from cases with or without

selecting its child tag. While creating a parent tag, if you have selected theChild Tag

Selection Requiredoption, you cannot apply that tag to selected items from cases without

selecting at least one child tag. Thelnfoicon appears alongside for easy identification of such

parent tags. If you attempt to apply such parent tags without selecting a child tag,

anErroricon appears next to the parent tag, instructing you to select at least one child tag. If
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you attempt to remove preselected child tags, aCautionicon appears, indicating you cannot
remove them. Therefore, before applying such parent tags, ensure that you have selected at

least one child tag of that parent.

Applying tags to the searched items in cases
To apply tags to the searched items in a case

1. From the eDiscovery tab, select theCases node to display the cases list.

2. Select the required case from the cases list.
Under the Cases node in the left pane, acase _name node appears for the selected case.

1. Click the case_name node to display the case details such as summary, case documents,

research set, review set, and so on.

2. Select Archive Search > New Search to execute a new search, or select case documents,

research set, or other nodes to get the items in the item grid.

3. From the Email,Collaboration, or** Files** tab, select one or more items to which you want to

apply tags, and do any of the following:
 Click Tag from the action bar and select the option as required.

For example, upon selecting items from the Emails tab, you can select any of the following options:

To tag all the items in the search, click Tag all emails.

To tag all the items in the current page, click Tag current page.

» To tag only the selected items, click Tag selected emails.

Select the Apply Tags panel provided in the right side.

The application displays the Apply Tags panel as shown in the sample image below.

ExpandCase Tags/Private Tags and select the multiple relevant tags.

Note: Before applying tags to the review items, it is essential to understand the following
facts: While creating a parent tag, if you have not selected theChild Tag Selection
Requiredoption, you can apply the parent tag to selected items from cases with or without
selecting its child tag. While creating a parent tag, if you have selected theChild Tag
Selection Requiredoption, you cannot apply that tag to selected items from cases without

selecting at least one child tag. Thelnfoicon appears alongside for easy identification of such
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parent tags. If you attempt to apply such parent tags without selecting a child tag,
anErroricon appears next to the parent tag, instructing you to select at least one child tag. If
you attempt to remove preselected child tags, aCautionicon appears, indicating you cannot
remove them. Therefore, before applying such parent tags, ensure that you have selected at

least one child tag of that parent.
1. Click Apply.

Note

» The default limit for applying tags in a search result is 1000000 items, including emails,
collaboration messages, and files. For any technical support, contact Arctera Support via your

system administrator.

» The application displays a notification indicating that tagging is in progress and may take some

time to complete.

Creating case review statuses

The eDiscovery Administrators can customize the case review status tags if required, to reflect
their internal workflow. You can hide or rename the supplied status tags, and you can create new

status tags.
Review status tags cannot be edited or hidden once they are applied to one or more emails.
To create the case review status

1. Onthe eDiscovery tab, selectReview Status.
2. Click Add Row.

3. To customize a new status tag, do the following:

» Provide a unique name and the description for the review status tag.

» Select the Is Active check box for the status tags you want to display when creating a new

case.
* To hide the review status tag, clear the Is Active check boxes for respective statues.

» Select the Is Default column to indicate the tag status as default.

Note: You must specify at least two review status tags as default.
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4. Click Save.

Creating cases

The eDiscovery administrators can create cases and select which custodians to associate with the
case. Once a case is created, all items (emails, collaboration messages, and files) for the case can

be placed on legal hold to ensure that the items are retained.

Al-enabled case creation is also available to help administrators create cases more efficiently.
However, to view and configure Al features during case creation, Al capabilities must be enabled at

the group level. For more details, contact Arctera Support or your system administrator.
To create a case

1. On the eDiscovery tab, clickCases.

2. Click Add Case.
The Add New Case dialog box appears.

1. Under Case Status , specify the following details:

CASE STATUS SELECT THE ACTIVE OPTION.
Legal Hold By default, this option is set to OFF.

Switch this field to ON or OFF to toggle the
options whether to apply a case-level legal
hold to case items.

Number of custodians Displays number of custodians associated
with the case.

Number of Items Displays the total count of items associated
with the custodians selected for the case.

Note: Items collected during the
investigation may include items associated
with custodians who are not part of the case.
Thus, if not all custodians associated with
the case are selected, the item count may
differ.

Expiration Date Displays case expiration date.
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CASE STATUS SELECT THE ACTIVE OPTION.
Number of Items on Legal Hold Displays number of items in a case that are
on legal hold.

2. Under Case Details , specify the following details:

APPLY LEGAL HOLD CLICK YES TO TOGGLE THE OPTION
BETWEEN YES AND NO. THE YES OPTION
APPLIES A CASE-LEVEL LEGAL HOLD TO

ITEMS, AND IS THE DEFAULT VALUE.

NOTE: THIS OPTION KEEPS ALL ITEMS
FOR THE CASE ON LEGAL HOLD UNTIL
THE ADMINISTRATOR REMOVES THE

LEGAL HOLD.
Name Enter a unique name for the case.
Description Optionally enter a description for the case.
Expiration date Select Never Expires , or enter an expiration

date for the case.

After the expiration date a case's status
changes to inactive. An inactive case
becomes read-only for reviewers, but all its
associated data and any hold remains intact.
The eDiscovery administrator can revert an
inactive case back to active status.

Filing date Specify the case filing date.

Case Type Specify the type of case.

Department Provide the department details.

Matter Number Provide the matter number.

Court/Docket Provide the court and docket number.
Additional Staff Members Provide the additional staff member names

involved in the case.
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APPLY LEGAL HOLD CLICK YES TO TOGGLE THE OPTION
BETWEEN YES AND NO. THE YES OPTION
APPLIES A CASE-LEVEL LEGAL HOLD TO

ITEMS, AND IS THE DEFAULT VALUE.

NOTE: THIS OPTION KEEPS ALL ITEMS
FOR THE CASE ON LEGAL HOLD UNTIL
THE ADMINISTRATOR REMOVES THE
LEGAL HOLD.

Case Notes Provide a note for a case, if required.

3. Under Custodians for Case , do one of the following:

» Select All Custodians to include all the archive accounts as accounts that may be

searched for this case.

Note: If underCase Status, theLegal Holdoption is set toON, and underCustodians for
Case, you select theAll Custodiansoption, the application displays the following

message:

This alert message recommends you to select specific custodians instead of all custodians to avoid
performance issues. However, if you are sure about selecting the All Custodians option,

clickYes. Else, click** No and select the Select Custodians** option.
When you select the All Custodians option, theAdd Custodians option remains disabled.

» Select Select Custodians to choose the archive accounts that you want to include for
search. TheAdd Custodians option gets enabled. ClickAdd Custodians and select the

required custodians, then clickSave. The** Add/Remove Custodians** dialog box appears.

o (Optional) Select Search Between Custodians at the bottom of the pop-up to retrieve
emails exchanged exclusively among the selected custodians. For details, See Searching

emails exchanged among specific custodians.

o Expand the Manage Custodians to search and select the available custodians across

the pages and clickUpdate.

- Expand the Selected Custodians to view your selection. To remove the selected

custodian, click theDelete icon beside it and then clickUpdate.

1. Under Reviewers for Case, click** Add Reviewers** and do the following as required:
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¢ On the **Account(s)**tab, select one or more individual reviewers for the case, and then click

Save.
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¢ On the **Active Directory Group(s)**tab, select one or more Active Directory groups for the
case. To view group members, click Download next to the group name and review the
downloaded file, which displays names of direct members of the corresponding Active Directory

group. Then click Save.

Add Reviewers x
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The assigned Accounts and Active Directory groups are displayed on the case details page as

shown in the sample image below.
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Test case-Demol
Select reviewers for case o
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Note :

» When you add one or more Active Directory group reviewers to a case, the application displays
a notification indicating that the selected reviewers do not have access to Arctera eDiscovery.
However, after you save the case, the notification is cleared and Arctera eDiscovery access is

automatically enabled for the members of such groups when they log in to Arctera eDiscovery.

e The assigned Active Directory Groups appear as reviewers at the following spaces on the

eDiscovery tab:

o Select the Reviewers node and search for newly added Active Directory group(s).

o Select the case > Case Documents>Create Review Set. The system lists case-specific

reviewers, where you are required to assign a review share percentage to each reviewer.

o Select the case > Case History.

1. Under Customizations , select the review statuses that need be available to the reviewers

when they review each message.
Under Set Review Status to , do any of the following:

» Select Default and clickView to use the default list of review statuses in their default order.

e Select Custom and clickChoose Review Status Tags to choose which review statuses are to

be used with this case.

1. Under Redaction Reasons , select the redaction reasons that need to be available to the

reviewers when they review each message.
Under Set Redaction Reasons to , do any of the following:

e Select Default and clickView to preview the by default selected redaction reasons.
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e Select Custom and clickChoose Redaction Reasons Status to choose the redaction

reasons to be used with this case. Then, clickView to preview the selected redaction reasons.
1. Under Case Tags , add parent tags and their child tags.
Before you add parent tags and their child tags, See Adding parent tags and their child tags.
By default, it is set to None.
Select Custom>Customize Case Tags to add a case-specific tags.

Click New Case Tag to create a hew parent tag. Provide a unique tag name and comments for this

parent tag.

If required, add child tags, and click Done.

Note: Under the parent tag, you can add a maximum of 10 child tags up to three levels in the
hierarchy. Adding tags with same names under different parent is permitted. However, you
cannot save a new tag with a duplicate name in the same window; you must save other
identical tags individually first. TheNew Case Tagfunctionality lets you create multiple tags

simultaneously. While applying tags to the searched items, you can select multiple tags.

1. Under Al Features , do the following:

Al Features
Stotur: @i} Erabled O

*Some of the settings can only be configured ot organization kevel

Choode Content Sources

Choose Al Copabilities

Suggested Topacs

Sheck collapse IrreRsion concemms

Note: TheAl Featuressection appears on theAdd New Casepage only when Al
capabilities are enabled at the group level. To enable this option, contact your system

administrator or Arctera Support.
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STATUS USE THIS SWITCH TO ENABLE OR
DISABLE AI-ENABLED CASE
CREATION. BY DEFAULT, THIS OPTION
IS SET TO OFF.

SWITCH THIS FIELD TO ON TO ENABLE
AI-ENABLED CASE CREATION, OR TO

OFF TO DISABLE THE FEATURE.

Choose Content Sources Emails is selected by default as the
content source for Al-enabled case
creation.

Other content sources, such as Email
Attachments, Files, and Collaboration
Messages, are not included in Al-enabled
case creation at this time.

Choose Al Capabilities The following capabilities are enabled by
default\:

- Noise Detection

- Sentiment Analysis
- Language Detection
- Topic Mining

Topics Enter a topic and press ENTER.
Alternatively, select one or more topics
from the Suggested Topics list.

2. Click Save Case to create the case with your selected options.

Editing cases

Administrators and reviewers with the appropriate permissions can edit the cases to which they are

assigned, and for which they have been granted edit permission.
To edit a case

1. From the eDiscovery tab, select theCases node to display the cases list in the main pane.
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2. Select the required case from the cases list.
Under the Cases node in the left pane acase_name node appears for the selected case.

1. In the left navigation pane, click the case_name node to display the case details pane.

2. Edit the case details as required. Review the following table for more information.

Note: If you do not have edit permissions, the settings are not changeable.

CASE STATUS YOU CAN EDIT THE CASE-LEVEL
LEGAL HOLD STATUS.

YOU CAN ALSO SET THE CASE STATUS
TO INACTIVE OR COMPLETED .
SETTING THE STATUS TO INACTIVE
DISABLES ALL FUNCTIONALITY FOR
WORKING WITH THE CASE.

Case Details You can edit the case name, description,
case filing date, case expiration date,
case type, department, matter number,
docket number, and notes. You can add
additional staff members to the case.

Custodians for Case You can add or remove the custodian
archives to monitor for the case.

Reviewers for Case You can add or remove reviewers or edit
reviewer permissions for the case.

Reassign Items You can reassign items from one reviewer
to another reviewer.

Customizations You can change the Review Status
available for the case.

Redaction Reasons You can change the redaction reasons
available for the reviewers of the case.
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Note: ClickRefreshto update the number of items that are included in the selected case

and the number of items on legal hold.
3. Click Save after you finish editing the case details.

Removing tags of the searched items in cases

To remove tags of the searched items in a case

1. From the eDiscovery tab, select theCases node to display the cases list.

2. Select the required case from the cases list.
Under the Cases node in the left pane, acase _name node appears for the selected case.

1. Click the case_name node to display the case details such as summary, case documents,

research set, review set, and so on.

2. Execute a new search or select case documents, research set, or other nodes to get the items

in the item grid.
3. Select one or more items of which you want to remove tags.

4. Click Tag from the action bar and selectRemove from Tag.

The Remove Tags panel appears.

1. Select the parent and child tags that you want to remove, and click Remove.
Note: If theChild Tag Selection Requiredoption is selected for a parent tag, thelnfoicon
appears alongside for easy identification. The application does not allow you to remove

the child tags. If necessary, you can remove the entire parent tag. To understand the facts

about such parent tags, SeeApplying tags to the searched items in cases.

Viewing case details

To view the details of a case

1. Onthe eDiscovery tab, select theCases node to display a list of cases.

If you are a reviewer, Arctera eDiscovery lists only those cases to which you have been assigned.
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1. If you have the required permissions the Hide Completed check box is available above the

case list. To list only the active cases, select the check box.

2. To view the details of a case, select a case from the Case List. A summary of the reviewers and

custodians for the case appears below the list.

Under the Cases node in the left pane acase _name node appears for the selected case. This
node contains a number of sub-nodes that provide details of the case as follows. The available

options depend on your permissions:

e case_name: Click this node to display the Edit Case pane. If you have the required

permissions you can edit the details of the case in this pane.
See Editing cases.

* Summary : Click this node to view a Case Information Summary table. It provides a summary

about case description, custodian information, reviewer information, and Al Features summary

» Al Analytics: Upon selecting the Al-enabled case, select** Al Analytics** in the left navigation
pane. The Al Analytics dashboard displays case-specific Al insights (key metrics and topics) to
help users quickly know the selected case. For more information, See About Al-Enabled

Cases.

e Case Documents : Click this node to view Collection Sets and Archive Sets created for the

corresponding case. You can easily differentiate these sets as the icons are different for them.

o Collection Set: When you collect the items from Targeted Collectors, the document set is

called an** Collection Set**,

> Archive Set: When you collect the items from Archives, the document set is called an**

Archive Set**.
o All Documents : When you want to see documents from collection sets and archive sets of

a case, click this node.

* New Search : From this node you can perform new searches. or run any saved searches that

are related to the case.
See Performing searches within cases.

* Research Set : A Research Set is a collection of searches saved in a particular case. These
searches are not assigned to reviewers. Emails continue to be added to Research Sets until a
reviewer is assigned. Click this node to view the case-specific searches saved for preliminary

research.
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* Review Set : A Review Set is collection of searches saved for a particular case. Searches are
assigned to the reviewers of the case. You can allocate a percentage of the search results to

each reviewer. Click this node to view the case-specific searches saved for review.
e Tags : Click this node to view all of the tag assignments for the case.
e Production Sets : Click this node to view all the production sets created within a case.
e Exports : Click this node to view the exports-specific details of the selected case.

e Case History : Click this node to view a table of actions that were performed on this case.
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Managing case documents

This section includes the following topics:

» Understanding document sets in cases
» Moving case documents to production sets

» Understanding Archive Search

Understanding Archive Search

This section explains what archive search is and how you can create a Research Set and Archive
Set.

About Archive Searches

During case management, the Archive Search feature lets you:
» Create new searches

You can use Advanced Search and Query Search to refine the data collected by archive collectors,

and then save the search for further research.
» View previous unsaved searches

You can access previously executed but unsaved searches.
e Save searches under Research Set for further research

Upon saving the search, it appears under Research Set. You can update or delete these saved
searches anytime as needed. If you are satisfied with the searched data and want to move this

data to any case, create a new Archive Set. This archive set appears under Case Documents.
Next steps

The Archive Sets can be updated or deleted from the Case Documents as needed. From the
Archive Set, a new Review Set can be created and assigned to corresponding reviewers to

expedite the discovery process or can be moved to the Production Set.

Creating research sets and archive sets
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Note: You may encounter certain minor limitation. For details, ; these are known, low-impact

issues targeted for resolution in the next release.

To create research set and archive set

1. Onthe eDiscovery tab, select a case you want to work on from the list of cases.

2. In the left navigation pane, select Archive Search and perform any of the following as
required.

e Select New Search and do the following:

o Use Advanced Search and Query Search to refine the data collected by archive
collectors.

o If you are satisfied with the resulted data and want to save it, click Save Search. The**
Save Search** dialog box appears.

save Search x

Enter Saved Search Name

*owed Zsorch Nome connot be oty

[ Legal Hald
[ create Review Sei

Provide the following details and click Save.

e Enter a unique search name.
* To apply a legal hold to this search, select the Legal Hold check box.

¢ To create a review set of the searched items, select the Create Review Set check box.

Note: You can create a Review Set only if the total number of items is 1000000 or less. If

your current search result or Archive Set has more than 1000000 items, theCreate
Review Setcheck box will be disabled.

¢ To save the search as Research Set, do not select the** Create Review Set** check box.

« If you are confident that the data can be moved directly to the case without saving it as

Research Set, click Create Archive Set. In the Create Archive Set dialog box, specify the
following fields, and click** Save**.

267



ARCTERA™ EDISCOVERY

CASES SEARCH AND SELECT THE CASE IN
WHICH YOU WANT TO CREATE AN
ARCHIVE SET AND DOCUMENTS
ACCORDINGLY.

Archive Set name To create a new Archive Set, select New and
provide a unique name for the archive set
you want to create.

To send the items in the existing Archive Set,
select Existing . The application displays a
list of existing archive sets, then select the
required archive set.

Sending this search result from
Investigations to a Case in eDiscovery
ignores the custodian(s) selected in the Case
setup.

Note: The default limit for sending search results to an archive set is 1000000 items,

including emails, collaboration messages, and files.

Upon saving, it appears under the Case Documents node.

e Select Previous Searches to access previously executed but unsaved searches.

o

Identify the search you want to run again and click Rerun Search in the Action column of

the corresponding row to retrieve the search result.
o Use Advanced Search and Query Search to refine the data collected by archive collectors.

o |f you are satisfied with the searched data and want to save it, click Save Search. Upon

saving the search, it appears under** Research Set**.

o If you are confident that the data can be moved directly to the case without saving it as

Research Set, click Create Archive Set.

> In the Create Archive Set dialog box, specify the fields mentioned in the table above, and

click Save.
Upon saving, it appears under the Case Documents node.

» Expand Research Set and select a required research set for further action.

268



ARCTERA™ EDISCOVERY

Note: If the research set contains 1000000 or more items, theCreate Review Setbutton

remains disabled.

o If you are confident that the data can be moved to the case, click Create Archive Set.

> In the Create Archive Set dialog box, specify the fields mentioned in the table above, and

click Save.

Upon saving, it appears under the Case Documents node.

Moving case documents to production sets

You can move emails, collaboration messages, and files from the case documents to the unlocked
production sets only, and not to the locked production sets. You need to unlock the production sets

before moving these items to the locked production sets.
To move case documents to production sets

1. On the eDiscovery tab, clickCases.

2. Search for and select the case in which you want to search emails.
The selected Case_Name node appears below Cases.

1. Click Case Documents and select a set of documents from which you want to move items to

document set.
The available emails, collaboration messages, and files are displayed.

1. To further filter the items from the case document set, use the Advanced Search or theQuery

Search tabs.

If you are performing the Advanced Search in Case Documents node, a new filter attribute -
Custodians\- is available along with other attributes under the** Filter** facet. This filter attribute is

available only for the Case Documents node.

Note: TheCustodiansfilter attribute is not available in theAdvanced Searchtab of any other
node. When you expand theCustodiansattribute, the application displays a top few

custodians and aShow moreoption. ClickShow moreto open theSelect Custodiansdialog box.

1. Set the filter criteria to further refine your items search, and click Search.
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The filtered emails, collaboration messages, and files are displayed.
1. To move all the emails, collaboration messages, and files from the result, click Move to
Production Set.
2. To move emails only, on the Emails tab, select the emails you want to include in the
production set. ClickProduction Set , and do any of the following:
* Click Move all emails to include all the emails available in the search.
» Click Move current page to include all the emails displayed on the selected page.
» Click Move selected emails to include all the selected emails from the search.
3. To move collaboration messages, on the Collaboration tab, select the emails you want to
include in the production set. ClickProduction Set , and do any of the following:
» Click Move all messages to include all the collaboration messages available in the search.
» Click Move selected messages to include all the selected collaboration messages from

the search.

4. To move files, on the Files tab, select the files you want to include in the production set.

ClickProduction Set , and do any of the following:

* Click Move all files to include all the files available in the search.

* Click Move selected files to include all the selected files from the search.

5. In the Production Set dialog box, specify the following:

NEW PRODUCTION SET SELECT THIS OPTION IF YOU WANT TO
MOVE THE SELECTED EMAILS IN A NEW
PRODUCTION SET. THIS OPTION IS
SELECTED BY DEFAULT.

IN THE PRODUCTION SET NAME FIELD,
ENTER A UNIQUE NAME FOR THIS
PRODUCTION SET.

IN THE DESCRIPTION FIELD, ENTER A
BRIEF DESCRIPTION OF THE

PRODUCTION SET.

Existing Production Set In the Production Set Name drop-down list,
you can view only the unlocked production
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NEW PRODUCTION SET SELECT THIS OPTION IF YOU WANT TO
MOVE THE SELECTED EMAILS IN A NEW
PRODUCTION SET. THIS OPTION IS
SELECTED BY DEFAULT.

IN THE PRODUCTION SET NAME FIELD,
ENTER A UNIQUE NAME FOR THIS
PRODUCTION SET.

IN THE DESCRIPTION FIELD, ENTER A
BRIEF DESCRIPTION OF THE
PRODUCTION SET.

sets. You can not move emails to the locked
production set.

In the Production Set Name drop-down list,
select a set to which you want to move (add)
the selected emails.

The description of the selected production
set appears for your reference.

6. Click Submit.

If you have created a new production set, the application displays the Production set created
successfully message. This newly created production set gets listed under **eDiscovery **tab

>Cases> Case Name >Production Set.

If you have moved the items to an existing production set, the application displays the Production

set updated successfully message.

Understanding document sets in cases

For cases, you can collect documents from Targeted Collectors and Archives (new searches,

saved On-going/Standard searches, and saved research sets).

When you collect the items from targeted collections, the document set is called an Collection
Set.When you collect the items from archives, the document set is called an Archive Set. You can
create new Collection and Archive Sets while sending the search results from the Investigation tab
to cases under the eDiscovery tab. These sets are saved and displayed in the eDiscovery tab.

After you select the case, you can view such Collection and Archive Sets under Case Documents.
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Use Advance Search to filter the result. The Query Search is not supported for case documents.

Case Documents support tagging, creating production sets, exporting, and exporting report.

Tagging and exporting by custodians is not supported.
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Managing redaction reasons

This section includes the following topics:

About redaction reasons

» Adding redaction reasons

Editing redaction reasons

Deleting redaction reasons

About redaction reasons

Redaction reasons are the reason codes that lets reviewers justify a reason of redaction in the
document. You can create, edit, and delete redaction reasons. Redaction reasons can be applied
on the documents while adding redactions. Redactions and redaction reasons can be applied to

the document from the Native view of the document.

Adding redaction reasons

To add a redaction reason

1. On the eDiscovery tab, selectReview Status.
2. Click Add Row.

3. In the newly added row, do the following:

 In the Name column, enter a unique reason name in brief.
* In the Description column, describe the reason in detail.

+ Select the Active column to keep this reason available in the system.
Clear the check box if you want to deactivate this reason.

1. Click Save.

Deleting redaction reasons

You cannot delete a redaction reason if that reason is applied to any of the redactions marked in

any of the documents. The reasons that are not applied to any redaction can be deleted any time.
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To delete a redaction reason

1.

2.

3.

On the eDiscovery tab, selectReview Status.
Search for and select the reason that you want to delete.

Click Delete Row.

Editing redaction reasons

You cannot edit a redaction reason if that reason is applied to any of the redactions marked in any

of the documents. Such redaction reasons remain disabled for editing. The reasons that are not

applied to any redaction can be edited any time.

To edit a redaction reason

1.

2.

3.

On the eDiscovery tab, selectReview Status.
Search for and select the reason that you want to modify.

In the Name column, click the redaction reason name. The field becomes editable. Modify the

reason name in brief, if required.

In the Description column, click the redaction reason name. The field becomes editable.

Modify the reason description, if required.
Select or clear the Active column to keep this reason active or inactive respectively.

Click Save.
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Managing reviews

This section includes the following topics:

» About reviewing cases
* Reviewing emails
» Reviewing collaboration messages

* Reviewing files

Annotating and redacting email and file content in native viewer

Reviewing collaboration messages

The Collaboration tab appears only if the MS Teams service is enabled and the archive collector is
configured for you. You can review all the files that are coming from the MS Teams. While

reviewing the messages, you can perform the following actions:

» Applying tags

* Applying legal hold

» Applying review status

» Exporting collaboration messages
» Exporting search summary report
» Adding notes

* Viewing audit history
Accessing collaboration messages for review
To search Collaboration messages during investigation

1. Onthe eDiscovery tab, clickCases.

2. Search for and select the case in which you want to search Collaboration messages.

The selected Case Name node appears below Cases.

1. Click New Search to create a new search. Else, expandResearch Sets orReview Sets to

select existing search.
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You can access existing saved searches of the selected case from the Review Set andResearch
Set nodes. Alternatively, you can clickNew Search , specify a new criteria in the Advanced Search

or the Query Search option to search for new collaboration messages for review.

After performing a new search or accessing the existing searches from review set and research
sets, the application displays the filtered emails, collaboration messages, and files in the details
pane.

1. Click the Collaboration tab to view the Chat and Channel messages for your review.

2. Select the collaboration message to view its details in the Preview pane.

Note: Arctera eDiscovery does not support previewing certain file types, such as .dll
and .exe and large files (over 30 MB to maintain browser responsiveness). For
compressed files, Arctera eDiscovery supports previewing only the .zip file format and
does not support other formats like .7z, .tar, and so on. If you cannot preview a specific

file type, simply download it and use the appropriate tools to view its content.

Adding notes to collaborative messages

Reviewers can add notes to collaborative messages that are visible to other reviewers of that case.
Notes are case-specific, therefore, a note that is applied to a collaborative messages in one case
does not appear for the same collaborative messages in a different case. Notes can be provided to
collaborative messages that are from the Review Sets only. You cannot provide notes to the

collaborative messages that are from the Research Set.
To add a note to a collaborative message

1. From the eDiscovery tab, select theCases node to display the cases list in the main pane.

2. Select the required case from the cases list.
Under the Cases node in the left pane acase _name node appears for the selected case.

1. Click the case_name>Review Sets.
2. Select the required search under the Research Sets or the Review Sets node.

3. On the Collaboration tab, select the collaboration message to view its content in the message

preview pane.
4. Click the More options icon and selectNotes.

5. Inthe Add Notes dialog box, specify the note about this message.
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6. Click Add to save the note.

Note: Different reviewers can add and save their notes for the same message. The
application displays all the notes applied to the message that can be used for a

collaborative reviews.

Applying and removing review status to collaboration message
Case reviewers can apply one of the following default review status to collaboration message to
indicate its status in the eDiscovery review process:

* Not reviewed

Escalate

* Irrelevant

Privileged
* Redact

* Relevant
In addition, the eDiscovery Administrators can customize the available review status options.
To apply and remove review status to collaboration messages

1. Under the associated case, select Review Set , and open the corresponding review set node.

2. To apply a review status to one or more collaboration messages directly from the Review Set :

» Select the check box for one or more collaboration messages in the list, and click Review
Status.

» Then select the required review status.
To remove the applied review status, click the selected review status again.
1. To apply a review status to an collaboration message while you view its details:
» Select the message from the Review Set list to display its details.
The review status is shown at the top of the preview pane that displays the details of the message.

» Select the required review status from the available options.
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Note: To view collaboration messages based on their review status, you can filter the

required review status node under theFiltersection.

Applying legal hold to collaboration messages

To apply legal hold to the collaboration messages during case review

1. From the eDiscovery tab, select theCases node to display the cases list in the main pane.

2. Select the required case from the cases list.
Under the Cases node in the left pane acase_name node appears for the selected case.

1. Click the case_name>Research Sets or Review Sets.
2. Select the required search under the Research Sets or the Review Sets node.

3. On the Collaboration tab, select the collaboration messages to which you want to apply legal
hold.

Note: Before you apply legal hold to the collaboration messages, you can view the
previously applied tags, labels, and classification tags of the message in the preview
pane. In the following sample image, you can see the previously applied tags, labels, and

classification tags of the collaboration messages when you hover over the icons.

4. On the action menu, click Message Legal Hold , and do any of the following as required.

» To apply legal hold to the selected message, click Message Legal Hold.

e To remove previously applied legal hold, click Remove Message Legal Hold.

Applying tags to collaboration messages

To apply tags to the collaboration messages during case review

1. From the eDiscovery tab, select theCases node to display the cases list in the main pane.

2. Select the required case from the cases list.
Under the Cases node in the left pane acase_name node appears for the selected case.

1. Click the case_name>Research Sets or Review Sets.

2. Select the required search under the Research Sets or the Review Sets node.

278



ARCTERA™ EDISCOVERY

3. In the right pane, on the Collaboration tab, select the collaboration messages to which you

want to apply tags.

Note: Before you apply tags to the items, you can view the previously applied tags and
classification tags of the message in the preview pane. In the following sample image,
you can see the previously applied tags and classification tags of the collaboration

messages when you hover over the icons.

4. On the action menu, click Tag , and do any of the following as required.

» To tag all the items in the search, click Tag all messages.

» To tag only the selected items, click Tag selected messages.

5. In the Add Tag dialog box, do the following:

TAG NAME ENTER A NEW UNIQUE TAG NAME.
Comments Provide a comment or a description for the
tag name.
Legal Hold Select this check box if you want to apply the

legal hold on the emails.

Select retention Tag Instead of applying a new tag, you can apply
the retention tags that are created in Arctera

Unified Platform. To access and apply those
retention tags, select this option, and choose
the tags you want to apply.

After you select this option, the application
disables the Tag Name field.

6. Click Tag.

After you apply tags to the emails, these tagged emails are available under the respective tags

under the Tags node.

Exporting a search summary report for collaboration messages

To export a search summary report for messages during case review

1. On the eDiscovery tab, clickCases.
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2. Search for and select the case in which you want to search emails.
3. The selected Case_Name node appears below Cases.
4. Click New Search to create a new search. Else, expandResearch Sets orReview Sets to

select existing search.

You can access existing saved searches of the selected case from the Review Set andResearch
Set nodes. Alternatively, you can clickNew Search , specify a new criteria in the Advanced Search

or the Query Search option to search for new emails for review.
 If you select the search from Research Sets, the application do not show the** Review
Status** option on the action bar.
 If you select a search from Review Sets, choose any filter option, and click** Apply , the Export

Report** button remains disabled.

After performing a new search or accessing the existing searches from review set and research
sets, the application displays the filtered emails, collaboration messages, and files in the details

pane.
1. On the Collaboration tab, click the Ellipsis icon (more actions) and clickExport Report.

The application downloads the summary report (.xIsx) of the emails within search as a zipped (.zip)

folder. A sample report is shown below. The report comprises of two sheets.

SaulaSave (8 o) |'E'| ) SearchReport_3 6 2002 10 46 Pt - Read-Only = B Search {Alte 1

File Home Insert Page Layout Formulas Data  Review  View  Dewveloper  Help  Acrobat

< o | = =
| D & Calibei =N - AN = =B e | o~ Bwrap Toxt Genaral - E
Past N I R s = = — — Conditi
ve B I |Ll_ | o~ & A~ = = = | r= = B Meerge & Center ~ $ 0« % % %0 Fnrmnlztl:l
clighoad W fenl IF aligriment = Musrkser IF
Al v fr | GotoSearch Summary
A B [ c [ o [ E | F
1 |G|:| to Search Summany |
2 Cate Received Author | Chat Mame ] Attachment
3 _5_."19_."2021 10:42 PM _adrninlﬁ\hhedaakshuv.nnmi:rmu’_Chai batwesan adnﬂn@hhudauhhay.ammitm:q Ko
4 | 5/20/2021 450 AN |adming@bhedaakshay.onmicreso Chat between pattif @ bhedaakshay, onmicrosal No
5 |6/15/2021 6:34 AM |admin@bledaakshay.onmicreds Chat batween adrman@bhedaakshay. onmecross No
G Sf2002021 4:50 AN Irmtti‘l'ﬁhhndanlcsl'lrr,l.nnm'mrnmf[’.hm betwesn pal'-ﬁfﬁlbhnriaaks.hal,r.nnmi:rnsnilNn
77 2820321 2:49 AM |pattif@bhedaakshay. onmicrosof Chat betwean pattif @bhedaakshav.onmicrosol Mo
8 A2ES2021 307 AM | pattif & bhedaskshay. onmicrosof Chat betwesn pattif @ bhedaakshay.onmicrosol Yes
g 4
0 i
Search summary | Search Result i+
Note

» Search Summary : This sheet displays details such as Search Parameters and Custodians.

» Search Result : This sheet displays details such as Date Received , Author , Chat Names (list

of people involved in chat), and Attachments.
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» The Chat Name column displays the email addresses of message recipients involved in a chat.
This column supports up to 100 characters; any text beyond this limit is truncated in the

exported report.

Exporting collaboration messages

To export collaboration messages

1. On the eDiscovery tab, clickCases.

2. Search for and select the case in which you want to search collaboration messages.
The selected Case_Name node appears below Cases.

1. Click New Search to create a new search. Else, expandResearch Sets orReview Sets to

select existing search.

Note: You can access existing saved searches of the selected case from theReview
SetandResearch Setnodes. Alternatively, you can clickNew Search, specify a new criteria
in theAdvanced Searchor theQuery Searchoption to search for new collaboration
messages for review. After performing a new search or accessing the existing searches
from review set and research sets, the application displays the filtered emails,

collaboration messages, and files in the details pane.

2. In the right pane, on the Collaboration tab, select the messages you want to export.

3. Click Export , and do any of the following:

» Click Export selected messages to export all the selected messages from the search.
» Click Export all messages to export all the messages available search.

» Click Export by custodians to export all the messages from the selected custodians.

4. If you are exporting all or selected messages, in the Export Options dialog box, do the

following:
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MESSAGE FORMAT SELECT THE APPROPRIATE MESSAGE
FORMAT FOR BATCH EXPORT. OPTIONS
INCLUDE\:

- JSON NOTE: THIS FORMAT IS SELECTED
BY DEFAULT. WHEN YOU SELECT JSON
FORMAT FOR EXPORT, FILES ARE
DOWNLOADED IN THEIR ORIGINAL FORM,
AND NOT AS JSON.

- EDRM ONLY
Exclude Exported Messages Select this option to exclude the exported
messages.
Enable AES-256 Encryption Select this check-box if you want to secure

the access of the downloaded export batch.

Export Name Provide the name for the batch you want to
export. By default, it takes the Search Name.
You can change it if required.

Export Password Enter the password that you want end user
to provide when they access this exported
batch of messages.

Confirm Password Repeat the same password for confirmation.

Generate Azure SAS URL Note: Users can see this button only if
theExport to Azure private storage
locationfeature in the Arctera Management
Console is enabled for them. Users can
export items to their private Azure Blob
storage location.

Click Generate Azure SAS URL to get the
Azure Blob SAS URL to access the location
and save it for future use.

For security reasons, the application does
not show this URL the next time. However, if
the SAS URL is misplaced for any reason,
click Generate Azure SAS URL again to
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MESSAGE FORMAT SELECT THE APPROPRIATE MESSAGE
FORMAT FOR BATCH EXPORT. OPTIONS
INCLUDE\:

- JSON NOTE: THIS FORMAT IS SELECTED
BY DEFAULT. WHEN YOU SELECT JSON
FORMAT FOR EXPORT, FILES ARE
DOWNLOADED IN THEIR ORIGINAL FORM,
AND NOT AS JSON.

- EDRM ONLY

generate a new SAS URL and save it
securely.

After you click Export on the Export Options
dialog box, all the selected items are
exported to the Azure private storage
location. You can use Microsoft Storage
Explorer to access the exported items.

Share Export Click Select Admin to choose the recipients
of this batch export and click Update .

Note: You need to manually share the Export
Password with the administrators and follow
all the security specific rules of the
organization.

5. If you are exporting messages by custodians, in the Add/Remove Custodians dialog box,

search for and select the custodians.

6. Click Export.

Note: The exported batch can either gets downloaded as a single or multiple file

segments.
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Advanced eDiscovery - Google Chrome — | b4

# discovery.qa.archivecloud.net/export-statusfexportBatchID=279...
*four request is being processed.
FPleaze keep this window open 1o see progress updates.

YU can always view the export slalus in “Expornts”,

The export has been completed. Please click here to download
the file.

7. Click Click here to download the exported batch of messages.

8. To confirm the status of batch export, on the eDiscovery tab, under the selected case node,

selectExports , and search this export batch name.

Printing MS Teams messages to PDF during eDiscovery

You can print collaboration messages collected from the MS Teams collectors using the Print to
PDF feature. This feature is exclusive to MS Teams collaboration messages and is not supported

for messages collected from other archive collectors.
Note: This feature is not available for Production Sets , as it is not applicable in that context.
To print MS Teams messages to PDF during eDiscovery

1. From the eDiscovery tab, select theCases node to display the cases list in the main pane.

2. Select the required case from the cases list.
Under the Cases node in the left pane acase_name node appears for the selected case.

1. Click the case_name.
2. Access a required search result.

3. On the Collaboration tab, select the collaboration message.

AN

. Click the More options icon and selectPrint To PDF.
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The application displays the Select Date Range as shown in the following sample image.

Select Date Range

Start Date

Jull, 25 fth
End Date

Jul 25. 25 |

Cancel Save

1. Specify the date range and click Save.

2. In the Export Options dialog box, specify the following details:

Export Options X

You have selected remis)

Please select additional export options:

Message Format
Enable AE5-254 Encryption
Exclude Exported Messages
Export Name

Export Possword

Confirm Password

Share Export

POF
O

qaadmin@ivecffice.com

Your download will be available as a single or multiple file segments

Cancel
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MESSAGE FORMAT THE PDF FORMAT IS SELECTED BY
DEFAULT.
Enable AES-256 Encryption Select this check-box if you want to secure

the access of the downloaded export batch.

Exclude Exported Messages Select this option to exclude the exported
messages.
Export Name Provide the name for the batch you want to

export. By default, it takes the Search Name.
You can change it if required.

Export Password Enter the password that you want end user
to provide when they access this exported
batch of messages.

Confirm Password Repeat the same password for confirmation.

Share Export Click Select Admin(s) to choose the
recipients of this batch export and click
Update .

Note: You need to manually share the Export
Password with the administrators and follow
all the security specific rules of the
organization.

3. Click Export.

A browser appears showing the progress. Upon completion, Click the Click here link to download
the PDF.

Viewing audit history of collaboration messages

To view the audit history of a collaboration message

1. From the eDiscovery tab, select theCases node to display the cases list in the main pane.

2. Select the required case from the cases list.
Under the Cases node in the left pane acase name node appears for the selected case.

1. Click the case _name>Research Sets or Review Sets.
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2. Select the required search under the Research Sets or the Review Sets node.

3. On the Collaboration tab, select the collaboration message to view its content in the message

preview pane.

4. Click the More options icon and selectAudit.
The application displays the audit history as shown in the following sample image.

1. If required, use the navigation icons to go to the next page, previous page, the first page, and

the last page.

Reviewing emails

The Emails tab appears only if the Exchange Online service is enabled and the archive collector is
configured for you. You can review all the emails that are coming from the Exchange Online. While

reviewing the emails, you can perform the following actions:

Applying tags

» Creating and exporting production sets

e Copying Arctera Surveillance Id to search exact item for review
» Exporting emails

» Exporting summary report

* Viewing audit history

» Adding notes

» Applying review status

* Printing emails

* Restoring emails

* Forwarding emails

Accessing emails for review

To access emails for review

1. Onthe eDiscovery tab, clickCases.
2. Search for and select the case in which you want to search emails.

3. The selected Case_Name node appears below Cases.
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4. Click New Search to create a new search. Else, expandResearch Sets orReview Sets to

select existing search.

You can access existing saved searches of the selected case from the Review Set andResearch
Set nodes. Alternatively, Perform advanced search or query search to get the expected items. See

Performing Advanced Search and Query Search.

After performing a new search or accessing the existing searches from review set and research
sets, the application displays the filtered emails, collaboration messages, and files in the details
pane.

1. Click the Emails tab.

2. Select the email to view its details in the Preview pane.

Note: Arctera eDiscovery does not support previewing certain file types, such as .dll
and .exe and large files (over 30 MB to maintain browser responsiveness). For
compressed files, Arctera eDiscovery supports previewing only the .zip file format and
does not support other formats like .7z, .tar, and so on. If you cannot preview a specific

file type, simply download it and use the appropriate tools to view its content.

Adding notes to emails

Reviewers can add notes to emails that are visible to other reviewers of that case. Notes are case-
specific, therefore, a note that is applied to an email in one case does not appear for the same
email in a different case. Notes can be provided to emails that are from the Review Sets only. You

cannot provide notes to the emails that are from the Research Set.
To add a note to an email

1. From the eDiscovery tab, select theCases node to display the cases list in the main pane.

2. Select the required case from the cases list.
Under the Cases node in the left pane acase_name node appears for the selected case.

1. Click the case_name>Review Sets.

2. Select the required search under the Review Sets node.

3. On the Emails tab, select the email to view its details in the preview pane.
4. Click the More options icon and selectNotes.

5. In the Add Notes dialog box, specify the note about this message.
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6. Click Add to save the note.

Note: Different reviewers can add and save their notes for the same email. The
application displays all the notes applied to the email that can be used for a collaborative

reviews.

Applying review status to emails
Case reviewers can apply one of the following default review status to emails to indicate its status
in the eDiscovery review process:

* Not reviewed

Escalate

* Irrelevant

Privileged
* Redact

* Relevant
In addition, the eDiscovery Administrators can customize the available review status options.
To apply review status to emails

1. Under the associated case, select Review Set , and open the corresponding review set node.

2. To apply review status to one or more emails directly from the Review Set :

e Select the check box for one or more emails in the list, and click Review Status on the

action bar.

» Then select the required review status.

3. To apply a review status to an email while you view its details:

» Select the email from the Review Set list to display its details in the preview pane.

The review status is shown at the top of the preview pane that displays the details of the message.

* Click the required review status from the row of review status options.

Note: To view emails based on their review status, you can filter the required review

status node under theFiltersection.
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Applying tags to emails

To help organize your work you can tag emails with custom tags of your own choosing, which are
visible only to you. You can also tag emails with a managed tag, if you have any of these available
to you. Managed tags are created in the Arctera Management Console, under the My Config >
Managed Tags node. For more information on managed tags, see the Arctera Management

Console help.
To apply tags to emails

1. Browse the archives of accounts that are assigned to you, or conduct a search, or view the
Review Status Tags for a case that is assigned to you.

2. Click on emails to view its details in the preview pane.

3. Select the emails you want to tag, and click Tag.

» To tag only the selected emails, click Tag selected emails.
 To tag all the emails displayed on the page, click Tag current page.

» To tag all the emails in the search, click Tag all emails.

4. In the Add Tag dialog box, do the following:

TAG NAME ENTER A NEW UNIQUE TAG NAME.
Comments Provide a comment or a description for the
tag name.
Legal Hold Select this check box if you want to apply the

legal hold on the emails.

Select retention Tag Instead of applying a new tag, you can apply
the retention tags that are created in Arctera
Unified Platform. To access and apply those
retention tags, select this option, and choose
the tags you want to apply.

5. Enter a tag name and description for the custom tag. Alternatively, you can select the a

retention tag, if any are available to you.

6. Click Tag.
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Note: In theeDiscoverytab, any custom tags you create are listed in theTagsnode of the

selected case.

Exporting a search summary report for emails

To export a search summary report for emails during case review

1. On the eDiscovery tab, clickCases.

2. Search for and select the case in which you want to search emails.

3. The selected Case_Name node appears below Cases.

4. Click New Search to create a new search. Else, expandResearch Sets orReview Sets to

select existing search.

You can access existing saved searches of the selected case from the Review Set andResearch
Set nodes. Alternatively, you can clickNew Search , specify a new criteria in the Advanced Search

or the Query Search option to search for new emails for review.

After performing a new search or accessing the existing searches from review set and research
sets, the application displays the filtered emails, collaboration messages, and files in the details

pane.

1. On the Emails tab, click theMore Actions icon, and clickExport Report.

Note: The following sample image is specific to a search inReview Sets. If you select the
search fromResearch Sets, the application do not show theReview Statusand

theMessage Legal Holdoptions on the action bar.

The application downloads the summary report (.xIsx) of the emails within the search as a zipped

(.zip) folder. A sample report is shown below. The report comprises of two sheets.
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The Search Summary sheet displays details such as Search Parameters and Custodians.

The Search Result sheet displays details such as Date Received, From, Recipients, Subject, and
Attachments. The recipient column in this summary report includes recipients mentioned in the To,
CC, and BCC fields. If the list of recipients is longer than 32766 characters, the application
truncates the list. The report displays a note that - Recipient list is truncate to 32,766 characters, To
see the complete list of Recipients, please export the message. In such scenario, to view the

complete list of recipients, you need to export the individual message.

Note: If you select a search fromReview Sets, and select any filter option and clickApply,

theExport Reportoption remains disabled.

Exporting emails

To export emails

1. Onthe eDiscovery tab, clickCases.

2. Search for and select the case in which you want to search emails.

The selected Case Name node appears below Cases.

1. Click New Search to create a nhew search. Else, expandResearch Sets orReview Sets to

select existing search.

Note: You can access existing saved searches of the selected case from theReview

SetandResearch Setnodes. Alternatively, you can clickNew Search, perform advanced
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search or query search to get the expected items. SeePerforming Advanced Search and
Query Search. After performing a new search or accessing the existing searches from
review set and research sets, the application displays the filtered emails, collaboration

messages, and files in the details pane.

2. On the Emails tab, select the emails you want to export. ClickExport , and do any of the

following:

Click Export current page to export all the emails displayed on the selected page.

Click Export selected emails to export all the selected emails from the search.

Click Export all emails to export all the emails available search.

Click Export by custodians to export all the emails from the selected custodians.

3. Click Export , and do any of the following:

4. If you are exporting all emails in the search, all emails displayed on the page, or selected

emails, in the Export Options dialog box, do the following:
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MESSAGE FORMAT

THE AVAILABLE MESSAGE FORMATS
ARE\:

- CLEARWELL

- EML

- EML WITH EDRM

- PST WITH EDRM

- MSG WITH EDRM

- FTI-RINGTAIL

- EDRM ONLY

- PST

- ORIGINALEDRM IF YOU SELECT THIS
OPTION, THE EXPORTED FILE INCLUDES
EMAILS IN BOTH MSG AND EML
FORMATS, ALLOWING YOU TO WORK
WITH THE EMAILS IN THE FORMAT THAT
BEST SUITS YOUR NEEDS. BESIDES THIS,
THE EXPORTED FILE INCLUDES
ADDITIONAL FILES, NAMELY -
EDRMXML.XML AND HTMLREPORT.HTML
IN THEIR ORIGINAL FORMATS. THESE
FILES FACILITATES A SMOOTH TRANSFER
OF ELECTRONICALLY STORED
INFORMATION (ESI) BETWEEN DIFFERENT
SOFTWARE PROGRAMS DURING THE
ELECTRONIC DISCOVERY PROCESS.

- ORIGINAL IF YOU SELECT THIS OPTION,
THE EXPORTED FILE INCLUDES EMAILS
IN BOTH MSG AND EML FORMATS,
ALLOWING YOU TO WORK WITH THE
EMAILS IN THE FORMAT THAT BEST
SUITS YOUR NEEDS.

NOTE:
THEORIGINALEDRMANDORIGINALMESSAGE
FORMATS ARE AVAILABLE TO THE USERS

THAT ARE LISTED IN
THECONFIGURATION_OVERRIDENTABLE
IN THE ARCTERA UNIFIED PLATFORM
DATABASE. IF YOU WANT TO AVAIL
THESE OPTIONS IN THEMESSAGE
FORMATDROP-DOWN FIELD, CONTACT
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5. If you are exporting emails by custodians, in the Add/Remove Custodians dialog box, search

for and select the custodians.

6. Click Export.

Note: The exported batch can either gets downloaded as a single or multiple file

segments.
Advanced eDiscovery - Google Chrome — O s
& discovery.ga.archivecloud.net/export-statusfexportBatchiD=... &,

Your request is bemng processed.
Please keep this window open {o see progress updates.

“fou can always view the export status in "Exports®.

The export has been completed. Please click here to download the file.

7. Click Click here to download the exported batch of emails.

8. To confirm the status of batch export, on the eDiscovery tab, under the selected case node,

selectExports , and search this export batch name.

Forwarding emails

To forward an email

1. On the eDiscovery tab, clickCases.

2. Search for and select the case in which you want to search emails.

3. The selected Case Name node appears below Cases.

4. Click New Search to create a new search. Else, expandResearch Sets orReview Sets to

select existing search.

You can access existing saved searches of the selected case from the Review Set andResearch
Set nodes. Alternatively, you can clickNew Search , specify a new criteria in the Advanced Search
or the Query Search option to search for new emails for review. After performing a new search or
accessing the existing searches from review set and research sets, the application displays the

filtered emails, collaboration messages, and files in the details pane.

1. Click the Emails tab.

2. Select the email to view its details in the Preview pane.
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3. Click the More options icon and selectForward.

4. In the Mail Composer window, draft the email content, and clickSend to send the original

email content to a recipient.
Printing emails
To print emails

1. Onthe eDiscovery tab, clickCases.

2. Search for and select the case in which you want to search emails.

w

. The selected Case_Name node appears below Cases.
4. Click New Search to create a new search. Else, expandResearch Sets orReview Sets to

select existing search.

You can access existing saved searches of the selected case from the Review Set andResearch
Set nodes. Alternatively, you can clickNew Search , specify a new criteria in the Advanced Search
or the Query Search option to search for new emails for review. After performing a new search or
accessing the existing searches from review set and research sets, the application displays the
filtered emails, collaboration messages, and files in the details pane.

1. Click the Emails tab.

2. Select the email to view its details in the Preview pane.

3. Click the More options icon and selectPrint.
The entire email content appears on a browser.

1. Click Print to save the email on your local computer.

Restoring emails

To restore an email

1. On the eDiscovery tab, clickCases.
2. Search for and select the case in which you want to search emails.
3. The selected Case Name node appears below Cases.

4. Click New Search to create a new search. Else, expandResearch Sets orReview Sets to

select existing search.
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You can access existing saved searches of the selected case from the Review Set andResearch
Set nodes. Alternatively, you can clickNew Search , specify a new criteria in the Advanced Search
or the Query Search option to search for new emails for review. After performing a new search or
accessing the existing searches from review set and research sets, the application displays the

filtered emails, collaboration messages, and files in the details pane.
1. Click the Emails tab.
2. Select the email to view its details in the Preview pane.

3. Click the More options icon and selectRestore.

4. Search for and select the account for which you want to restore the email, and click Restore.

Searching for the exact Arctera Surveillance item for review

To search for the exact Arctera Surveillance item

1. Browse the archives of accounts that are assigned to you. Conduct a search to filter the

required items.
2. Select the item to preview its content.

3. If the item originates from Arctera Surveillance, its document ID appears in the preview pane,

as shown in the example below.

Move 1o Production St Create Reverw Sel

2 reesulve boumd. 8

Emaills (2} Collaboration (0} Files (0}
% Tog @ ProductionSet [ Export | « 00 72 ~ B
% From T Subjec —
- = soc il 0 o
O odminfevctestea. abhjeet pandey@ Testus > —
Sent Sop 0. 22 10458 PM
%  odrnmeryong com admniBrryerg co_ 5oee ot Ter adren3@myorg com
Togu:
Clossified CA-Healthcare tesfzzsdld
ax

Labels: N[N = test -+ ~meachifsad all,
AN (1) v 1of1 > L1 ]

voc sl

4. Click the Id icon to copy the item ID.

5. In the Advanced Filter pane, expand the Item Id Filter , and paste the copied item Id.

Note: When theltem ID Filterfacet is used, all other filter facets are cleared to allow

searching for only the exact matching Item ID in the archive.

6. Click Search to view the exact item in the preview pane.
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Viewing audit history of emails

To view the audit history of a emails

1. From the eDiscovery tab, select theCases node to display the cases list in the main pane.

2. Select the required case from the cases list.
Under the Cases node in the left pane acase _name node appears for the selected case.

1. Click the case_name>Research Sets or Review Sets.
2. Select the required search under the Research Sets or the Review Sets node.
3. On the Emails tab, select the emails to view its content in the preview pane.

4. On the Preview pane, click Audit.
The application displays the audit history.

1. If required, use the navigation icons to go to the next page, previous page, the first page, and

the last page.

Reviewing files

The Files tab appears only if the OneDrive for Business service is enabled and the archive
collector is configured for you. You can review all the files that are coming from the OneDrive for

Business. While reviewing the messages, you can perform the following actions:

» Toggle between the original format and the plain text format of the file
» Applying tags

» Applying Legal hold

» Applying review status

» Exporting files

* Adding notes

* Viewing audit history

» Downloading messages

Accessing files for review

To access files for review

1. On the eDiscovery tab, clickCases.
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2. Search for and select the case in which you want to search files.
3. The selected Case_Name node appears below Cases.
4. Click New Search to create a new search. Else, expandResearch Sets orReview Sets to

select existing search.

You can access existing saved searches of the selected case from the Review Set andResearch
Set nodes. Alternatively, you can clickNew Search , specify a new criteria in the Advanced Search

or the Query Search option to search for new files for review.

After performing a new search or accessing the existing searches from Review set and Research
sets, the application displays the filtered emails, collaboration messages, and files in the details
pane.

1. Click the Files tab to view the files for your review.

2. Select a file to view its details in the native view in the Preview pane.

Note: Arctera eDiscovery does not support previewing certain file types, such as .dll
and .exe and large files (over 30 MB to maintain browser responsiveness). For
compressed files, Arctera eDiscovery supports previewing only the .zip file format and
does not support other formats like .7z, .tar, and so on. If you cannot preview a specific

file type, simply download it and use the appropriate tools to view its content.

3. Click Native View andText View to toggle between the original file format and the plain text

format respectively.

Adding notes to files

Reviewers can add notes to files that are visible to other reviewers of that case. Notes are case-
specific, therefore, a note that is applied to a files in one case does not appear for the same file in
a another case. Notes can be provided to files that are from the Review Sets only. You cannot

provide notes to the files that are from the Research Set.
To add a note to a file

1. From the eDiscovery tab, select theCases node to display the cases list in the main pane.

2. Select the required case from the cases list.
Under the Cases node in the left pane acase name node appears for the selected case.

1. Click the case _name>Review Sets.
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2. Select the required search under the Review Sets node.

3. On the Files tab, select the file to view its content in the preview pane.
4. Click the More options icon and selectNotes.

5. In the Add Notes dialog box, specify the note about this file.

6. Click Add to save the note.

Applying and removing review status to files

Case reviewers can apply one of the following default review status to files to indicate its status in

the eDiscovery review process:

e Not reviewed

Escalate

Irrelevant

Privileged

* Redact

Relevant
In addition, the eDiscovery Administrators can customize the available review status.
To apply and remove review status to a file

1. Under the associated case, select Review Set , and open the corresponding review set node.

2. To apply a review status to one or more files directly from the Review Set :

» Select the check box for one or more files in the list. In the preview pane, click Review
Status.

e Then select the required review status.
To remove the applied review status, click the selected review status again.
1. To apply a review status to a file while you view its details:

 Select the file from the Review Set list to display its details.

The review status are shown at the top of the preview pane that displays the details of the

message.

» Select the required review status from the available options.
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To remove the applied review status, click the selected review status again.

Note: To view collaboration messages based on their review status, you can filter the

required review status node under theFiltersection.

Applying or removing legal hold to files

To apply or remove legal hold to the files during case review

1. From the eDiscovery tab, select theCases node to display the cases list in the main pane.
2. Select the required case from the cases list.

Under the Cases node in the left pane acase_name node appears for the selected case.

1. Click the case_name>Research Sets or Review Sets.

2. Select the required search under the Research Sets or the Review Sets node.

3. Inthe right pane, on the Files tab, select the files to which you want to apply legal hold.

4. On the action menu, click File Legal Hold , and do any of the following as required.

» To apply legal hold to the selected files, click File Legal Hold.

» To remove previously applied legal hold, click Remove File Legal Hold.

Applying tags to Files

To apply tags to the files during case review

1. From the eDiscovery tab, select theCases node to display the cases list in the main pane.

2. Select the required case from the cases list.

Under the Cases node in the left pane acase _name node appears for the selected case.

1. Click the case_name>Research Sets or Review Sets.
2. Select the required search under the Research Sets or the Review Sets node.

3. On the Files tab, select the files to which you want to apply tags.

Note: Before you apply tags to the files, you can view the previously applied tags and

classification tags of the files in the preview pane.
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4. On the action menu, click Tag , and do any of the following as required.

 To tag all the files in the search, click Tag all files.

» To tag only the selected files, click Tag selected files.

5. In the Add Tag dialog box, do the following:

TAG NAME ENTER A NEW UNIQUE TAG NAME.
Comments Provide a comment or a description for the
tag name.
Legal Hold Select this check box if you want to apply the

legal hold on the files.

Select retention Tag Instead of applying a new tag, you can apply
the retention tags that are created in Arctera

Unified Platform. To access and apply those
retention tags, select this option, and choose
the tags you want to apply.

After you select this option, the application
disables the Tag Name field.

6. Click Tag.

After you apply tags to the files, these tagged files are available under the respective tags under

the Tags node.

Downloading files

To download a file

1. On the eDiscovery tab, clickCases.

2. Search for and select the case in which you want to search files.

3. The selected Case_Name node appears below Cases.

4. Click New Search to create a new search. Else, expandResearch Sets orReview Sets to

select existing search.

You can access existing saved searches of the selected case from the Review Set andResearch
Set nodes. Alternatively, you can clickNew Search , specify a new criteria in the Advanced Search

or the Query Search option to search for new files for review. After performing a new search or
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accessing the existing searches from Review set and Research sets, the application displays the
filtered emails, collaboration messages, and files in the details pane.

1. Click the Files tab to view the files for your review.

2. Select the file to view its details in the Preview pane.

3. Click Native View andText View to toggle between the original file format and the plain text

format respectively.

4. Click the Download icon to save copy of a file on your local computer.

Exporting a search summary report for files

To export a search summary report for files during case review

1. On the eDiscovery tab, clickCases.

2. Search for and select the case in which you want to search emails.
3. The selected Case Name node appears below Cases.

4. Expand Research Sets orReview Sets to select existing search.
5. Select the filter options and click Apply.

6. On the Files tab, and clickExport Report.

Note: The following sample image is specific to a search inReview Sets. If you select the
search fromResearch Sets, the application do not show theReview Statusoption on the

action bar.

The application downloads the summary report (.xIsx) of the emails within the search as a zipped

(.zip) folder.

Note: If you select a search fromReview Sets, and select any filter option and clickApply,
theExport Reportoption is not displayed. TheExport Reportfunctionality is not available for the

searches inNew Search.
Exporting files

To export files

1. Onthe eDiscovery tab, clickCases.
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2. Search for and select the case in which you want to search files.
The selected Case_Name node appears below Cases.

1. Click New Search to create a hew search. Else, expandResearch Sets orReview Sets to

select existing search.

Note: You can access existing saved searches of the selected case from theReview
SetandResearch Setnodes. Alternatively, you can clickNew Search, specify a new criteria
in theAdvanced Searchor theQuery Searchoption to search for new files for review. After
performing a new search or accessing the existing searches from review set and
research sets, the application displays the filtered emails, collaboration messages, and

files in the details pane.

2. In the right pane, on the Files tab, select the files you want to export.

3. Click Export , and do any of the following:

» Click Export all files to export all the files available search.
» Click Export selected files to export all the selected files from the search.

» Click Export by custodians to export all the files from the selected custodians.

4. If you are exporting all or selected files, in the Export Options dialog box, do the following:

MESSAGE FORMAT SELECT THE APPROPRIATE MESSAGE
FORMAT FOR BATCH EXPORT. OPTIONS
INCLUDE\:

- JSON NOTE: THIS FORMAT IS SELECTED
BY DEFAULT. WHEN YOU SELECT JSON
FORMAT FOR EXPORT, FILES ARE
DOWNLOADED IN THEIR ORIGINAL FORM,
AND NOT AS JSON.

- EDRM ONLY
Exclude Exported Messages Select this option to exclude the exported
messages.
Enable AES-256 Encryption Select this check-box if you want to secure

the access of the downloaded export batch.
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MESSAGE FORMAT

Export Name

Export Password

Confirm Password

Generate Azure SAS URL

346

SELECT THE APPROPRIATE MESSAGE
FORMAT FOR BATCH EXPORT. OPTIONS
INCLUDE\:

- JSON NOTE: THIS FORMAT IS SELECTED
BY DEFAULT. WHEN YOU SELECT JSON
FORMAT FOR EXPORT, FILES ARE
DOWNLOADED IN THEIR ORIGINAL FORM,
AND NOT AS JSON.

- EDRM ONLY

Provide the name for the batch you want to
export. By default, it takes the Search Name.
You can change it if required.

Enter the password that you want end user
to provide when they access this exported
batch of messages.

Repeat the same password for confirmation.

Note: Users can see this button only if
theExport to Azure private storage
locationfeature in the Arctera Management
Console is enabled for them. Users can
export items to their private Azure Blob
storage location.

Click Generate Azure SAS URL to get the
Azure Blob SAS URL to access the location
and save it for future use.

For security reasons, the application does
not show this URL the next time. However, if
the SAS URL is misplaced for any reason,
click Generate Azure SAS URL again to
generate a new SAS URL and save it
securely.

After you click Export on the Export Options
dialog box, all the selected items are
exported to the Azure private storage
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MESSAGE FORMAT SELECT THE APPROPRIATE MESSAGE
FORMAT FOR BATCH EXPORT. OPTIONS
INCLUDE\:

- JSON NOTE: THIS FORMAT IS SELECTED
BY DEFAULT. WHEN YOU SELECT JSON
FORMAT FOR EXPORT, FILES ARE
DOWNLOADED IN THEIR ORIGINAL FORM,
AND NOT AS JSON.

- EDRM ONLY

location. You can use Microsoft Storage
Explorer to access the exported items.

Share Export Click Select Admin to choose the recipients
of this batch export and click Update .

Note: You need to manually share the Export
Password with the administrators and follow
all the security specific rules of the
organization.

5. If you are exporting files by custodians, in the Add/Remove Custodians dialog box, search for

and select the custodians.

6. Click Export.

Note: The exported batch can either gets downloaded as a single or multiple file

segments.

Advanced eDiscovery - Google Chrame — | *

@ discovery.qa.archivecloud.net/export-statusfexportBatchID=279...

*four request is being processed.
Please keap this window open 1o soe progress updates.

You can always view the export slalus in "Exports”,

The export has been completed. Please click hers to download
the file.

7. Click Click here to download the exported batch of files.
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8. To confirm the status of batch export, on the eDiscovery tab, under the selected case node,

selectExports , and search this export batch name.

Viewing audit history of files

To view the audit history of a file

1. From the eDiscovery tab, select theCases node to display the cases list in the main pane.

2. Select the required case from the cases list.
Under the Cases node in the left pane acase name node appears for the selected case.

1. Click the case _name>Research Sets or Review Sets.

2. On the Files tab, select the file to view its content in the preview pane.

3. Click the More options icon and selectAudit.

4. The application displays the audit history as shown in the following sample image.

5. If required, use the navigation icons to go to the next page, previous page, the first page, and
the last page.

About reviewing cases

As a reviewer of a case in the eDiscovery tab, you see only the resulting emails, attachments,
collaboration chats, and files from the case searches that are assigned to you. You work with those
emails, attachments, collaboration chats, and files to identify the content of interest. Arctera
eDiscovery provides review status tags, custom tags, and labels, all of which you can apply to
emails, attachments, collaboration chats, and files to help you manage the review process. You

can then discover the emails, attachments, collaboration chats, and files by tag name.

You can also add case-specific notes to an email that another reviewer who works on the same

case can see.

Additionally, the eDiscovery function includes various reporting features. These features allow
reviewers to view audit trails for individual email, attachment, collaboration chat, and file or for the

history of an entire case.

Annotating and redacting email and file content in native viewer

Annotations
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Depending on your review requirements, you can add text and shape annotations to a document.
For example, you can annotate the text or area with arrows, lines, boxes, stamps and then
customize the line size, color, and fill color. You can also add comments for other users of the
document. These annotations can be viewed and edited by other users for which you might need

appropriate permissions. You can print and download such annotations for further use.
Redactions

Depending on your review requirements, you can draw dark rectangles to hide sensitive
information within a document to avoid a confidentiality breach. You can determine the
transparency level of such dark rectangles as required. When you print the document, you can
permanently add these redactions over the content or entire page, and provide reasons for

redactions. You can print and download such redactions for further use.

See About annotations and redactions.
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Managing production sets

This section includes the following topics:

» About Production Sets
» Moving items to production sets

* Removing items from a production set

Locking and unlocking production sets
» Configuring production set export options

» Exporting production sets

Exporting production sets

Arctera eDiscovery allows you to efficiently export content in a variety of formats so that it can be
presented to legal parties or ingested by other third party legal applications. Flexible export options
make it easy to prepare, process and customize your documents and export options as a single

production set.

The production set export is a system-generated file that contains several documents related to the
case. You can add emails, collaboration messages, and files to a production set at any time until
the production set is locked. After you lock the production set, to add new emails, collaboration
messages, and files to this set, you need to first unlock the production set and then lock it again
manually. When you click Export without locking the production set, the application automatically

locks the production set to be exported.

Note: If the production set includes audio-video files and you intend to export it, these audio-
video files cannot be exported in their original format. Only the Al transcripts of these files are
exportable in PDF format. However, you can apply annotations and redactions to these PDF

files for review purposes.

You can create individual production sets for emails, collaboration messages, and files. You
can also export a collective production set that includes emails, collaboration messages, and
files. After the export is successfully completed, you can download the exported zip file. The

zip file consists of imaged files of the items, native files, metadata in the CSV format.
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The metadata file in the exported zip file captures the details like Bates Number, Document Type,
subjects, sender and receiver, attachments if any, and image/native/text file paths. For a collective
production set, the sequence of the document type is emails first, then collaboration messages,

and lastly files.

Exporting a collective production set for emails, collaboration messages, and
files

To export a collective production set for emails, collaboration messages, and files
1. Onthe eDiscovery tab, select the case under which the production set is created.

Under the Cases node in the left pane, acase_name node appears for the selected case. This
node contains a number of sub-nodes that provide details of the case as follows. The available

options depend on your permissions:
1. Expand Production Sets and select the set you want to export.
The emails, collaboration messages, and files are displayed under respective tabs.

1. Click Export Production Set.
The export file includes all emails, collaboration messages, and files in this production set.

1. Configure the production options before you export the production set. See Configuring

production set export options.
2. Click Export.

3. In the Production Set Export Options dialog box, specify the following details, and

clickExport.

EXPORT NAME BY DEFAULT, THIS FIELD DISPLAYS THE
NAME OF THE SELECTED PRODUCTION
SET. HOWEVER, YOU CAN CHANGE THIS
NAME AND PROVIDE ANOTHER UNIQUE
NAME.

YOU CAN SEARCH THIS NAME UNDER

EXPORTS > PRODUCTION SETS AFTER
SUCCESSFUL EXPORT.

Export Password Enter the strong password to protect the
export file.
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EXPORT NAME BY DEFAULT, THIS FIELD DISPLAYS THE
NAME OF THE SELECTED PRODUCTION
SET. HOWEVER, YOU CAN CHANGE THIS
NAME AND PROVIDE ANOTHER UNIQUE
NAME.

YOU CAN SEARCH THIS NAME UNDER
EXPORTS > PRODUCTION SETS AFTER
SUCCESSFUL EXPORT.

Confirm Password Retype the same password for confirmation.

Image Format Select this option to choose output format of
the documents. For now, you can publish the
document in PDF and TIFF formats.

Markup Type Select this option to include redactions and
annotations during export.

Select the Redactions checkbox to include
the redactions in the export document. You
can export the redacted area as an Opaque
or a Transparent area.

Select the Annotations checkbox to include
the annotations in the export document.

Include Extracted Text Select this option to include the actual text of
the documents in a text file. For redacted
documents, only non-redacted text will be
included in the extracted text.

Include EDRM Metadata File Select this option to preserve and export the
EDRM XML output file.

Include Natives Select this option if you want to export all
supported files in their native format.

4. Click Export.

5. To view the status of exported production set, in the left navigation, select

Exports>Production Sets.
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Exporting an individual production set for emails, collaboration messages, or
files

To export an individual production set for emails, collaboration messages, or files
1. On the eDiscovery tab, select the case under which the production set is created.

Under the Cases node in the left pane, acase_name node appears for the selected case. This
node contains a number of sub-nodes that provide details of the case as follows. The available

options depend on your permissions:
1. Expand Production Sets and select the set you want to export.
The emails, collaboration messages, and files are displayed under respective tabs.

1. Based on your requirement, select the Emails,Collaboration, or** Files** tab.

Note: On theFilestab, the application does not display a preview of file content if the file
type of the selected file is not supported by the native viewer. In such scenarios, the

application notifies that the PrizmDoc tool does not support the specific file type.

2. Configure the production options before you export the production set. See Configuring

production set export options.
3. Click Export.

4. In the Production Set Export Options dialog box, specify the following details, and

clickExport.

EXPORT NAME BY DEFAULT, THIS FIELD DISPLAYS THE
NAME OF THE SELECTED PRODUCTION
SET. HOWEVER, YOU CAN CHANGE THIS
NAME AND PROVIDE ANOTHER UNIQUE
NAME.

YOU CAN SEARCH THIS NAME UNDER
EXPORTS > PRODUCTION SETS AFTER

SUCCESSFUL EXPORT.

Export Password Enter the strong password to protect the
export file.

Confirm Password Retype the same password for confirmation.
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EXPORT NAME BY DEFAULT, THIS FIELD DISPLAYS THE
NAME OF THE SELECTED PRODUCTION
SET. HOWEVER, YOU CAN CHANGE THIS
NAME AND PROVIDE ANOTHER UNIQUE
NAME.

YOU CAN SEARCH THIS NAME UNDER
EXPORTS > PRODUCTION SETS AFTER
SUCCESSFUL EXPORT.

Image Format Select this option to choose output format of
the documents. You can publish the
document in PDF and TIFF formats.

The PDF option is selected by default.

TIFF Options This field becomes enabled when you select
the TIFF option in the Image Format field and
provides the following options\:

- Each file on a single page : If a document
has multiple pages, a separate TIFF file will
be generated for each page. For example,
when exporting a production set, three TIFF
files will be generated for a three-page email.
In the image below, the pre00002suff.xlsx file
has two pages. After selecting this option,
while exporting the production set from the
native folder to the image folder, the
application generated two separate TIFF files
for the two pages.

- Each file on multiple pages : If a document
has multiple pages, a single TIFF file will be
generated for all pages. For example, when
exporting a production set, only one TIFF file
will be generated for a three-page email. In
the image below, the pre00002suff.xIsx file
has two pages. After selecting this option,
while exporting the production set from the
native folder to the image folder, the
application generated a single TIFF file for
the two pages.
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EXPORT NAME BY DEFAULT, THIS FIELD DISPLAYS THE
NAME OF THE SELECTED PRODUCTION
SET. HOWEVER, YOU CAN CHANGE THIS
NAME AND PROVIDE ANOTHER UNIQUE
NAME.

YOU CAN SEARCH THIS NAME UNDER
EXPORTS > PRODUCTION SETS AFTER
SUCCESSFUL EXPORT.

Markup Type Select this option to include redactions and
annotations during export.

Select the Redactions checkbox to include
the redactions in the export document. You
can export the redacted area as an Opaque
or a Transparent area.

Select the Annotations checkbox to include
the annotations in the export document.

Include Extracted Text Select this option to include the actual text of
the documents in a text file. For redacted
documents, only non-redacted text will be
included in the extracted text.

Include EDRM Metadata File Select this option to preserve and export the
EDRM XML output file.

Include Natives Select this option if you want to export all
supported files in their native format.

5. Click Export.
6. To view the status of exported production set and download the zip file, in the left navigation,
select Exports>Production Sets. After the export is completed, do the following:
» Expand the production set row to view its details.

 Click the Download icon to download the zip file that contains exported emails,

collaboration messages, or files.
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About Production Sets

The Production Set feature in Arctera eDiscovery supports legally defensible Productions. Users

can perform the following activities while managing the production sets:

 Creating production sets

e Adding items to new and existing production sets

¢ Removing the items from production sets

» Reviewing the items of the production sets

e Annotating and redacting the content and attachments

» Applying redaction reasons to the annotated and redacted content/area
» Locking the production sets

» Exporting Production Set documents with specified templates

In nutshell, the production sets assume that all reviewed, tagged, and relevant documents will be

produced and shared for legal defense.

Configuring production set export options

You can specify the production set export options in the tabbed area at any time before running the
production set export. This section also explains how can you create and apply the templates for

productions sets.
To configure the export options before exporting the production set

1. On the eDiscovery tab, clickCases.

2. Search for and select the case in which you want to configure a production set export options

before exporting it.
The selected Case Name node appears below Cases.
1. From the displayed case nodes, select Production Sets.
A list of available production sets of this case are displayed.
1. Select the production set for which you want to configure the export options before export.
The application displays the following configuration options:

e General
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* Numbering

Header/Footer

* Imaging

Slip Sheet

1. Under General , specify the following:

LOAD FROM FROM THE DROP-DOWN LIST, SELECT A
PREVIOUSLY CREATED EXPORT
TEMPLATE FORMAT.

IF YOU SELECT THE PREVIOUSLY
CREATED TEMPLATE, ALL THE
PREVIOUSLY CONFIGURED FIELDS
APPEAR AUTOMATICALLY.

Name If you want to create a new setting, that can
be later used as template, provide a name
for the current setting. Till the time you do not
create a template of this setting, this setting
remains intact. When you open the
production set, the application displays the
lastly saved setting.

If you save this setting as a template, this
name is considered as a new template
name, and this template name is listed under
the Load from drop-down options.

Description Provide a brief description for the current
setting.
Production Type Select this option to produce all documents

as image files.

2. Under Numbering , specify the following values:
The following example shows the specified format.

The sample ITEM-0000012-001 shows the prefix ITEM-, numbering that includes 7 digits starting

with the number 12, and a suffix of -001.
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PREFIX THE SETTINGS ON THIS TAB ASSOCIATE A
PRODUCTION NUMBER WITH A
CORRESPONDING DOCUMENT WHEN THE
PRODUCTION IS RUN. SPECIFY THE
DOCUMENT NUMBERING FOR THE
PRODUCTION. IF REQUIRED, INCLUDE A
DELIMITER AT THE END.

Minimum number of digits Specify the minimum number of digits for
numbering the documents. The number is
padded with zeros, if needed to match the
minimum.

Starting number Specify the starting number for the numbered
list of documents.

Note: The product ensures that the same
production number (combination of prefix and
number) is not used multiple times on the
same case. If the number you specify is below
the minimum allowed number for that prefix,
the next valid number is displayed.

Suffix Specify a suffix for the numbered list with a
delimiter, if required.

1. Under Header/Footer , specify the following:
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HEADER CHOOSE THE INFORMATION TO PRESENT
FOR THE LEFT, CENTER, AND RIGHT
HEADERS. SELECT FROM THE
FOLLOWING ITEMS\:

- NONE (NO ENTRY)
- BATES NUMBER
- AUTHOR
- DATE PRODUCED
- DOCUMENT ID
- FREE TEXT
- FILENAME
- PAGE NUMBER

- PAGE XOF Y

Footer Choose the information to present for the
left, center, and right headers. All the options
are same as options in the header field.

Watermark Type the word or words you want to appear
as a watermark on the pages of the
production.

2. Under Imaging , specify the following:
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SLIP SHEET BY MAXIMUM LIMITS ITEMS THAT EXCEED THESE MAXIMUM
LIMITS PRODUCE A SLIP SHEET AND ARE
NOT

IMAGED.

- PAGE COUNT : SPECIFY NUMBER OF
PAGES AFTER WHICH A SLIP SHEET WILL
BE PRODUCED.

- FILE SIZE : SPECIFY MAXIMUM SIZE OF

THE FILE (IN MB) AFTER WHICH A SLIP
SHEET WILL BE PRODUCED.

3. Under Slip Sheet , specify the following:
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CUSTOMIZABLE SLIP THIS OPTION ALLOWS YOU TO
CUSTOMIZE SLIP SHEETS WITH VARIOUS
FIELDS WHICH CAN

SHEET TEXT ASSIST IN IDENTIFYING EXCEPTIONS.

EACH SLIP SHEET WILL RECEIVE A
BATES NUMBER AND THE SPECIFIED
TEXT WILL BE

PRINTED IN THE CENTER OF THE SLIP
SHEET (WHICH IS CREATED FOR ALL
ITEMS THAT ARE

NOT IMAGED). THE MAXIMUM LENGTH
ALLOWED FOR THIS FIELD IS 1,024
CHARACTERS.

- %DOCID : DOCUMENT ID.

- %FILENAME : FILE NAME OF THE ITEM

- %FILEEXTENSION : FILE EXTENSION OF
THE ITEM

- %BATESSTART : STARTING BATES
NUMBER

WHEN PRODUCED, A SLIP SHEET IS A
PLACEHOLDER FOR ANY ITEM NOT
RENDERED FOR

ONE OF THE REASONS BELOW.

- FULLY REDACTED - ITEM WAS
REDACTED COMPLETELY

- IMAGING ERROR - UNABLE TO CREATE
IMAGE OF ITEM DURING PRODUCTION

- CONVERSION ERROR - IMAGE FAILED
TO CONVERT TO PDF

- NATIVE PLACEHOLDER - BATES
STAMPED NATIVE PLACEHOLDER

YOU CAN APPLY YOUR CUSTOMIZED SLIP
SHEET SETTINGS EITHER BY CHANGING
THE

TEXT WHILE CREATING THE PRODUCTION
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4. Click Save , and do any of the following options as required.

« If, under General, you have not selected the previously saved template in the** Load from**

field, the application displays the confirmation message:

> Click Cancel to save the settings without creating a new template. The application
saves and displays this setting whenever you access the production set. You can

modify this setting whenever required, and save it as a template for further use.

o Click Create New Template to save the current setting as a new template. This

template name is then displayed under theLoad from field.

« If, under General, you have selected the previously saved template in the** Load from**

field, the application displays the confirmation message:

o Click Override to update the selected template for the current settings

o Click Create New Template to save the current setting as a new template. This

template name is then displayed under theLoad from field.

Locking and unlocking production sets

You can lock production sets to disable some of the features such as add or remove items, add or
remove annotations and redactions, and update production export options. To perform all these

actions, you must unlock these production sets.
To lock a production set

1. On the eDiscovery tab, clickCases.

2. Search for and select the case in which you want to lock the production set before exporting it.
The selected Case_Name node appears below Cases.

1. From the displayed case nodes, select Production Sets.

A list of available production sets of this case are displayed.

1. Select the unlocked production set that you want to lock.

2. Click Lock Production Set.
The application displays the Production Set Locked message.

To unlock a production set
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1. On the eDiscovery tab, clickCases.

2. Search for and select the case in which you want to lock the production set before exporting it.
The selected Case_Name node appears below Cases.

1. From the displayed case nodes, select Production Sets.

A list of available production sets of this case are displayed.

1. Select the locked production set that you want to unlock.

2. Click Unlock Production Set.

The application displays the Production Set Unlocked message.

Moving items to production sets

You can move emails, collaboration messages, and files to the unlocked production sets only, and
not to the locked production sets. You need to unlock the production sets before moving these

items to the locked production sets.
To move items to production sets

1. On the eDiscovery tab, clickCases.

2. Search for and select the case in which you want to search items.
The selected Case Name node appears below Cases.
1. Click New Search to create a new search. To select existing saved searches,

expandResearch Sets orReview Sets and select a required search.

2. Perform advanced search or query search to get the expected items. See Performing

Advanced Search and Query Search.

3. To move all the emails, collaboration messages, and files from the result, click Move to

Production Set.
4. To move emails only, on the Emails tab, select the emails you want to include in the
production set. ClickProduction Set , and do any of the following as required:
* Click Move all emails to include all the emails available in the search.
» Click Move current page to include all the emails displayed on the selected page.

» Click Move selected emails to include all the selected emails from the search.
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5. To move collaboration messages only, on the Collaboration tab, select the messages you

want to include in the production set.
Click Production Set , and do any of the following:

 Click Move all messages to include all the collaboration messages available in the search.

» Click Move selected messages to include all the selected collaboration messages from the

search.
1. To move files only, on the Files tab, select the files you want to include in the production set.

* Click Move all files to include all the files available in the search.

* Click Move selected files to include all the selected files from the search.

1. In the Production Set dialog box, do the following:

NEW PRODUCTION SET SELECT THIS OPTION IF YOU WANT TO
MOVE THE SELECTED EMAILS IN A NEW
PRODUCTION SET. THIS OPTION IS
SELECTED BY DEFAULT.

IN THE PRODUCTION SET NAME FIELD,
ENTER A UNIQUE NAME FOR THIS
PRODUCTION SET.

IN THE DESCRIPTION FIELD, ENTER A
BRIEF DESCRIPTION OF THE
PRODUCTION SET.

Existing Production Set In the Production Set Name drop-down list,
you can view only the unlocked production
sets. You can not move emails to the locked
production set.

In the Production Set Name drop-down list,
select a set to which you want to move (add)
the selected emails.

The description of the selected production
set appears for your reference.

2. Click Submit.
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If you have created a new production set, the application displays the Production set created
successfully message. This newly created production set gets listed under **eDiscovery **tab

>Cases> Case Name >Production Set.

If you have moved the items to an existing production set, the application displays the Production

set updated successfully message.

Removing items from a production set

You can remove items from the unlocked production sets only, and not from the locked production
sets. You need to unlock the production sets before removing items from the locked production

sets.
To remove items from a production set

1. On the eDiscovery tab, clickCases.

2. Search for and select the case from which you want to add or remove items.
The selected Case _Name node appears below Cases.

1. From the displayed case nodes, select Production Sets.

A list of available production sets of this case are displayed.

1. Select the unlocked production set from which you want to remove items.

2. Select items you want to remove, and click Remove from Production Set.
The application prompts you to confirm that you want to perform the operation.
1. Click Yes.

The application displays the Email(s) removed from Production Set successfully message.
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Annotating and redacting content in native
viewer

This section includes the following topics:

* About annotations and redactions

» Native viewer capabilities

Understanding the native viewer interface
» Annotating email and file content

» Redacting email and file content

Printing the annotated and redacted document

Downloading the annotated and redacted document

About annotations and redactions

Annotations

Depending on your review requirements, you can add text and shape annotations to a document.
For example, you can annotate the text or area with arrows, lines, boxes, stamps and then
customize the line size, color, and fill color. You can also add comments for other users of the
document. These annotations can be viewed and edited by other users for which you might need

appropriate permissions. You can print and download such annotations for further use.
Redactions

Depending on your review requirements, you can draw dark rectangles to hide sensitive
information within a document to avoid a confidentiality breach. You can determine the
transparency level of such dark rectangles as required. When you print the document, you can
permanently add these redactions over the content or entire page, and provide reasons for

redactions. You can print and download such redactions for further use.
Before you annotate or redact items, it is recommended to read the following sections.
More Information

Understanding the native viewer interface
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Annotating email and file content
Redacting email and file content
Printing the annotated and redacted document

Downloading the annotated and redacted document

Annotating email and file content

You can add annotations to documents to further explain, analyze or illustrate a certain point, or
encourage collaboration and communication among a reviewing team. The various editing tools
are useful for calling reviewers attention to certain parts of the document. For example, you may
want to give a reason for a particular markup to help speed the review or comply with
organizational guidelines and regulatory mandates. Or perhaps you need to mark a document for

later action such as Redaction.

Annotations are visible on produced documents. This means that emails and files can be
annotated with any of the edit tools. After annotating, the item can be reviewed by another reviewer

who can also add annotations.

You can consider using different colors and other formatting styles to differentiate reviewers.

To annotate email and file content

1. Select an email of a file, which you want to annotate, from your search result to view its content
in the preview pane.

2. Click the Native View icon to view its content in a native viewer.

3. In the native viewer, to search a specific text or a phrase in the document, select the Search
tab. In the search tool, enter the text or the phrase you want to search in the document,

and click theSearch icon.

Note: You can use the search tools such as Match exact word or phrase, Match case,
Match whole word, Begins with, Ends with, Wildcard search, or Proximity search to make

the search more precise.

4. Select the text or area in the document and use the redaction tools as described below:

F Annotate
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The following annotation tools are available:

e Arrow : Enables to draw an arrow. You can select color, opacity, and border width.
» Line : Enables to draw a line. You can select color, opacity, and border width.

* Rectangle : Enables to draw a rectangle. You can select fill color, opacity, border color, border

width, and layer order.

 Ellipse : Enables to draw an ellipse. You can select fill color, opacity, border color, border width,

and layer order.

¢ Freehand : Enables you to apply a freehand annotation. You can select color, opacity, and
border width.

» Polyline : Enable to draw a custom polygon. You can select fill color, opacity, border width, and

layer order.

» Text : Enable to write text within an annotation. You can select fill color, opacity, border color,

border width, layer order, and several font options.
e Highlight : Enables to highlight the select text highlight annotation.

« Strikethrough : Enables to mark text that is mistaken or to be remove. You can select color
and border width.

¢ Text Hyperlink : You can give a custom link to the selected text. To change the hyperlink, you
can directly click on the text or make selection using the pan tool and change the link using the

context menu.

e Stamp : User can give stamp of Approved, Rejected or Reviewed using this annotation. As of
now, user can only apply one of these thee stamp annotations. Any other customized text is not

possible.

* Image Stamp : You can apply any of the two pre-existing image stamps, cross or tick mark, on

the document.

1. (Optional) Select the Annotation Layers icon to view the annotations layers in the left pane.
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Unnamed &

Annaitations for Revicw From; semderEveritag.com
Subject: E IME_TEST -0 Compleled
Mo annotations for eview Ta: da alt.com
Sent: Mo (UTC-08:00)
Attached: Expai TIN&Ey 01 I__PRIME_TEST _-02_ Complebed eml

“PRIME_TEST -82" Comploted
: BRa2 Tdoutbownd ., qa. archivecloud, net=
Recipient: da_user_gi@evedey.onmicrosoft.con

To create a layer, select the redacted text or area. Under My Annotations, click the** More
Options** icon and do the following:
» Click Edit Name to name the selected redaction text or area.

» Select one or more annotations that you want to edit from the drop-down and another
reviewer's annotations. Click Load Annotations to add these annotations under the selected

annotation layer.
e Click Save Annotations to save the redaction text or area. A green notification bar displays
that mentions the annotation and redaction are now saved in that layer.
1. Navigate to the text or area where you want to apply annotation
2. Select any of the annotation tools, and then draw the annotation.

3. Select the annotation to open the Annotation Options pane, and do the following as required.

See the following sample image for annotation actions.

B X Son & Banaln
= | R 2000 % =T /5 & (S
mo e =
Unnamed & B~ & e = 1
Arnotations for Revisw = From: seneder el com B —

Subject: Expor Summary for Batch: “PRIME_TEST 02 Compleiad T
bl snnolabores for e T ela_used_[FEDevedey anmicrasall, pom

Sent: Bhovember 24, 2021 1918 PM (U TC-08:00)

AMtachad:  Exponl Summary lor Balch__PRIME_TEST_-0F_ Campkdad aml

"FRIME_TEST -&2" Completed
= HiaZ Floul bopnd . qa . archives lond . nel >
Recipient: da user_Gifevoded Samicrosoft . oon

 Click the Fill Color icon to choose color of redacted area.
» Click the Border Color icon to set border color and width.
 Click the Layer Order icon to select the layer pattern.

» Select the transparency percentage for the annotation color.
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e Select the Include in burned document check box to include this annotation when document

is printed.
e Click the Delete icon to delete the redaction of selected area.
e Click the Add Comment icon to add a comment for selected area redaction.

» Click the Move Menu icon to shift theAnnotation Options pane to top or bottom of the native

view pane.
1. On the Action Tools bar, do the following as required:

e Click the Save icon to save the redacted text and areas.

» Select multiple annotations and click the Load Annotations icon to create a set of annotations

within a document.

» Click the Comments Panel icon to view or hide the comments panel in the viewer.

1. If required, click the Download icon, and specify what to include during download in the

document.

See Downloading the annotated and redacted document.

Downloading the annotated and redacted document

After annotation or redaction, you can download document in either original format (native) or PDF

format. You can choose to include or exclude annotations and redaction while downloading PDF.
To download the annotated and redacted document

1. After you annotate or redact the content or document, select the View tab.

2. Click Download. The application displays the following dialog box.
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3. Under Annotation, select** None to exclude annotation downloads or select All** to include

all annotations while document downloading.

4. Under Redaction, select** None to exclude redaction downloads or select All** to include

all redactions while document downloading.

5. To preview the document before downloading it, click Preview. After preview, you can end

preview by clicking the** End Preview** button.

6. Click Download to save the document on your computer.

Native viewer capabilities

Arctera eDiscovery uses Native Viewer that provides a powerful document viewing and document
conversion functionality. Native Viewer includes an advanced HTML Viewer control which allows
users to view, search, annotate, redact, print, and download documents right in their HTML5

browser. It does not require to install any custom software, such as Active-X.

Native view provides the ability to review documents in their native format without requiring each
application to be loaded on a reviewer's workstation. Both text search and hit highlighting are

available within the native view that increases reviewer productivity.

Persistent Hit Highlighting highlights search terms in email and file content within the native viewer,
allowing reviewers to simultaneously view highlighted search terms from the most recently

performed searches.

Annotation and redaction functionalities enable reviewers to annotate and redact documents in

multiple colors, apply reason codes, and verify redactions prior to production quickly and easily.
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Reviewers can redact specific text, pages, or areas within a document. Reviewers can leverage

reason codes to quickly perform checks and verify the accuracy of all redactions.

Redaction verification enables reviewers to rapidly navigate through each redaction within a
document as part of the quality control process. Reviewers can simultaneously redact all the

searched terms in the document.

Printing the annotated and redacted document

After annotation or redaction, you can print the document with these redacted areas burned into

the printed image thereby permanently hiding privileged or confidential information.
To print the annotated and redacted document

1. After you annotate or redact the content or document, select the View tab.

2. Click Print. The application displays the following dialog box.

X

Print

Pages Orientation

(&) PrintAl |'J':"-“‘_’"1L -
() Print Current Paper Size

()| 15,8, 10-15 |Letter ¥
Show |7 Auto Fit Margins

|i Annotations Comments

|‘|l Redactions ||:|G Mot Print hd

| Review Redacted Text

Redaction Reas...

| Do Mot Print -

: ==
Fewer options Print

3. Under Pages , select the options for the pages you want to print. Select the Annotation,
Redaction, Review Redacted Text check-boxes if you want to print the document with all

annotations, redactions, and review text.
4. Under Orientation , select the required page orientation.
5. Under Paper Size , select the paper size for the printed document.

6. Under Comments , do the following:
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» Select Do Not Print to exclude printing of comments.
» Select After Each Page to print comments after each page.

» Select At End of Document to print all comments at the end of the printed document.
7. Under Redaction Reasons , do the following:

» Select Do Not Print to exclude printing of redaction reasons.
» Select After Each Page to print redaction reasons after each page.

» Select At End of Document to print all redaction reasons at the end of the printed

document.

Redacting email and file content

In case of redacting emails in native view, attachments are linked to the original message (not the
parent message with the attachment). The regular fields such as TO and CC are merged with the

corresponding Journal fields.

You can redact these fields as well. In case of files, no such metadata is merged with the

document. You can directly work on the document content.
To redact email and file content

1. Select an email of a file, which you want to redact, from your search result to view its content in

the preview pane.
2. Click the Native View icon to view its content in a native viewer.

3. In the native viewer, do the following:

e To search a specific text or a phrase in the document, select the Search tab. In the search
tool, enter the text or the phrase you want to search in the document, and click

theSearch icon.

Note: You can use the search tools such as Match exact word or phrase, Match case,
Match whole word, Begins with, Ends with, Wildcard search, or Proximity search to
make the search more precise. While using the proximity search, the searched terms
in the results are highlighted in the Preview pane and Native views of the
attachments. The exact number of words between the search keywords or the order

of the keywords does not matter.
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e To redact the area, select the Redact tab.

Note: You can use the redaction tools like rectangle selection, text selection, and full-

page redaction to redact content.

4. Select the text or area in the document and use the redaction tools as described below:

=l £ B @

e

Anndation Layers | Text Selection Redactien

Filled Rectangle Redaction View Made

Redact Full Pagas

ANNOTATION LAYERS

Filled Rectangle

(Redact Area)
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Sawva Annolation

i Download
Laad Annatatian

Commenls Panel

THE ANNOTATION LAYER ICON IS
LOCATED UNDER BOTH THE ANNOTATE
AND THE REDACT TABS.

THE ANNOTATION LAYER FUNCTIONALITY
HELPS YOU TO CREATE, VIEW AND
MANAGE MULTIPLE SETS OF
ANNOTATIONS WITHIN A DOCUMENT AND
IMPROVES COLLABORATION DURING
DOCUMENT REVIEWING. THE NAME OF
THE LAYER THAT A COMMENT BELONGS
TO IS DISPLAYED NEXT TO THE DATE AND
TIME IN THE COMMENT.

BEFORE YOU SAVE OR LOAD THE
ANNOTATIONS, ENSURE THAT YOUR
SESSION IS NOT EXPIRED. ELSE, YOU
CANNOT SAVE OR LOAD ANNOTATIONS IF
THE SESSION IS EXPIRED.

Redact area option enables you to create a
redaction on any part of the viewable
document. You can draw redaction boxes
over any part of a document.

Click the Filled Rectangle icon and then hold
down your mouse and drag to select an area
to redact. Type a reason in the pop-up
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ANNOTATION LAYERS

Text Selection Redaction

(Redact Text)

Redact Full Pages

Redaction View Mode
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THE ANNOTATION LAYER ICON IS
LOCATED UNDER BOTH THE ANNOTATE
AND THE REDACT TABS.

THE ANNOTATION LAYER FUNCTIONALITY
HELPS YOU TO CREATE, VIEW AND
MANAGE MULTIPLE SETS OF
ANNOTATIONS WITHIN A DOCUMENT AND
IMPROVES COLLABORATION DURING
DOCUMENT REVIEWING. THE NAME OF
THE LAYER THAT A COMMENT BELONGS
TO IS DISPLAYED NEXT TO THE DATE AND
TIME IN THE COMMENT.

BEFORE YOU SAVE OR LOAD THE
ANNOTATIONS, ENSURE THAT YOUR
SESSION IS NOT EXPIRED. ELSE, YOU
CANNOT SAVE OR LOAD ANNOTATIONS IF
THE SESSION IS EXPIRED.

window, if prompted to do so, and click OK .
The reason is displayed in the redacted area.

When you hover over the redacted area, the
details such as author name of the logged-in
user and time of redaction are displayed.

Redactions in different colors can be done
for area redactions.

Redact text option enables you to select text
and apply redaction. Only black color is
available for text redactions.

Select the text you want to redact, and click
the Text Selection Redaction icon.

Redact page option enables you to redact
the current page or a page range. Choose a
redaction reason, and click Redact . In
production, all pages print with black
redaction fields.

Redaction View mode allows to make
redacted area translucent or opaque. By
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ANNOTATION LAYERS THE ANNOTATION LAYER ICON IS
LOCATED UNDER BOTH THE ANNOTATE
AND THE REDACT TABS.

THE ANNOTATION LAYER FUNCTIONALITY
HELPS YOU TO CREATE, VIEW AND
MANAGE MULTIPLE SETS OF
ANNOTATIONS WITHIN A DOCUMENT AND
IMPROVES COLLABORATION DURING
DOCUMENT REVIEWING. THE NAME OF
THE LAYER THAT A COMMENT BELONGS
TO IS DISPLAYED NEXT TO THE DATE AND
TIME IN THE COMMENT.

BEFORE YOU SAVE OR LOAD THE
ANNOTATIONS, ENSURE THAT YOUR
SESSION IS NOT EXPIRED. ELSE, YOU
CANNOT SAVE OR LOAD ANNOTATIONS IF
THE SESSION IS EXPIRED.

default, the redacted area or text will be

displayed in translucent mode.

If you want the default redaction view mode
to be opaque, please contact your case
administrator.

Click the Redaction View Mode icon to view
or redact the text or area.

5. (Optional) Select the Annotation Layers icon to view the annotations layers in the left pane.

ﬂ. Redad

Lirnamesd G
Aamalations Tor Review — From: sandern@iverias.com
Subject: Export Summary for Batch: *PRIME_TEST_-02° Complated
Mo annotalions far review: Ta: da_user 01fevedey.onmicrosall.com
Sent: Movamber 24, 2021 11:19 PM [UTC-08:00)
Attached: Export Summary for Balch__PRIME_TEST_-02_ Completed.emil

Sender: senderfveritas.com

Subject: Export Summary for Batch: "FRIME_TEST -82" Completed
Hessage-Id: <uswddcavauxlFRaqbCepeesa27Eoutbound . qa. archivecloud, net>
Recipient: da_user_8l@escdey.onmnicrosol . con

To create a layer, select the redacted text or area. Under My Annotations, click the** More

Options** icon and do the following:
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e Click Edit Name to name the selected redaction text or area.

» Select one or more annotations that you want to edit from the drop-down and another
reviewer's annotations. Click Load Annotations to add these annotations under the selected

annotation layer.
e Click Save Annotations to save the redaction text or area. A green notification bar displays

that mentions the annotation and redaction are now saved in that layer.

1. Select the redacted text to open the Annotation Options pane, and do the following as

required. See the following sample image for annotation actions.

ﬂ Redad

- 5 Add Camnent

Annalations Tor Review From: sendenfverilas.com
Subject: Export Summary for Batch: PRIME_TEST o aia

M annotalions far resisw. Ta: m_mm_m@emﬂm-.mmimmﬂ.mm
Sent: Wovember 24, 2021 11:19 PM (UTC-08:00%
Atltached: Export Summary for Balch_ _PRIME_TEST Geer Reasons il

Enter a Reason.

Sender: senderfveritas . con =
Subject: Export Summary for Batch: "PRIME TEST | | Oafawr
Hessage-Id: <uswidcavauxdiFRaqoCOORDNEE TEOU L DO o —— T T

Recipient: da_wser_@ifevcdev . onmicrosolr.con

* Click the Add Comment icon to add a comment for selected text redaction.
» Click the Delete icon to delete the redaction of selected text.
» Select Clear Reasons to remove the previously implemented redaction reasons.

» Select Enter Reasons to provide a new reason for redaction. Select the predefined reasons, if

available.

Note: After associating reasons, if you hover over the redacted area, a tooltip appears.
The tooltip convention is as below: \<username of the user who applied the redaction
reasons\> : \<applied redaction reasons separated by comma\> For example, if the user
name is abc@xyz.com, and the applied reasons are RR1 and RR2, then the tooltip will
appear asabc@xyz.com:RR1,RR2 If multiple users apply redaction reasons to the same
redacted area, then the tooltip displays all users in stack. For example, another user
pgr@xyz.com apply AB1 and AB2 redaction reasons to the above-mentioned redacted

area, the tooltip appears as below: abc@xyz.com:RR1,RR2 pgr@xyz.com:AB1,AB2

1. Select the redacted area to open the Annotation Options pane, and do the following as

required:
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EIDze | e Bo= B g
moT
Lrnamed A= ._ 1
Annclaioms for Rrvew = Fram; senderfverile cim Sglert -

Subject: Esxport Summary for Babch: “PRIME_TEST -0 Comple - ar Rpasons
o armatabons for review. Tar da_tser_Ievosen onmicrasall.com ~

Sert hownmiber 24, 2021 11:18 PM (UTG-08:040) Exitiaf a Raasen

Attached: Espraart Burnmary fior Batch_ _PRIME_TEST -02_ Comi | rga

Miasage- L SuswiBGawaus 1 FRAGLLGEE00AE rdaut bound, ga archiveclocl, nel=
fecipient: do_user_eafevedo . onelesosof't . oo

e Click the Fill Color icon to choose color of redacted area.

* In the drop-down list:

o Select Clear Reasons to remove the previously implemented redaction reasons.
o Select Enter Reasons to provide a new reason for redaction.

o Select the predefined reasons, if available.

* Click the Delete icon to delete the redaction of selected area.
e Click the Add Comment icon to add a comment for selected area redaction.

* Click the Move Menu icon to shift theAnnotation Options pane to top or bottom of the native

view pane.
1. On the Action Tools bar, do the following as required:

* Click the Save icon to save the redacted text and areas.

» Select multiple annotations and click the Load Annotations icon to create a set of annotations

within a document.

* Click the Comments Panel icon to view or hide the comments panel in the viewer.

1. If required, click the Download icon, and specify what to include during download in the

document.

See Downloading the annotated and redacted document.

Understanding the native viewer interface

The native view provides various document viewing option.

e Action Tabs: You can use these tabs to view, search, annotate, and redact the content.

 Action Tools: When you select any action tab, the corresponding action tools are available for

you.
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» Display Tabs: You can use various document display options, such as text selection, pan tool,

zoom in and out, and full screen mode.
e Print/Download: You can use these tools to print and download the document.

e Page Navigation: You can use these options to navigate across the document pages.
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Managing exports

This section includes the following topics:

» About exports

» Performing exports in Investigation and eDiscovery
* Viewing export details of native documents
 Viewing export details of production sets

» Resubmitting failed export items

» Option to maintain folder structure in the export

» Canceling Export Batch

» Email export FAQ

About exports

During investigation or a case review process, any user who has access to searches can do the

following:

e Export the printable summary reports of a search for emails, collaboration messages, and files.

e Export actual emails, collaboration messages, and files.

It is important to understand the difference between exporting summary reports and exporting item
records. When you export summary reports, the metadata displayed on the details pane is shown

in the excel file. However, when you export items, the actual item files are downloaded.
» Download the exported items locally or to the private Azure Blob storage location.

Users can see this button only if the Export to Azure private storage location feature in the Arctera

Management Console is enabled for them.

While exporting items, in the Export Options dialog box, users can click Generate Azure SAS URL

to get the Azure Blob SAS URL to access the location and save it for future use.

For security reasons, the application does not show this URL the next time. However, if the SAS
URL is misplaced for any reason, click Generate Azure SAS URL again to generate a new SAS

URL and save it securely.
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After you click Export in the Export Options dialog box, all the selected items are exported to the
Azure private storage location. You can use Microsoft Storage Explorer to access the exported

items.

Canceling Export Batch

When you cancel an export batch, the export is abandoned, and the status of the batch is set to

Terminated. The option to resubmit failed items is disabled on the terminated batch.
To cancel an export batch

1. On the Investigation tab, in the left navigation pane, clickExports.

The batch export records appears.

1. Search for and select an export batch in the table of exports.

2. Click the corresponding arrow icon adjacent to the Batch ID column to expand and view the

export batch details.
3. To download a zip file of the export batch, click Download.

4. To cancel the export, click Cancel Batch before the export is completed.

Email export FAQ

The following frequently asked questions provide more information about data exports in Arctera

eDiscovery.

* What is the maximum number of messages that | can export?
You can export up to 200,000 messages.

» Why is the export to NSF option unavailable?

The NSF export option is only available when a Domino server has been configured as the mail

server type in the archive settings. Contact your Archive Administrator for more information.

Option to maintain folder structure in the export

The option to Include Folder structure in the export is displayed to the Customer only when all the

listed conditions are satisfied:

e Customer has purchased Folder Synchronization
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e Customer exports a single custodian's email
e Customer is on the E Discovery Tab
The Include Folder Structure check box is displayed and disabled by default. The check box is

enabled for selection only when the user selects the value PST from the Message Format drop-

down.

Performing exports in Investigation and eDiscovery

This section provides export-specific links to different sections. You can easily navigate to the

export-specific sections of your interest.
* |nvestigation
o Exporting items from searches

o Batch export - Emails: See Exporting searched emails.
o Summary report - Emails: See Exporting a search summary report for emails.
o Batch export - Collaboration messages: See Exporting collaboration messages.

o Summary report - Collaboration messages: See Exporting a search summary report for

collaboration messages.
o Batch export - Files: See Exporting searched files.
o Summary report - Files: See Exporting a search summary report for files.

o Summary report export: See Exporting a summary report of searched items.
o Exporting items from Advance ECA searches

o Batch export - Emails: See Exporting emails from Advanced ECA search.
o Summary report export - Emails: See Exporting a search summary report for emails.

o Batch export - Collaboration messages: See Exporting collaboration messages from
Advanced ECA search.

o Summary report export - Collaboration messages: See Exporting summary report for

collaboration messages.
o Batch export - Files: See Exporting files from Advanced ECA search.

o Summary report export - Files: See Exporting summary report for files.

e eDiscovery
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Batch export - Emails from cases: See Exporting emails.

o

o Summary report - Emails from cases: See Exporting a search summary report for emails.
o Batch export - Collaboration messages from cases: See Exporting collaboration messages.

o Summary report - Collaboration messages from cases: See Exporting a search summary

report for collaboration messages.
o Batch export - Files from cases: See Exporting files.

o Summary report - Files from cases: See Exporting a search summary report for files.

Resubmitting failed export items

Exports contain failed items when Completed with Errors or Error is listed in the Step field.
Exports with failed items can be resubmitted three times.
Note: Exports can only be resubmitted after all associated export batches have finished

processing. Arctera eDiscovery splits large exports into 2-gigabyte batches. Therefore,

multiple export batches can be associated with one export.

For more information on failed items, see the error list in the download file.

To resubmit failed export items:
1. On the Investigation tab, in the left navigation pane, selectExports.

Or, on the eDiscovery tab, select the case, and then in the left navigation pane,

selectExports.

1. Select the failed export batch you want to resubmit.

2. In the Resubmit Failed ltems section, click Go.

Note: TheResubmit Failed Itemssection appears only when the selected batch contains
failed export items. The batch contains failed items whenCompleted with ErrorsorErroris
listed in theStepfield.

3. Complete the information in the Resubmit Fail ltems window. Review the following table for

more information.
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EXPORT NAME ENTER A NAME FOR THE EXPORT FILE.

NOTE: THE MINIMUM LENGTH IS 5
CHARACTERS AND THE MAXIMUM IS 160.

Export Password Enter an access password for the export file.
The password is required to open the export
file after it is downloaded to your computer.

Confirm Password Enter your export password again to confirm.
4. Click Export Items.

Note: Only failed items are included in the resubmitted exports. For example, if an export

with 20 items includes 5 failed items, only the 5 failed items are exported to the file.

Viewing export details of native documents

The Export node lets you view the export-specific details of the native documents. The Native page
provides a list of export batches. Arctera eDiscovery splits large exports into 2-gigabyte batches.

Therefore, multiple export batches can be associated with one export. You can expand the rows to
view the export details and export download link. The details include information such as export file
type, download size of the file, export start and completion dates, expiration date for download link,

output file type, export status, and so on.

The page displays the Resubmit Failed Items section only when the selected export batch contains
failed export items. Exports contain failed items when the Completed with Errors or Error is listed in

the Step field.
To review export status of the native documents

1. Onthe eDiscovery tab, clickCases.

2. Search for and select the case.
The selected Case Name node appears below Cases.
1. From the displayed case nodes, select Exports>Native.

The application displays a list of the native exports.
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1. If required, click the Refresh icon in the top-right corner of theNative page to get the latest

available records.

BATCH ID ID NUMBER FOR THE EXPORT BATCH.
Export Name Name of the export file.
Created By Name of the user who has created the

export.

Created Date Date and time export was created.
Start Date Date and time export started processing.
End Date Date and time export process ended.
Step Describes the export status\:

- Complete - export without any errors

- Completed with Errors - export with failed
export items

- Error - export failed

- Terminated - export canceled

\# Total Total number of export items.
\# Exported Number of successful export items.
\# Failed Number of failed export items.

2. Search for and select the export batch to view export details on native email exports.

* When you expand an individual export batch (one without associated export batches), the
Export Details section displays key information such as priority, export status, output file
name, file size, created by, creation date, start and completion dates, file download expiry

date, and more.

¢ When you expand an export batch that contains associated export batches, the Export
Details section displays a list of these associated batches. To view the details of each

associated batch, you must expand them individually.
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3. Download the export summary reports.

o Ifitis an individual export batch (one without associated export batches), click the
Download icon provided in the Download column of the item grid. The export summary of

that individual batch will be downloaded for your review.
 Ifitis an export batch that contains associated export batches, click the Download icon

provided in the Download column of the item grid. A new browser window appears.

When you expand an export batch that contains associated export batches, the Export Details
section displays a list of these associated batches. To view the details of each associated batch,

you must expand them individually.
Click any of the following as needed:

» Download All Batches : Downloads all batches. Irrespective of the download status, all
completed, failed, and unexported batches will begin downloading. The user will see a
confirmation box to proceed or not, as the existing download status and download date

columns will be reset to their default values.

To avoid performance issues and potential browser crashes, files will be downloaded in chunks of
10 batches at a time. Once the first chunk of 10 batches/files is downloaded, the next chunk will
begin automatically.

» Download selected Batches : Select one or multiple batches to download exported results.

» Pause/Resume: Pause puts ongoing downloads on hold till you click** Resume**. Upon
resuming, the paused batches' start downloading. Resume works for remaining batches if the

window is reopened.

e Cancel : Stops ongoing downloads, saves status, and shows it upon reopening.

The downloaded zip file is password protected. Enter the appropriate password to view the report.

Viewing export details of production sets

The Export node lets you view the export-specific details of the production sets.
To view export details of the production set

1. Onthe eDiscovery tab, clickCases.

2. Search for and select the case in which you want to configure a production set metadata before

exporting it.
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The selected Case_Name node appears below Cases.
1. From the displayed case nodes, select Exports>Production Sets.
The application displays a list of the production set export batches.

1. If required, click the Refresh icon in the top-right corner of theProduction Sets page to get

the latest available records.

BATCH ID ID NUMBER FOR THE EXPORT BATCH.
Export Name Name of the export file.
Created By Name of the user who has created the

export.

Created Date Date and time export was created.
Start Date Date and time export started processing.
End Date Date and time export process ended.
Step Describes the export status\:

- Complete - export without any errors

- Completed with Errors - export with failed
export items

- Error - export failed

- Terminated - export canceled

\# Total Total number of export items.
\# Exported Number of successful export items.
\# Failed Number of failed export items.

2. Search for and select the export batch to view export details on production exports.

* When you expand an individual export batch (one without associated export batches), the

Export Details section displays key information such as priority, export status, output file

387



ARCTERA™ EDISCOVERY

name, file size, created by, creation date, start and completion dates, file download expiry

date, and more.

* When you expand an export batch that contains associated export batches, the Export
Details section displays a list of these associated batches. To view the details of each

associated batch, you must expand them individually.
3. Download the export summary reports.

* Ifitis an individual export batch (one without associated export batches), click the
Download icon provided in the Download column of the item grid. The export summary of

that individual batch will be downloaded for your review.

« If it is an export batch that contains associated export batches, click the Download icon

provided in the Download column of the item grid. A new browser window appears.

Note: When you expand an export batch that contains associated export batches,
theExport Detailssection displays a list of these associated batches. To view the

details of each associated batch, you must expand them individually.

Click any of the following as needed:

» Download All Batches : Downloads all batches. Irrespective of the download status, all
completed, failed, and unexported batches will begin downloading. The user will see a
confirmation box to proceed or not, as the existing download status and download date

columns will be reset to their default values.

To avoid performance issues and potential browser crashes, files will be downloaded in chunks of
10 batches at a time. Once the first chunk of 10 batches/files is downloaded, the next chunk will
begin automatically.

» Download selected Batches : Select one or multiple batches to download exported results.

» Pause/lResume: Pause puts ongoing downloads on hold till you click** Resume**. Upon
resuming, the paused batches' start downloading. Resume works for remaining batches if the

window is reopened.

» Cancel : Stops ongoing downloads, saves status, and shows it upon reopening.

The downloaded zip file is password protected. Enter the appropriate password to view the report.
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Collaborative reports

This section includes the following topics:

About collaborative eDiscovery reporting

Report by email: Audit trail

Report by Case: Case History

Report by Case: Case Summary

Report by Archive: eDiscovery dashboard

About collaborative eDiscovery reporting

The eDiscovery Administrators and reviewers with the appropriate permissions can review the

reports that contain case-related actions. They can review reports by email, by case, or by archive.

Collaborative eDiscovery reports contain the following information:

Created Case

Created Search
e Search criteria used

* The number of emails that are assigned to a specific reviewer

Report by Archive- eDiscovery dashboard

The eDiscovery Administrators can view a report for the entire archive. This report includes the

number of emails within each case and the number of cases that are assigned to a reviewer.
To review the summary for the archive

1. On the eDiscovery tab, click Dashboard node.
2. Review the information.

3. If required, click Export Report to export the report for review whenever required.
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Report by Case- Case History

Reviewers can see and search all actions which are performed within a case such as edits on case

details, reviewer permission changes, or created exports.

Note: Only the eDiscovery Administrators or reviewers with theView Case Logs/

Reportspermission can view reports for a case.

To review the history for a case

1. Expand the node for a case.
2. Select Case History from the node for the case you selected. The Case History pane displays.
3. Click the arrow to display the Case History search menu.

4. Use the filters that are provided to search for specific Case History items. Review the following

table for more information.

SCOPE SELECT THE GENERAL SCOPE OF THE
CASE HISTORY ITEM.

Action Select the specific action of the Case History
item.

User Select the user that performed the action.

Date From Enter the start date for the search range.

Date To Enter the end date for the search range.

Before Value Enter the before state of an item.

You can enter the original review status tag
for an email.

After Value Enter the after state of an item.

You can enter the final review status tag for
an email.

5. Click Search.

6. Click Export Report to export the report for review at a later time.
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7. Review the information in the Email History window that displays.

Report by Case- Case Summary

The eDiscovery Administrators and reviewers can view a report for individual cases, which includes
the number of reviewers, custodians, emails, and legal holds. The case expiration date is also

displayed.
To review the summary for a case

1. Expand the node for a case.
2. Select Summary from the node for the case you selected.
3. Review the Case Summary report that displays.

4. Click Export Report to export the report for review at a later time.

Report by email- Audit trail

Reviewers can review the audit trail for a specific email that includes actions performed, such as

review status tags or the applied labels and export details.
To review the audit trail for an email

1. Expand the node for a case.
2. Expand the Review Status Tags node.

3. Select All to display all emails or one of the review status tags under the Review Status Tags

node.
4. Select the email you want to audit.
5. Click Audit.

6. Review the information in the Email History window that displays.
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Arctera eDiscovery alerts

This section includes the following topics:

» Creating an alert

Creating an alert

Administrators and reviewers can create an alert that sends an email notification each time a user
sends or receives an email that meets flagged criteria. For example, Administrators and Reviewers

can create alerts to flag emails with profanity in the subject line, message body, or attachment.
To create an alert

1. Create a saved search that defines the criteria for the alert.
2. Select the Alerts option on the Profile icon in the top-right corner of the application page.
3. Click the plus icon to display the Add Policy Alert page.

4. Enter the information for the alert in the Add Policy Alert window.
Refer to the following table for more information:
POLICY NAME ENTER A NAME FOR THE NEW ALERT.

Saved Search Click the down arrow and select the required
saved search.

Alert Email(s) Enter your email address.
Comment Enter comments relating to the alert.
In Dashboard Select the check box if you want the alert to

appear in the Administration dashboard .
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Email Continuity

This section includes the following topics:

* Managing Email Continuity

* Viewing Continuity emails

Managing Email Continuity
The Continuity tab is available to your organization if it subscribes to the Email Continuity feature.

If your account has the required permissions, you can access the Continuity Management page to

do the following:
e Control whether users can send, reply to, and forward emails from Arctera Personal Archive
when your mail server is unavailable.

e Control whether users receive a natification when your organization's mail server is unavailable

and Email Continuity is active.
» View the list of domains and mail servers that are configured for Email Continuity, and the
Email Continuity status in each case.

To manage Email Continuity

1. Select the Continuity tab.
2. Select the Continuity Management node.

3. Review or configure the Email Continuity settings as required. The configurable settings are as

follows:
ENABLE SEND, REPLY AND FORWARD SELECT TO ALLOW USERS TO SEND,
REPLY, AND FORWARD EMAILS FROM
ARCTERA PERSONAL ARCHIVE WHEN
YOUR ORGANIZATION'S MAIL SERVER IS
UNAVAILABLE.
Indicate EC Active Select to notify users when your

organization's mail server is unavailable and
Email Continuity is active.
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The table below the settings lists each domain and corresponding mail server that are configured

for Email Continuity, and the Email Continuity status in each case.

1. Click Save to save any changes you made.

Viewing Continuity emails

From the Continuity Emails page of the Continuity tab, administrators can view a list of the emails

that Email Continuity has handled during an outage.
To view continuity emails

1. Select the Continuity tab.

2. Select the Continuity Emails node.
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Methods for searching cases and accounts

This section includes the following topics:

» Performing Advanced Search and Query Search
» Search syntax for Advanced Search

» About stop words and special characters

» About Hit-highlighting and navigating to searched terms
» Phrase searches

» Boolean operator searches

 Wildcard searches

* Proximity searches

» Double-byte character set searches

» About enhanced searches in Japanese

e Searchable attachment types

e Search examples and tips

Boolean operator searches

You can use the Boolean operators AND, OR, and NOT to include or exclude search terms in

Quick Search and Advanced Search.

Note: The Boolean operators are supported in English only, unless your company subscribes

to the option to perform enhanced searches in Japanese.

See AND operator search.

» See OR operator search.

See NOT operator search.

See About using multiple Boolean operators.

See About using Boolean operators with phrase searches.

See About Boolean operators and special characters.
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About Boolean operators and special characters

Boolean searches with special character search terms result in invalid searches. For example, if

you enter the following:

cloud OR +

The special character + is dropped. The effect is a Boolean search with no second term, which is

an invalid search.

Here is another example:

cloud AND - AND computing

The special character " - " is dropped. The effect is a Boolean search with two adjacent AND

operators, which is an invalid search.

About using Boolean operators with phrase searches

Boolean operators can be used with phrase searches. For example:

"cloud computing " OR "public cloud" NOT software

This search returns the following:

* Items with cloud computing , with no reference to software.
* Items with public cloud , with no reference to software.

* Items with cloud computing and public cloud , with no reference to software.

About using multiple Boolean operators

You can use multiple Boolean operators in a search to create more complex searches. For

example:

cloud AND computing OR public

In this example cloud AND computing represents one term.
The following items are returned:

* Items with cloud and computing
* Items with cloud , computing , and public

* Items with public
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You can also use brackets to group multiple terms for Boolean processing. For example:

(cloud (computing OR public)) NOT software

In this example, the space between cloud and (computing OR public) is treated as an AND

operator.
The following items are returned:

* Items with both cloud and computing , with no reference to software.

* Items with both cloud and public , with no reference to software.

The maximum number of Boolean operators that is allowed in a search is 249.

AND operator search

The AND operator is inserted in between two search terms, for example:

cloud AND computing

The returned results contain both terms.

Note: Arctera Personal Archive treats a space between two search terms as an AND

operator.

The following searches are treated identically:

cloud computing
cloud AND computing

NOT operator search

The NOT operator can be inserted in between two search terms to specify that the first term must

be present, and the second term must be absent. For example:

cloud NOT computing

Arctera Unified Platform also lets you begin a search with a NOT operator. For example:
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NOT "cloud computing"

This search attempts to return every item that does not include the phrase cloud computing.

Note: Searches that begin with a NOT operator may fail to complete due to the large number

of matching results, especially if you have a large message archive.

OR operator search

The OR operator is inserted in between two search terms, for example:

cloud OR computing

The returned results contain either or both of the terms.

About enhanced searches in Japanese

An option is available to enable the ability to perform enhanced searches in Japanese. This option
employs a Japanese language analyzer to provide better search results for different Japanese

scripts.
To find out if your company's Arctera Unified Platform supports enhanced searches in Japanese,

ask your Arctera Unified Platform administrator.

Note: Administrators can contactArctera Services & Supportfor more information on the

configuration of this option.

If your company's Arctera Unified Platform supports enhanced searches in Japanese, note

the following about the enhanced search capabilities:

Searches are supported in any combination of hiragana, kanji, katakana, and romaji scripts.

» Searches are valid for text in the message subject, the message body, attachment extensions,

and attachment content.

Arctera eDiscovery's Search supports a minimum of one English or Japanese character.

The wildcard character limit for any search is one English or Japanese character.
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About Hit-highlighting and navigating to searched terms

Hit highlighting visually marks important terms within the item preview pane to quickly identify
relevant content. These terms include the terms matched by your search criteria as well as terms in

any associated tags.

Highlighting applies to the subject line, message body, attachment names, and the text or HTML
preview of attachments. Search terms are highlighted in orange , while tags are highlighted in

green. You can hover over a highlighted term to identify whether it originated from a query or a tag.

To help you review content efficiently, the preview pane includes a drop-down list showing all
matched terms along with their occurrence counts. You can select All to view every highlighted
term or choose a specific term to focus only on its instances. This targeted highlighting enables
faster review of search results, especially when navigating through large message bodies or

attachments.
To understand hit highlighting precisely, refer to the following scenario.
1. Create a new search or open an existing one by performing one of the following actions:

» On the Investigation tab, expandManaged Accounts and clickNew Search ; or select an
existing search from previously created searches, ongoing searches, standard searches, or

advanced ECA searches.

» On the eDiscovery tab, clickCases, search for and select a case. The selected case
appears under Cases. Click** New Search** to create a new one, or expand Research Sets

or Review Sets to select an existing search.

2. Use Advanced Search or Query Search to define your criteria for filtering relevant emails,

collaboration content, or files. Click Search.
The filtered items (emails, collaboration messages, and files) in the items grid.

1. From the items grid, click the item you want to review. The selected item opens in the preview

pane on the right.

2. In the preview pane, click the drop-down arrow to view a list of matched terms and the number

of occurrences for each term.
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»O0 &L T n i

Labels w

Undeliverable: RE: Core Capital - income rider Id- €
All (61} v |[lofel <> 0

Diagnostic information for administrators:

Generating server: MWHPROBMBZ2815 nomprd08 prod outlook.com
Receiving server: MWHPROSMB28IS namprd08 prod cutlook com

local-lfa2010env@advisormail net

612212018 5:50:14 PM - Server at
MWHPROBMEB2815 namprd08 prod outlock com returned "550 5.7 320 Message
expired. certificate validation failed(CertificateExpired)’

&/22/2018 5:50:12 PM - Server at amloma livecffice com (64.70.67 89) returned
‘450 4.7.320 Certificate validation failed [Message=CertificateExpired]
[LastAttemptedServerName=amloma liveoffice.com]
[LastAttempted|P=64.70.67.89.25] [CYINAMO2FTO56.eop-

nam02 prod protection outlook. comliCertificateExpired)

¢ Use the previous and next arrows to navigate between term hits in the message body.

Note: Though highlighting applies to the subject line, message body, attachment
name, and the text or HTML preview of attachments, navigation is only available

within the message body content.

e Select All to view all highlighted terms, or select a specific term to highlight only its

occurrences.
All (1) Nofsl €2
Tags (28)
sry  Matched Terms 08 prod.outlook c:
ver 3 prod outlook con
outlook(14)
I message(l9)
28l n returned '550 5.
Capabilities

Supports stop words and special characters

e Handles multi-byte characters

Highlights terms across line breaks

Applies highlighting in Native Viewer

Works with tenants where stop word indexing is enabled
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e Supports proximity-based searches

» Provides navigation between highlighted terms

Known Limitations

Does not highlight search terms with leading or trailing special characters

Counts/includes stop words in highlights within Native Viewer

» Does not support highlighting in Query Search

Cannot highlight non-visible metadata such as image information or indexed item metadata

About stop words and special characters

Stop words

Stop words are a set of commonly used words that Arctera Personal Archive ignores when it
performs a Search or Advanced Search. Arctera Personal Archive treats the following words as

stop words:

* a, an, and, are, as, at - be, but, by - for - if, in, into, is, it - no,
not - of, on, or - such - that, the, their, then, there, these, they, this,
to - was, will, with > Note: The stop words are supported in English only, unless your

company subscribes to the option to perform enhanced searches in Japanese.

Note the following special cases:

* In phrase searches a stop word acts as a placeholder for any stop word, or nothing.
See About Hit-highlighting and navigating to searched terms.

» The words AND, OR, and NOT act as operators in a Boolean operator search.
See Boolean operator searches.
Special characters
Arctera Personal Archive omits the following special characters from searches:

*0#$%"N&-+=_{3}Y[1, <>; :/\ ? Arctera eDiscovery prevents you from

entering the following special characters into the search boxes: / \ < > #

Note the following special cases:
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* In phrase searches a special character acts as a placeholder for any special character, or

nothing.
See About Hit-highlighting and navigating to searched terms.
e Question marks and asterisks act as wildcard characters in a wildcard search.

See Wildcard searches.

Double-byte character set searches

Arctera Unified Platform provides some ability to search those languages that contain double-byte

characters.

Phrase searches can be used to search for exact phrases with double-byte characters. For

example:

"BIERNRREIIIE" AND 3515431

An enhanced search is available for Japanese terms, if you subscribe to the option for enhanced

searches in Japanese.
More Information

About enhanced searches in Japanese

Performing Advanced Search and Query Search

Arctera eDiscovery provides the Advanced Search and the Query Search features to search the
content within archived accounts and cases. Both the search features are available in the
Investigations tab (where you can search your own account or the accounts that you manage) and

the eDiscovery tab (where you perform searches of the custodian accounts within cases).

Advanced Search support the use of phrase search, Boolean operators, proximity search, and

wildcard search. See Search syntax for Advanced Search.
Performing an advanced search
To perform an advanced search

1. Access the Advanced Search tab from thelnvestigation or theeDiscovery tab.

2. Specify the following inputs:
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CUSTODIANS - SELECT ALL TO SEARCH ARCHIVES OF
ALL OF THE CUSTODIANS THAT ARE
ASSOCIATED WITH THE CASE.

- SELECT CUSTOM TO SEARCH ARCHIVES
OF THE PARTICULAR CUSTODIANS.

1. THE MANAGE BUTTON APPEARS.
CLICK MANAGE TO OPEN THE ADDI/
REMOVE CUSTODIANS .

2. EXPAND SELECTED CUSTODIANS TO
VIEW THE CUSTODIANS SELECTED FOR
THIS SEARCH.

3. EXPAND MANAGE CUSTODIANS AND
SELECT THE CUSTODIANS REQUIRED
FOR THIS SEARCH.

4. (OPTIONAL) SELECT SEARCH
BETWEEN CUSTODIANS AT THE BOTTOM
OF THE POP-UP TO RETRIEVE EMAILS
EXCHANGED EXCLUSIVELY AMONG THE
SELECTED CUSTODIANS. FOR DETAILS,
SEE SEARCHING EMAILS EXCHANGED
AMONG SPECIFIC CUSTODIANS .

5. CLICK UPDATE TO ADD THESE
SELECTED CUSTODIANS AS A SEARCH
INPUT. THESE CUSTODIANS ARE LISTED
UNDER THE SELECTED CUSTODIANS
SECTION.

Custom Headers Note: TheCustom Headersoption does not
appear if there is no entry for a custom
header for a particular group or tenant in
database. Custom header does not work
independently. You need to use the filter
criteria to search the required items.

Expand Custom Headers and set the header
operator values.

- Click + to add new search clauses.
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CUSTODIANS - SELECT ALL TO SEARCH ARCHIVES OF
ALL OF THE CUSTODIANS THAT ARE
ASSOCIATED WITH THE CASE.

- SELECT CUSTOM TO SEARCH ARCHIVES
OF THE PARTICULAR CUSTODIANS.

1. THE MANAGE BUTTON APPEARS.
CLICK MANAGE TO OPEN THE ADDI/
REMOVE CUSTODIANS .

2. EXPAND SELECTED CUSTODIANS TO
VIEW THE CUSTODIANS SELECTED FOR
THIS SEARCH.

3. EXPAND MANAGE CUSTODIANS AND
SELECT THE CUSTODIANS REQUIRED
FOR THIS SEARCH.

4. (OPTIONAL) SELECT SEARCH
BETWEEN CUSTODIANS AT THE BOTTOM
OF THE POP-UP TO RETRIEVE EMAILS
EXCHANGED EXCLUSIVELY AMONG THE
SELECTED CUSTODIANS. FOR DETAILS,
SEE SEARCHING EMAILS EXCHANGED
AMONG SPECIFIC CUSTODIANS .

5. CLICK UPDATE TO ADD THESE
SELECTED CUSTODIANS AS A SEARCH
INPUT. THESE CUSTODIANS ARE LISTED
UNDER THE SELECTED CUSTODIANS
SECTION.

- Click - to remove search clauses that are
not required.

- In the first column, select the required
header you want to search for. Based on the
data type you have selected, the operator
changes. For example, if you have selected
the receiver date in header, the operator
values can be Between , Before inclusive
and After inclusive . For a numeric or integer
header value, the operator values can be Is
equal to, Less than , and Greater than . If
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CUSTODIANS - SELECT ALL TO SEARCH ARCHIVES OF
ALL OF THE CUSTODIANS THAT ARE
ASSOCIATED WITH THE CASE.

- SELECT CUSTOM TO SEARCH ARCHIVES
OF THE PARTICULAR CUSTODIANS.

1. THE MANAGE BUTTON APPEARS.
CLICK MANAGE TO OPEN THE ADDI/
REMOVE CUSTODIANS .

2. EXPAND SELECTED CUSTODIANS TO
VIEW THE CUSTODIANS SELECTED FOR
THIS SEARCH.

3. EXPAND MANAGE CUSTODIANS AND
SELECT THE CUSTODIANS REQUIRED
FOR THIS SEARCH.

4. (OPTIONAL) SELECT SEARCH
BETWEEN CUSTODIANS AT THE BOTTOM
OF THE POP-UP TO RETRIEVE EMAILS
EXCHANGED EXCLUSIVELY AMONG THE
SELECTED CUSTODIANS. FOR DETAILS,
SEE SEARCHING EMAILS EXCHANGED
AMONG SPECIFIC CUSTODIANS .

5. CLICK UPDATE TO ADD THESE
SELECTED CUSTODIANS AS A SEARCH
INPUT. THESE CUSTODIANS ARE LISTED
UNDER THE SELECTED CUSTODIANS
SECTION.

you have selected a string value in header,

then the operator will be Contains .

- In the second column, select the available
operator.

- In the third column, specify the text, phrase,
or date that you want to search for.

Filters Expand Filters and set the filter operator

values. The operators are explained in a
table below.
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CUSTODIANS - SELECT ALL TO SEARCH ARCHIVES OF
ALL OF THE CUSTODIANS THAT ARE
ASSOCIATED WITH THE CASE.

- SELECT CUSTOM TO SEARCH ARCHIVES
OF THE PARTICULAR CUSTODIANS.

1. THE MANAGE BUTTON APPEARS.
CLICK MANAGE TO OPEN THE ADDI/
REMOVE CUSTODIANS .

2. EXPAND SELECTED CUSTODIANS TO
VIEW THE CUSTODIANS SELECTED FOR
THIS SEARCH.

3. EXPAND MANAGE CUSTODIANS AND
SELECT THE CUSTODIANS REQUIRED
FOR THIS SEARCH.

4. (OPTIONAL) SELECT SEARCH
BETWEEN CUSTODIANS AT THE BOTTOM
OF THE POP-UP TO RETRIEVE EMAILS
EXCHANGED EXCLUSIVELY AMONG THE
SELECTED CUSTODIANS. FOR DETAILS,
SEE SEARCHING EMAILS EXCHANGED
AMONG SPECIFIC CUSTODIANS .

5. CLICK UPDATE TO ADD THESE
SELECTED CUSTODIANS AS A SEARCH
INPUT. THESE CUSTODIANS ARE LISTED
UNDER THE SELECTED CUSTODIANS
SECTION.

- Select All to match all conditions you have
provided.

- Select Any to match any of the conditions
you have provided.

- Click + to add new search clauses, and
complete a new row for each clause.

- Click - to remove search clauses that are
not required.
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CUSTODIANS - SELECT ALL TO SEARCH ARCHIVES OF

ALL OF THE CUSTODIANS THAT ARE
ASSOCIATED WITH THE CASE.

- SELECT CUSTOM TO SEARCH ARCHIVES
OF THE PARTICULAR CUSTODIANS.

1. THE MANAGE BUTTON APPEARS.
CLICK MANAGE TO OPEN THE ADDI/
REMOVE CUSTODIANS .

2. EXPAND SELECTED CUSTODIANS TO
VIEW THE CUSTODIANS SELECTED FOR
THIS SEARCH.

3. EXPAND MANAGE CUSTODIANS AND
SELECT THE CUSTODIANS REQUIRED
FOR THIS SEARCH.

4. (OPTIONAL) SELECT SEARCH
BETWEEN CUSTODIANS AT THE BOTTOM
OF THE POP-UP TO RETRIEVE EMAILS
EXCHANGED EXCLUSIVELY AMONG THE
SELECTED CUSTODIANS. FOR DETAILS,
SEE SEARCHING EMAILS EXCHANGED
AMONG SPECIFIC CUSTODIANS .

5. CLICK UPDATE TO ADD THESE
SELECTED CUSTODIANS AS A SEARCH
INPUT. THESE CUSTODIANS ARE LISTED
UNDER THE SELECTED CUSTODIANS
SECTION.

- Searches are not case-sensitive. The
search supports phrase search, Boolean
operators, proximity search, and wildcard

search. See Search syntax for Advanced
Search .

The Filter operators are listed below:

MESSAGE ENTIRE MESSAGE CONTAINS | DOESN'T
CONTAIN

Subject + Body Contains / Doesn't Contain -
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MESSAGE

Subject

Body

Inbound Message (AND)

Outbound Message (AND)

Internal Message (AND)

Is Hidden

IP Header

Date Sent/Modified(AND)

Date Sent/Modified(AND)

Date Sent/Modified(AND)

Date Sent/Modified(AND)

Participants

Participants

Participants

Participants

Participants

Participants

Classification

ENTIRE MESSAGE

Contains / Doesn't Contain

Contains / Doesn't Contain

Yes / No

Yes / No

Yes / No

Note: In Advanced Search ,
this option filters and
retrieves only internal

messages exchanged within

the same organization.

Yes / No

Contains / Doesn't Contain

Is Equal To

Before

After

Within Range

All Senders and Recipients

Senders Only

Recipients Only

To/Cc

To

Bcc

Classified As

408
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Select a date

Select a date

Select a date

Select a date range

Contains / Doesn't Contain

Contains / Doesn't Contain

Contains / Doesn't Contain

Contains / Doesn't Contain

Contains / Doesn't Contain

Contains / Doesn't Contain

Contains / Doesn't Contain



ARCTERA™ EDISCOVERY

MESSAGE

Note: This option is available
if the Arctera Classification
service is enabled for a user.

Classification

Note: This option is available
if the Arctera Classification
service is enabled for a user.

Attachment

Attachment

Attachment

Archive Date

Filter archived data based on
the date when emails,
collaboration items, or files
were archived.

ENTIRE MESSAGE

Sentiment Score

Has Attachment

File/Attachment Name

File Attachment Type

Is Equal To : Finds items
archived on a specific date.

Before : Finds items archived
before a certain date.
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Select a classification tag
from the drop-down list. The
list shows all the classification
tags that have been applied
to your company's messages
in Arctera Unified Platform.

To see a tooltip with a
classification tag's
description, select the
classification tag from the
drop-down list and then point
to the classification tag.

Is Equal To / Below (Inc.) /
Above (Inc.)

Yes / No

Contains / Doesn't Contain

Contains / Doesn't Contain

See Searchable attachment
types .

Select date.

Note: Use this filter only for
the data archived after
January 2021. Data before
January 2021 will not appear
in filtered results.
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MESSAGE

Source Type

Department

Note: This option is available
if the Arctera Surveillance
service is enabled for a user.

ENTIRE MESSAGE

After : Finds items archived
after a certain date.

Within Range : Finds items
archived between two chosen
dates.

Is : Filters results that match
the selected source type(s)

Is Not : Excludes results that
match the selected source

type(s).

All Senders & Recipients :
Filters data where both the
sender and recipient belong
to the selected
department(s).

Senders Only : Filters data
where only the sender
belongs to the selected
department(s).

Recipients Only : Filters data
where only the recipient
belongs to the selected
department(s).
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Tip : If you want to use Query
Search instead of Advanced
Search, use the ArchiveDate:
term and then build the
search criteria.

Select one or more sources
as needed.

Select Departments

Search Departments

- Use fauto soh

[] Select Al on Current Page
B march2022

-
] PLTest
¢ O test

> [0 test-subdi

Select Any or All operator and
then click Select
Department .

A dialog box opens where
you can choose one or more
departments to apply as a
filter.

1. Use the Search
Departments field to quickly
locate a department by name.

2. Toggle the Use Inheritance
to include child departments
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MESSAGE ENTIRE MESSAGE CONTAINS /| DOESN'T
CONTAIN

of a selected parent
department.

3. Click Select All on Current
Page to select every
department visible on the
current page. Else, select the
required departments
individually. The count of
selected departments
appears in the bottom of the
dialog box.

4. Click Select to confirm and
apply them as a filter.

If you want to reset your
choices, click Clear
Selection . If you want to
close the dialog without
saving changes, click
Cancel .

1. Click Search.

You can perform a new search and optionally save it, or you can view the results of a previously

saved search.
Important!

¢ In Advanced Search, the search text input functionality is updated. In previous releases, when
users were providing multiple text input with space, the default logical operator "AND" was
getting applied. From now onwards, the default logical operator "OR" is getting applied to get

user records.

This operator change from "AND" to "OR" is applied to all kind of searches. If users have
previously used spaces while providing the search text inputs, their saved records (saved
searches/standard searches/Ongoing searches) will be impacted as the operator is changed from
"AND" to "OR".
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e Based on the selected attributes, when you export the search report, the Search Summary and

Search Report is generated as shown in the sample image below.

[ 1 [ [ c D Do G H | | ]
Dashboard for New Search - Administrator as of 3/9/2023 10:09:44 PM

G b Search Reults

—_ A

Search Parameter(s)
Advanced Search: Match All
Category ] Condition Name | Operator Nann‘:[ Seanch Value

MESSEE IEntIre Message |Containg _ﬂ!’i‘t

Search Custodian(s) - All custodians

Egung e mluoiv & lwme

H 4 M| Search Summary . Search Result
Ready |

Performing a query search
To perform query search

1. Access the Query Search tab from thelnvestigation or theeDiscovery tab.

2. Specify the following inputs:
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Query Search

CUSTODIANS

- SELECT ALL TO SEARCH ARCHIVES OF
ALL OF THE CUSTODIANS THAT ARE
ASSOCIATED WITH THE CASE.

- SELECT CUSTOM TO SEARCH ARCHIVES
OF THE PARTICULAR CUSTODIANS.

1. THE MANAGE BUTTON APPEARS.
CLICK MANAGE TO OPEN THE ADDI/
REMOVE CUSTODIANS .

2. EXPAND SELECTED CUSTODIANS TO
VIEW THE CUSTODIANS SELECTED FOR
THIS SEARCH.

3. EXPAND MANAGE CUSTODIANS AND
SELECT THE CUSTODIANS REQUIRED
FOR THIS SEARCH.

4. (OPTIONAL) SELECT SEARCH
BETWEEN CUSTODIANS AT THE BOTTOM
OF THE POP-UP TO RETRIEVE EMAILS
EXCHANGED EXCLUSIVELY AMONG THE
SELECTED CUSTODIANS. FOR DETAILS,
SEE SEARCHING EMAILS EXCHANGED
AMONG SPECIFIC CUSTODIANS .

5. CLICK UPDATE TO ADD THESE
SELECTED CUSTODIANS AS A SEARCH
INPUT. THESE CUSTODIANS ARE LISTED
UNDER THE SELECTED CUSTODIANS
SECTION.

Specify the search query by providing
keywords.

For example, if you are using the Source
Type filter option, do the following as
required:

- To filter items from one source type, type a

query as SourceType: "" . Example :

SourceType: "Exchange"
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CUSTODIANS - SELECT ALL TO SEARCH ARCHIVES OF

ALL OF THE CUSTODIANS THAT ARE
ASSOCIATED WITH THE CASE.

- SELECT CUSTOM TO SEARCH ARCHIVES
OF THE PARTICULAR CUSTODIANS.

1. THE MANAGE BUTTON APPEARS.
CLICK MANAGE TO OPEN THE ADDI/
REMOVE CUSTODIANS .

2. EXPAND SELECTED CUSTODIANS TO
VIEW THE CUSTODIANS SELECTED FOR
THIS SEARCH.

3. EXPAND MANAGE CUSTODIANS AND
SELECT THE CUSTODIANS REQUIRED
FOR THIS SEARCH.

4. (OPTIONAL) SELECT SEARCH
BETWEEN CUSTODIANS AT THE BOTTOM
OF THE POP-UP TO RETRIEVE EMAILS
EXCHANGED EXCLUSIVELY AMONG THE
SELECTED CUSTODIANS. FOR DETAILS,
SEE SEARCHING EMAILS EXCHANGED

AMONG SPECIFIC CUSTODIANS .

5. CLICK UPDATE TO ADD THESE
SELECTED CUSTODIANS AS A SEARCH
INPUT. THESE CUSTODIANS ARE LISTED
UNDER THE SELECTED CUSTODIANS
SECTION.

- To filter items from multiple source types,
type a query as SourceType:
"") . Example, SourceType:
("Exchange" OR "Citrix")

( nmn and

Guidelines for specifying queries

The application supports query searches only if the following necessary conditions are followed.
Else, the application displays corresponding errors.
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CONDITIONS EXAMPLES

- The search criteria must be used after the
operator and before the query text.

- The AND/OR/NOT operators must be written in
capital letters.

- The AND/OR logical operator is missing.

- The extra space(s) between operators is not
allowed.

- The space after bracket is not allowed.

- The space before colon is not allowed.

Operator-specific conditions Spaces-specific conditions

1. Click Search.

You can perform a new search and optionally save it, or you can view the results of a previously

saved search.

Phrase searches

To search for a phrase, enclose the phrase within double quotation marks. For example:

"cloud computing"

The search returns those items that contain the exact phrase cloud computing.

Note: A search produces unexpected results if it contains nothing between the quotes, or

only white space between the quotes.

About stop words and special characters within search phrases

A phrase search that includes stop words or special characters can return any of the following:

e The exact phrase, including the stop word or special character.
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» The phrase with the supplied stop word or special character replaced by other stop words or

special characters.

e The phrase without the stop word or special character.
For example:

» The phrase "test and verification" (with quotes) returns items that include results for the exact
phrase as well as for "test not verification". It does not return results for test and verification and

test verification (without quotes).
* The phrase with two stop words "cat in the hat" returns items that include the exact

phrase, and also phrases such as The cat has no hat , and cat hat.

If the exact phrase occurs in the search results, it is highlighted. Otherwise the phrase is not
highlighted.

Note: In phrase searches, the*and?characters are treated as special characters, not

wildcards.

Proximity searches

Use a proximity search to find two words within a specified distance of each other. To create a
proximity search, enclose the two words within quotation marks, and follow them with a tilde

character (~) and a numerical value. For example:
"cloud computing"~5 .

The numerical value specifies the maximum number of words that can exist between the words in

quotes.
Note the following when using proximity searches:

» The search terms in the proximity search results are highlighted in the Preview pane and
Native views of the attachments. The exact number of words between the search keywords or

the order of the keywords does not matter.
 Arctera Personal Archive limits the proximity word count to a maximum of 49 words.

» Using wildcard characters in proximity searches is not recommended. When a proximity search
includes wildcard characters, the application limits the search proximity value to a maximum of

10 to prevent performance degradation.
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» The results from a proximity search can contain stop words, but the stop words are excluded

from the proximity word count.

Search examples and tips

Examples of using Basic, Advanced, and Query Searches

Suppose you want to search for the messages that relate to the resetting of a password. You can
enter password reset into the Search box and click Search to perform a Search. The space
between password and reset is treated as an AND operator, so the returned results contain

any messages that include both the word password and the word reset.

Suppose that you now decide to search for the phrase password reset , and to exclude from the
results any emails that reference the word Box. You can use an Advanced Search for this purpose.
Click the expand icon to display the Advanced Search options. Your original Search is now shown

in the first criteria row.

Insert double quotation marks around password reset to specify it as a phrase. Then click +
to add a second criteria row. In the new criteria row, select Doesn't Contain and enter Box

in the text field.

Click Search to perform the search. The search returns any items that do not contain Box but that

contain the exact phrase password reset.

Table: List of query search terms lists some possible query search terms along with examples.

Table: List of query search terms

SEARCH TERM DATA TYPE DESCRIPTION EXAMPLE
_All, Text Searches through all _All:(test or test2)
Entiremessage default fields. Add

search criterion
before query text/
value.

"hello world"

Entiremessage:test
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SEARCH TERM DATA TYPE DESCRIPTION EXAMPLE
Attachments.content Text Search by Attachments.content:
attachment content. "Hello World"
Attachments.extensiofext Search by Attachments.extension:docx

attachment file type
(PDF, DOC, docx,
and so on.)

Attachments.filename Text Search by the file Attachments.filename:Report.PDF
name of the
attachment.

Attcount Integer Search by the Attcount:6
amount of
attachments.

Note: This query
search term does not
support the
Searches for the
Microsoft Teams

messages.
Attflag Boolean Search by whether Attflag:true
there is an
attachment.
Atttext Text Search the content Atttext:Computers

of the attachments.

Atttypes Text Search by the Atttypes:PDF
attachment type.

Bcc Text Search by blind Bcc:JoeBlogs@example.com
carbon copy
recipients.

Sender:*@example.com

Cc Text Search by carbon Cc:JoeBlogs@example.com
copy recipients.
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SEARCH TERM DATA TYPE DESCRIPTION EXAMPLE

Note: This query Sender:*@example.com
search term does not

support the

Searches for the

Microsoft Teams

messages.

Classification.tags Text Search by Classification.tags:PlII
classification tags.

Note: This query
search term does not
support the
Searches for the
Microsoft Teams

messages.
FromOrTo Text Search the text in the FromOrTo:JoeBlogs@example.com
From and/or To fields
of the email.
Hidden Boolean Search whether Email Hidden\:

email is visible to
end user or not.

Note: This query Hidden:(1)
search term does not

support the

Searches for the

Microsoft Teams

messages.
Email Visible:
NOT Hidden:(1)
Inbound Boolean Search inbound Inbound:false
emails.

Note: This query
search term does not
support the
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SEARCH TERM DATA TYPE DESCRIPTION

Searches for the
Microsoft Teams
messages.

Internal - Search and retrieves
only internal
messages
exchanged within the
same organization.

Note: This query
search term does not
support the
Searches for the
Microsoft Teams
messages.

Ipheader IP Address Search by the IP
header of the email.

Note: This query
search term does not
support the
Searches for the
Microsoft Teams
messages.

MailDate Date Time Search by the date
the message was
sent.
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EXAMPLE

To include internal
emails, use:
Internal: (3)

To exclude internal
emails, use: NOT
Internal: (3)

Specific IP Address\:

Ipheader:
(10.201.1.1)

IP Address using
wildcards:

Ipheader:(10.*.1.1)
AND Ipheader:
(10.201.7.1)

Closed Range\:

MailDate:
[2018-01-01T00:00:00
TO
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SEARCH TERM DATA TYPE DESCRIPTION EXAMPLE
2019-12-31T23:59:59]
Open Range:

MailDate:
{2018-01-01T00:00:00
TO
2019-12-31T23:59:59}

Messagesizeinkb Floating Point Search by total size Messagesizeinkb:
Number of the email. \[2.5 TO 5\]

Note: This query
search term does not
support the
Searches for the
Microsoft Teams
messages.

Outbound Boolean Search whether a Outbound:true
user sent the email.

Note: This query
search term does not
support the
Searches for the
Microsoft Teams
messages.

Sender Text Search by the Sender:JoeBlogs@example.com
sender address(es).

Sender:*@example.com

Subject Text Search by the Subject:IT
subject of the email.

SubjectBody Text Search the text in the SubjectBody:Test
subject of emails
and/or in the content
of the email.
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SEARCH TERM DATA TYPE DESCRIPTION EXAMPLE
Textbody Text Search the text Textbody: "Hello
content of the email. World!"
To Text Search by recipient. To:JoeBlogs@example.com

To:*@example.com

Examples of Query Searches:

e Sourcetype:"Exchange"

e SourceType:{"Exchange" OR "Citrix"}

e MailDate:

* Messagesizeinkb:

» Subject:(export OR report)

* MailDate: AND subject:archive

» Sender:(@domain.com OR@domain2.com OR *@domain3.com)
* Atttypes:(pdf OR docx) AND atttext:process

» Attachments.filename:(Report.PDF or Export.docx)
Searching the From, To, BCC and CC fields
The To, From, and From/To search options are available within an Advanced Search.

» The To option provides search results from the To, BCC, and CC fields.
» The From option provides search results from the From field.

» The From/To option provides search results from the From and To fields.
Searching within specific email domains

One way to search for items within a specific domain is to enter the domain name in the To field of

an Advanced Search.

You can use wildcards to search for results from a group of similar domains. For example:

mycloud* returns emails for the domains that begin with mycloud.
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Search syntax for Advanced Search

Table: Search methods and their syntax for Advanced Search describes the search methods that

are available in Advanced Search.

Table: Search methods and their syntax for Advanced Search

SEARCH METHOD

Phrase search

AND operator search

OR operator search

NOT operator search

SYNTAX

Use double quotation marks
around one or more words to
search for the exact phrase.

Use the AND operator
between two search terms to
find items that contain both
search terms.

Use the OR operator
between two search terms to
find items that contain at least
one of the search terms.

Use the NOT operator
between search terms to
exclude specific search
terms.
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EXAMPLE AND MORE
DETAILS

"cloud computing" finds
archived messages with this
phrase.

See About Hit-highlighting
and navigating to searched
terms .

cloud AND computing finds
archived messages with both
of the search terms cloud and
computing .

See Boolean operator
searches .

cloud OR computing finds
archived messages with the
search term cloud , or the
search term computing , or
both terms.

See Boolean operator
searches .

cloud NOT computing finds
archived messages with the
search term cloud but not the
search term computing .

See Boolean operator
searches .
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SEARCH METHOD

Single character wildcard
search

Multiple character wildcard
search

Proximity search

SYNTAX

Use a question mark at the
end of a search term to
represent a single
unspecified character.

Note: You must enter a
search term with at least
three characters before the
wildcard character.

Use an asterisk at the end of
a search term to represent
one or more unspecified
characters.

Note: You must enter a
search term with at least
three characters before the
wildcard character.

Place quotation marks
around two search terms,
followed by a tilde and a
numerical value to indicate
the maximum word count
between them.

Note: Arctera Personal
Archive limits the word count
between the 2 search terms
to under 50 words.

EXAMPLE AND MORE
DETAILS

appl? finds archived
messages with search terms
such as apple or apply .

See Wildcard searches .

comp* finds archived
messages with search terms
such as computing ,
computer , or company .

See Wildcard searches .

"cloud computing"~5 finds
archived messages with the
search terms cloud and
computing within five words
of each other.

See Proximity searches .

Note: Searches are not case-sensitive. Capitalizing a search term has no effect on the

search results. Invalid search terms are shown in red; hover over invalid search terms to get

additional help via Tool Tip.

424



ARCTERA™ EDISCOVERY

Searchable attachment types

Advanced Search lets you search the content of message attachments.

Note: Password-protected attachments and encrypted attachments are not included in

searches.

Table: Searchable attachments lists the attachment types that Arctera Unified Platform can

search.

Table: Searchable attachments

FILE EXTENSION SEARCHABLE ATTACHMENT TYPES
.accdb Microsoft Access (text only) 1.0, 2.0, 95 - 2010
.ai Adobe lllustrator
.asf Windows Media ASF (metadata only)
.avi AVI (metadata only)
.CSV Microsoft Excel for Windows
.dbf Dbase IlI, IV, V

Enable Spreadsheet

.doc Microsoft Word for Windows 1.0 - 2013

Microsoft Word 2003 XML (text only)

Microsoft Word 98 (J)

.docx Microsoft Word for Windows

Microsoft WordPad

.docm Microsoft WordPad

.dwg AutoCAD Drawing 9.0 - 14.0
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.emf

.eml

.htm

.html

.hwp

.ics

.keynote

.mht

.mp3

.mp4

.mpp

.msg

.numbers

.odg

.odp

.0ds

.odt

FILE EXTENSION
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SEARCHABLE ATTACHMENT TYPES

Enhanced Metafile (EMF)

Visio (Page Preview mode WMF/EMF)

Microsoft Outlook Express (EML)

HTML (CSS rendering not supported) 1.0 - 4.0

HTML (CSS rendering not supported)

Hangul

97 - 2010

vCalendar 2.1

Apple iWork Keynote (MacOS, text, and PDF
preview) 9

Encoded mail messages

MP3 (ID3 metadata only)

MPEG-4 (metadata only)

Microsoft Project (table view only) 98 - 2003,
2007, 2010

Microsoft Outlook (msg) 97 - 2013

Apple iwork Numbers (MacOS, text, and PDF
preview) 9

OpenOffice Draw

IBM Lotus Symphony Presentations 1.x

Oracle Open Office Calc 3.x

StarOffice Calc

OpenOffice Writer 1.1 - 3.0
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.oft

.one

.ots

.oft

.pages

pdf

.pot

.potx

.PPS

.ppsx

.ppt

FILE EXTENSION
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SEARCHABLE ATTACHMENT TYPES

Oracle Open Office Writer 3.x

StarOffice Writer

Microsoft Outlook Forms Template (OFT) 97 -
2013

Microsoft OneNote (text only) 2007, 2010

Oracle Open Office Calc

StarOffice Calc

OpenOffice Writer

Oracle Open Office Writer

Apple iWork Pages (MacOS, text, and PDF
preview) 9

Adobe PDF

1.0 - 1.7 (Acrobat 1 - 10)

Adobe PDF Package 1.7 (Acrobat 8 - 10)

Adobe PDF Portfolio 1.7 (Acrobat 8 - 10)

Graphic embeddings in PDF

Microsoft PowerPoint for Windows Template
2007 - 2013

Microsoft PowerPoint for Windows Template

Microsoft PowerPoint for Windows slide show
2007 - 2013

Microsoft PowerPoint for Windows slide show

Microsoft PowerPoint for Windows 3.0 - 2013
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FILE EXTENSION SEARCHABLE ATTACHMENT TYPES
pptx Microsoft PowerPoint for Windows
rtf IBM DCA/RFT
Microsoft WordPad

Rich Text Format (RTF)

.Stc Oracle Open Office Calc

.Stw Oracle Open Office Writer

.Swf Flash (text extraction only) 6.x, 7.x, Lite
.SXW Oracle Open Office Writer

StarOffice Writer 5.2 - 9.0

xt ANSI Text

7 & 8 bit

Unicode Text 3.0, 4.0

vef vCard
2.1
.Vcs vCalendar
.vsd Visio 5.0 - 2007
.wav WAV (metadata only)
wkl Lotus 1-2-3
wk3 Lotus 1-2-3
.wma Windows Media Audio (metadata only)
wmf Visio (Page Preview mode WMF/EMF) 4
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FILE EXTENSION SEARCHABLE ATTACHMENT TYPES

Windows Metafile

wml Wireless Markup Language

wmv Windows Media Video WMV (metadata only)

Xhtml XHTML (file ID only)

Xls Microsoft Excel for Windows 3.0 - 2013

Xlsb Microsoft Excel for Windows 2007 - 2013
(Binary)

Xlsm Microsoft Excel for Windows

Xlsx Microsoft Excel for Windows

Xt Microsoft Excel for Windows

Xltm Microsoft Excel for Windows

xml Extensible Markup Language files

Microsoft Excel for Windows

2003 XML (text only)

XML (text only)

Xmp Adobe lllustrator XMP CS1 - 6
Xps Microsoft XPS (text only)
.Zip Compressed file

Wildcard searches

A wildcard search uses a wildcard character at the end of a search term to represent one or more
unspecified characters. The question mark ? represents a single character, and the

asterisk * represents one or more characters.
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For example:

» appl? finds archived messages with search terms such as apple or apply.

e comp* finds archived messages with search terms such as computing , computer , or

company.

Note: The wildcard character must be placed at the end of the search term. The search

term must contain at least three characters before the wildcard character.

In phrase searches, the * and ? characters are treated as special characters, not wildcards.
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Methods for searching tables and reports

This section includes the following topics:

» About Quick Search and Criteria Search

» Searching tables, lists, and reports

About Quick Search and Criteria Search

The following search interfaces are provided for searching the lists or tables that Arctera
eDiscovery displays, such as lists of user accounts, reviewers, cases, tags, or reports:
» Quick Search provides a search based on complete or partial words.

 Criteria Search. On some of the pages that provide Quick Search, an additional option named

Criteria Search lets you search on specific table criteria.

Note: Quick Search and Criteria Search do not support phrase search, Boolean
operators, proximity search, or wildcard search. Quick Search is available on the
following Arctera eDiscovery pages. The pages that also have Criteria Search are

indicated in brackets.

Investigations tab

e Managed Accounts > Accounts (Criteria Search also available)
e Managed Accounts > Mail reassignment

» Batch Processes > Exports
eDiscovery tab

* Reviewers (Criteria Search also available)
» Cases
» Case Name > Exports

e Case Name > Case History (Criteria Search also available)

Alerts option
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e Search Log

 Policy Alert (Criteria Search also available)

See Searching tables, lists, and reports.

Searching tables, lists, and reports

Quick Search provides a fast way to search tables and reports in Arctera eDiscovery. For some of

the more complex tables and reports Criteria Search is also available. Criteria Search enables you
to search within specific table columns.

Note: Quick Search and Criteria Search do not support phrase search, Boolean operators,

proximity search, or wildcard search. Searches are not case-sensitive.

To search tables, lists, and reports

1. In Arctera eDiscovery browse to the page that contains the table, list or report that you want to
search.

The Quick Search interface is visible.

If a Criteria Search is available in addition to the Quick Search, an Expand icon is present at the

end of Search box, as shown here on the Reviewers node:
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Brecnt Argent
2 et << Cuibck search #
Lait Hirrec

=4 Criteria search
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A
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]
u]

MUECCEsTLIme 1, RIEST, Musther FEQression 2 manenEl, rmeEL..

BTN ETTITE [ET ™ admin A AR e T ]

1. To perform a Quick Search, enter a search term in the Search box. Note the following:

e |In most cases the search begins as soon as you enter the text.

e The search is performed on the most significant column of the table, such as the email

address, the case name, the user, the export name, the search criteria, or the after value.

e Search terms can consist of complete or partial words. Quick Search does not support

phrase search, Boolean operators, proximity search, or wildcard search.
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e Searches are not case-sensitive.

2. On pages that support Criteria Search you can perform a search on specific table criteria.

Criteria Search is available on the following pages:

Investigations tab > Managed Accounts > Accounts
» eDiscovery tab > Administration > Reviewers

» eDiscovery tab > Cases > Case Name > Case History

Alerts tab > Policy Alert

To perform a Criteria Search, click the Expand icon at the end of the Quick Search box, the

Criteria Search option is displayed.

Enter your search terms in one or more of the search boxes. Search terms can consist of complete
and partial words. Searches are not case-sensitive. Phrase search, Boolean operators, proximity

search, and wildcard search are not supported.

Arctera eDiscovery returns the search results as you enter the criteria. As you add more criteria the

search is filtered on those criteria.
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Arctera eDiscovery Frequently Asked
Questions

This section includes the following topics:

» Frequently Asked Questions
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Best practices, limitations, and known issues

This section includes the following topics:

» Best practices and limitations with Arctera eDiscovery

» Known issues with Arctera eDiscovery

Best practices and limitations with Arctera eDiscovery

General

 Although the users that are provisioned for archive access can view their messages from
Arctera eDiscovery, we recommend that users work with their messages using Arctera
Personal Archive. Additional functionality such as search filters and active folders is provided

when users work with archived messages in Arctera Personal Archive.

Search
e Search times improve after a user performs their first search during each session because
Arctera eDiscovery keeps the index in memory during each session.

* Inaccurate search results may be returned if the hyphen in a domain name is included because

the hyphen is dropped.

» Use Advanced Search to cut down search results If you see a message stating that you have

exceeded the number of search results that can be returned.
» Search terms are limited to 1,000 characters.
» Use Query Search to accurately find and to reduce search results.
e Searching with empty quotes or whitespace within quotes produces unexpected results.
e Searching with an empty field produces an error.
e Tags are only searchable on the Tags node, which is located within the Investigations tab.
» The search interface prevents the user from entering the following special characters: /\ # \< \>

» The maximum number of Boolean operands in a search is 249. Note that roof rusted OR paint
has two Boolean operands: the OR, and the space between the first two terms. The space is

treated as an AND operator.

Foreign language search constraints
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» Unable to search for DBCS/hiascii char in the Quick Search field in Alerts.

» Unable to search for DBCS/hiascii char in Policy Names - Alerts.

» Unable to search for DBCs/hiascii char in Advanced/Query search - comments

» Unable to search for DBCs/hiascii char in Advanced/Query search - Alert Emails

» Search fails in Managed Account if last name includes non-ASCII characters

e Search fails in Reviewers Account if last name includes non-ASCII characters

» Corrupted DBCS/hiascii character results in Case Review Status Tag name and description

e Case Status has the hard-code issue risk

Known issues with Arctera eDiscovery

e Saved searches named using Japanese double-byte characters are not saved correctly and

result in the search results not being displayed.

» Keywords within a message body may be highlighted inconsistently.

* You may receive a security error message when downloading data from Arctera eDiscovery.

Workaround - close the security error message window and retry the download.

e Bcc recipients are currently not searchable in Arctera eDiscovery.

» Due to limitations of Microsoft Exchange journaling, the Bcc recipients currently displayed

depends on the version of Exchange the message sender and Bcc recipients use. Please refer

to the following table for more information.

Table: Exchange versions displayed in Bcc field

SENDER
EXCHANGE
VERSION

Exchange 2010

EXCHANGE
VERSIONS
DISPLAYED IN
BCC FIELD
WHEN VIEWED
FROM
EXCHANGE
2010
ENVIRONMENT

All

EXCHANGE
VERSIONS
DISPLAYED IN
BCC FIELD
WHEN VIEWED
FROM
EXCHANGE
2007
ENVIRONMENT

Exchange 2007
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EXCHANGE
VERSIONS
DISPLAYED IN
BCC FIELD
WHEN VIEWED
FROM
EXCHANGE
2003
(STANDARD)
ENVIRONMENT

None

EXCHANGE
VERSIONS
DISPLAYED IN
BCC FIELD
WHEN VIEWED
FROM
EXCHANGE
2003
(ENVELOPE)
ENVIRONMENT

None
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SENDER
EXCHANGE
VERSION

Exchange 2007

Exchange 2003
(Standard)

Exchange 2003
(Envelope)

EXCHANGE
VERSIONS
DISPLAYED IN
BCC FIELD
WHEN VIEWED
FROM
EXCHANGE
2010
ENVIRONMENT

Exchange 2010

Exchange 2010

Exchange 2010

EXCHANGE
VERSIONS
DISPLAYED IN
BCC FIELD
WHEN VIEWED
FROM
EXCHANGE
2007
ENVIRONMENT

All

Exchange 2007

Exchange 2007
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EXCHANGE
VERSIONS
DISPLAYED IN
BCC FIELD
WHEN VIEWED
FROM
EXCHANGE
2003
(STANDARD)
ENVIRONMENT

None

None

None

EXCHANGE
VERSIONS
DISPLAYED IN
BCC FIELD
WHEN VIEWED
FROM
EXCHANGE
2003
(ENVELOPE)
ENVIRONMENT

Exchange 2003
(Envelope)

None

All



	About Arctera eDiscovery
	Arctera eDiscovery key features
	Arctera eDiscovery term definitions
	Introducing Arctera eDiscovery

	Getting started with Arctera eDiscovery
	About the Arctera eDiscovery user interface
	About the left navigation pane
	eDiscovery tab
	Investigations tab

	About the bottom navigation bar
	About the Details pane
	About the search bar
	About the title bar options

	Accessing your own archived emails
	Logging off from Arctera eDiscovery
	Resetting a forgotten password
	Signing in to Arctera eDiscovery
	Note
	What's new in this release

	Arctera eDiscovery roles
	Assigning account roles
	Assigning the Administrator role to an account
	Assigning the Reviewer role to an account

	About account roles and Arctera eDiscovery
	Account role
	Administrator role
	Reviewer role

	Managing investigations
	About Analytics Dashboard
	Performing query searches using Analytics Dashboard

	About Labels
	Creating a label

	About legal holds
	Viewing legally hold items
	Viewing the Legal Hold status of items

	About Mail Reassignment
	Canceling the email reassignment activity
	Generating a Mail Reassignment status report
	Reassigning emails
	Viewing email reassignment status
	Viewing mail reassignment notifications and status reports

	About search log
	Viewing and exporting search log report

	About Searches in investigation
	Updating on-going and standard searches
	Updating an on-going or a standard search from Managed Accounts
	Updating on-going and standard searches from Mailbox

	Creating a new search
	Important
	Guidelines for specifying queries
	Deleting searches
	Exporting a summary report of searched items
	Saving searches as on-going and standard searches
	Searching emails exchanged among specific custodians
	Viewing previously executed but unsaved searches during an investigation

	About Tags
	Deleting tags
	Removing items from tags
	Updating tags

	About Targeted Collections
	Adding targeted collection for data import
	Adding targeted collection for Enterprise Vault
	Adding targeted collection for Exchange Online
	Adding targeted Collection for Google Workspace
	Adding targeted collection for Microsoft Teams
	Adding targeted collection for OneDrive for Business
	Managing Arctera Capture collectors from Arctera eDiscovery
	Sending collected data to cases

	About transcription of media attachments
	Viewing transcription of media attachments

	Working with Advanced ECA searches
	Applying labels to the Advanced ECA search items
	Applying labels to collaboration messages in Advanced ECA search
	Applying labels to emails in Advanced ECA search
	Applying labels to files in Advanced ECA search

	Applying tags to the Advanced ECA search items
	Applying tags to collaboration messages in Advanced ECA search
	Applying tags to emails in Advanced ECA search
	Applying tags to files in Advanced ECA search

	Exporting an Advanced ECA search summary report
	Exporting a search summary report for emails
	Exporting summary report for collaboration messages
	Exporting summary report for files

	Exporting the Advanced ECA search items
	Exporting collaboration messages from Advanced ECA search
	Exporting emails from Advanced ECA search
	Exporting files from Advanced ECA search

	Creating an Advanced ECA search
	Deleting an Advanced ECA search
	Filtering an Advanced ECA search
	Printing the selected Advanced ECA searched items
	Reassigning emails from the Advanced ECA search
	Updating an Advanced ECA search

	Working with searched collaboration messages
	Applying labels to collaboration messages
	Applying tags, legal hold tags and retention tags to collaboration messages
	Note
	Exporting a search summary report for collaboration messages
	Note
	Exporting collaboration messages
	Printing MS Teams messages to PDF during investigation
	Searching collaboration messages during investigation

	Working with searched emails
	Applying labels to emails
	Applying tags, legal hold tags and retention tags to emails
	Note
	Deleting emails permanently
	Exporting a search summary report for emails
	Exporting searched emails
	Hiding and unhiding emails
	Reassigning emails

	Working with searched files
	Applying labels to files
	Applying tags, legal hold tags and retention tags to files
	Note
	Exporting a search summary report for files
	Exporting searched files
	Working with Audio-Video files
	1\. Native view
	2\. Control panel
	3\. Keywords
	4\. AI Transcript

	About Hit Highlighting
	About Investigations
	About Managed Accounts
	Creating archive sets during investigation

	Managing cases
	About AI-Enabled Cases
	Viewing AI Analytics of Cases
	Viewing AI Feature Summary of cases
	Viewing AI status and configuration of cases
	Viewing audit log and history of AI enabled cases

	About searches in eDiscovery
	Applying a search-level legal hold
	Note
	Assigning review sets to reviewers
	Generating a search summary report
	Modifying saved searches of cases
	Performing searches within cases
	Saving searches in Review sets and Research sets
	Viewing previously executed but unsaved searches in cases

	About case workflow summary- eDiscovery Administrator
	Table: Process for an eDiscovery Administrator to set up a new case
	About cases
	Adding parent tags and their child tags
	Applying tags to the searched items in cases
	Note
	Creating case review statuses
	Creating cases
	Editing cases
	Removing tags of the searched items in cases
	Viewing case details

	Managing case documents
	Understanding Archive Search
	About Archive Searches
	Creating research sets and archive sets

	Moving case documents to production sets
	Understanding document sets in cases

	Managing redaction reasons
	About redaction reasons
	Adding redaction reasons
	Deleting redaction reasons
	Editing redaction reasons

	Managing reviews
	Reviewing collaboration messages
	Accessing collaboration messages for review
	Adding notes to collaborative messages
	Applying and removing review status to collaboration message
	Applying legal hold to collaboration messages
	Applying tags to collaboration messages
	Exporting a search summary report for collaboration messages
	Note
	Exporting collaboration messages
	Printing MS Teams messages to PDF during eDiscovery
	Viewing audit history of collaboration messages

	Reviewing emails
	Accessing emails for review
	Adding notes to emails
	Applying review status to emails
	Applying tags to emails
	Exporting a search summary report for emails
	Exporting emails
	Forwarding emails
	Printing emails
	Restoring emails
	Searching for the exact Arctera Surveillance item for review
	Viewing audit history of emails

	Reviewing files
	Accessing files for review
	Adding notes to files
	Applying and removing review status to files
	Applying or removing legal hold to files
	Applying tags to Files
	Downloading files
	Exporting a search summary report for files
	Exporting files
	Viewing audit history of files

	About reviewing cases
	Annotating and redacting email and file content in native viewer

	Managing production sets
	Exporting production sets
	Exporting a collective production set for emails, collaboration messages, and files
	Exporting an individual production set for emails, collaboration messages, or files

	About Production Sets
	Configuring production set export options
	Locking and unlocking production sets
	Moving items to production sets
	Removing items from a production set

	Annotating and redacting content in native viewer
	About annotations and redactions
	Annotating email and file content
	Downloading the annotated and redacted document
	Native viewer capabilities
	Printing the annotated and redacted document
	Redacting email and file content
	Understanding the native viewer interface

	Managing exports
	About exports
	Canceling Export Batch
	Email export FAQ
	Option to maintain folder structure in the export
	Performing exports in Investigation and eDiscovery
	Resubmitting failed export items
	Viewing export details of native documents
	Viewing export details of production sets

	Collaborative reports
	About collaborative eDiscovery reporting
	Report by Archive- eDiscovery dashboard
	Report by Case- Case History
	Report by Case- Case Summary
	Report by email- Audit trail

	Arctera eDiscovery alerts
	Creating an alert

	Email Continuity
	Managing Email Continuity
	Viewing Continuity emails

	Methods for searching cases and accounts
	Boolean operator searches
	About Boolean operators and special characters
	cloud OR +
	cloud AND - AND computing
	About using Boolean operators with phrase searches
	"cloud computing " OR "public cloud" NOT software
	About using multiple Boolean operators
	cloud AND computing OR public
	(cloud (computing OR public)) NOT software
	AND operator search
	cloud AND computing
	cloud computing
	cloud AND computing
	NOT operator search
	cloud NOT computing
	NOT "cloud computing"
	OR operator search
	cloud OR computing

	About enhanced searches in Japanese
	About Hit-highlighting and navigating to searched terms
	About stop words and special characters
	Double-byte character set searches
	"敏捷的棕色狐狸" AND 3515431
	Performing Advanced Search and Query Search
	Guidelines for specifying queries
	Phrase searches
	"cloud computing"
	Proximity searches
	Search examples and tips
	Table: List of query search terms
	Search syntax for Advanced Search
	Table: Search methods and their syntax for Advanced Search
	Searchable attachment types
	Table: Searchable attachments
	Wildcard searches

	Methods for searching tables and reports
	About Quick Search and Criteria Search
	Searching tables, lists, and reports

	Arctera eDiscovery Frequently Asked Questions
	Best practices, limitations, and known issues
	Best practices and limitations with Arctera eDiscovery
	Known issues with Arctera eDiscovery
	Table: Exchange versions displayed in Bcc field


