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RELEASE NOTES for December 2023 (Spruce) Release 
 

Veritas Alta™ Data Compliance & Governance 

The latest release of the Veritas Alta™ Data Compliance & Governance portfolio is scheduled0F

1 to begin roll out in 
late December 2023. 
 
This release introduces new features for the Veritas Alta™ Data Compliance & Governance portfolio.2 
 
 

WHAT’S NEW 
 

Veritas Alta™ 
Archiving 
 

Personal Archive 

• The Personal Archive User Interface has been completely updated using the Veritas 

Design Library (VDL). 

• Toggle provided so Personal Archive users can try the new interface before it is made 

the default in the next release 

• Contains numerous style and usage improvements 

 
Role Assignment via SSO Claims 

• Allows customers to assign Alta Archiving for Data Compliance and Governance 

administrative roles automatically & dynamically via Single Sign-On (SSO) claims 

during the authentication process. 

 
SIEM / SOAR Log Shipping 

• Alta Archiving for Compliance and Governance audit logs can be configured to be sent 
to an Amazon S3 bucket in a form that is easily consumed by SIEM / SOAR solutions 
such as Splunk. 
 

Google Workspace Account Synchronization & SSO 

• An API powered account synchronization collector can be created and managed in the 

Alta View for Compliance & Governance to synchronize accounts from Google 

Workspace directly into the Alta Archiving for Data Compliance & Governance Identity 

provider. 

• Provides Single Sign-On (SSO) support for Google Workspace 
 
United Arab Emirates (UAE) Data Center 

• An Alta Data Compliance data center is available in the UAE for customers located in 

the UAE or from any other country in the region 

 
Storage Capacity Trend Reports 

• Customers can now view storage capacity trend history to help understand 
consumption behavior 

 
Cloudlink Fault Tolerant Configuration 

 
1 All future release dates are tentative and are subject to change at the sole discretion of Veritas. While the features and enhancements listed above are 
scheduled for the dates mentioned, Veritas makes no assurances that any or all these features and enhancements will be available at any time. Customers 
looking to purchase or renew their services with Veritas should do so solely based on the features of the service available at that time. 
2 Additional fees apply. Requires a concurrent number of Enterprise Vault.cloud Discovery Archive licenses. 
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• A secondary domain controller can now be specified when setting up Cloudlink (which 

is required for customers to sync their on-premise Active Directory accounts with Alta 

Archiving for Compliance & Governance) 

 
Direct migrator 

• eDiscovery Platform account metadata export 
• Enterprise Vault Collections Support provides automated handling of temporary files 

created during the migration process 
 
Veritas Alta™ Capture 

• New Features 

o Implemented Deduplication feature for chats in the Microsoft Teams via 

Export API collector 

o Added the system diagnostic information in the Job Monitoring section 

o Added the SSH key authentication for all the file-based collectors 

o Added the ability to preview the Import Job Schedule in the Job 
Monitoring section 

o Added the ability to capture canvases with the Slack eDiscovery collector 
o Added the Subject prefix feature to the Box collector  
o Launched two new collectors: 

• Dubber Speik SMS 
• Dubber Speik Recordings collector  

o Added Grid Mode to the Source configuration of the IceChat collector 
o Added the ability to validate the credentials and retrieve the results in 

the Azure Active Directory of the Mail filter 
o Enhanced the EWS Server target to deliver to multiple mailboxes with the 

Round Robin approach 

• Enhancements 

o Moved credential validation from the Portal to the Agent module for some 
collectors 

o Re-wrote the importer using async/await 
o Added the ability to change the default page size for chats and messages 

during data collection in the Workplace from Facebook collector 
o Enhanced the RingCentral collector to capture attachments 
o Enhanced the attachments filtering in the Slack eDiscovery collector 
o Added an ability to configure the range for collecting files based on the 

configured range in the SharePoint collector  
o Enhanced the Zoom Chat collector for better performance 
o Added an ability to import and view tracing files generated in the on-prem 

environment 

o Office365 EWS Target 

• The target has been improved to better handle errors, warnings, and 

exceptions 

• The logging has been enhanced 
o Added support for TLS version 1.3 for: 

• SSO 
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• Azure Blob source 
• Azure Blob target 
• EWS source 
• EWS target 

o Viva Engage (Yammer) 

• External users’ emails are now retrieved 

• The logging has been improved 
o Added TLS version 1.3 support for: 

• Dropbox Business 

• RingCentral  
o Converted the Licensing Engine libraries to .Net standard 2.0 

o Logging improvements for: 

• Azure Blob source 

• SFTP/FTP source 

• Exchange Graph API collector 

o Moved credential validation from the Portal to the Agent module: 

• Microsoft Teams via Webhooks collector 

• Google Vault target 

• EV folder target 

• Direct SMTP target 

• SMTP target 

• EWS target 

o Enhanced the trace level logging for the Slack eDiscovery collector 
o Microsoft Teams via Export API 

• Enhanced the ‘payment required’ error handling for the collector 

• Added the ability to use a multitenant application for authentication 

• Added the ability to better handle HTTP 401 and 402 status codes 

o Implemented parameter validation for Merge1 API 
o Added the ability to override the custom message headers by specifying 

custom headers in the Importer Settings section 
o Added the ability to check whether the collector is fully configured 
o Changed the output message format from JSON to EML in the EV Folder 

Target 
o Included the following Agent Pool logs in the Audit reports: 

• AgentPoolAdded 
• AgentPoolDeleted 
• AgentPoolUpdated 

 
Veritas Alta™ Classification (version 4.5) 

• New Policies 
o New Transparent Policies: 

• Secrecy 

• Market Abuse 

o New Financial Policy:  

• US Stock Financial Advice Policy 

o New Personal Data and Special Category Personal Data Policies: 
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• El Salvador Personal Data Policy 

• El Salvador Special Category Policy 

o New Medical Diagnosis Policies: 

• HIV/AIDS Policy 

• Urinary Tract Infection Policy 

o Updated Transparent Policies: 

• Client Concerns Policy 

• Client Concerns - Unauthorized Activity Policy 

• Client Concerns - General Policy 

• Client Concerns - Promises and Guarantees Policy 

• Client Concerns - Performance and Losses Policy 

• Client Concerns - Legal Policy 

• Client Concerns - Negative Language Policy 

• Client Concerns - Operational Policy 

• Client Concerns - Trade Execution Policy 

• Client Concerns - Communication Policy 

• Client Concerns - Fees and Commissions Policy 

• Client Concerns - Employee Error Policy 

• Off-Channel Signaling Policy 

• Subscriptions Policy 

Veritas Alta™ 

eDiscovery 

 

Analytics for Alta eDiscovery 

• Analytics satisfies a huge need for customers around visualizing data in the archive, 

and allowing for organizations to run searches using analytics.  This release brings 

Relationship Network Charts and Classification Counts, and future releases will allow us 

to offer Keyword Clouds and Topic Clouds. 

• Ability to visualize data & filter/search using user communication network maps, 

classification counts, keyword clouds and topic summarization.   

 
eDiscovery Case Tags 

• Ability to add work product to documents within review, including multi-tiered 

tagging, now available for Files & Collaboration files. 

 
Production Enhancements 

• Ability to export legally defensible productions for eDiscovery teams, now with the 

ability to image in TIFF format. 

 

Veritas Alta™ 
Surveillance 

Sampling and Search Support for all Veritas Alta Capture Message Types  

Users can granularly select a specific Veritas Alta Capture message type as search criteria.  

• Users can apply a specific percentage to each Veritas Alta Capture message type for 

random sampling.  

• Only content sources configured within Veritas Alta Capture are displayed in Search 

and Sample configuration screens. 
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Date Facet Metrics in Review  

• During the selection of granular date ranges users will be able to see the number of 

items that correspond to each date, month, year prior to apply the date facet in review. 

At least one other facet must be selected for the item counts to display.  

 
Enhanced Reporting – Expanded User Roles Reporting  

• Users can now create reports that associate roles to the users that have been assigned 

those roles within the application.  

 
Item Hit Highlight Improvement 

• Improvements to Hit Highlighting have been addressed in the following areas: 

o Better support for apostrophes 

o Better support for classification hit highlight overlaps 

 

 
Steps to Access Veritas Alta™ Archiving Downloads  
 
We have a new updated Downloads Center that makes finding your Veritas Product Downloads even easier! You can 
read about it here: https://www.veritas.com/content/support/en_US/news/download_center . 
 
 
The new Downloads Center effectively combines the access to files from Veritas Entitlement Management System 
(VEMS), the Veritas Support website, or SORT into a one stop shopping experience.   Now you can find, review, and 
download software releases for all Veritas products (full installs, full upgrades, patches, and other related files) in one 
place. Obtaining Veritas software is now as simple as going to Veritas Support and clicking on the Downloads icon from 
the homepage.  It is that easy! 
 
To start working in the Downloads Center: 
 

1. Go to the Veritas Support. 
 

2. If you have an account, then click Sign-In and jump to step 7.  
 

https://www.veritas.com/content/support/en_US/news/download_center
https://www.veritas.com/support/en_US
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3. If you do not have an account, click Create One. 
 

 
 

4. In the opened window, fill in the proper details to create an account. 
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5. When complete, click Register. You will be navigated to this page where you must activate your account by 
going to your email and clicking the proper link. 
 

 
 
 

6. Click the activation link that is included in the received email to complete the registration process. 
 

7. Go back to Veritas Support and Sign in to your account. 
 

https://www.veritas.com/support/en_US
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8. Click the Downloads button and you will be directed to this page. 
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9. Click the Product dropdown arrow, to search for Enterprise Vault.cloud. 
 

  
 

10. Click Explore. 
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11. In this window, click Base and Upgrade Installers and you will see a list of installers. 
 

 
 

12. Check the box next to each file that you wish to download and click ‘CloudLink 4.1.2 64-bit’ or ‘CloudLink 4.1.2 
32-bit.’ 
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13. The End User License Agreement pop-up window will appear, and we recommend reading it before checking 
the box to continue. 

 

 
 

14. Click Download and the zip file will start downloading to your machine.  
 
 


