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Chapter

Preface

About this guide

This document provides detailed step-by-step installation and configuration
instructions for successfully upgrading and setting up the Veritas eDiscovery
Platform application. This guide assumes the reader is comfortable
performing common system operations and is familiar with the Windows
operating system. Before upgrading your system, be sure to read the Veritas
eDiscovery Platform Upgrade Overview Guide to familiarize yourself with the
changes in the release. If you are installing the Veritas eDiscovery Platform
application on a machine for the first time, please read and follow the
instructions outlined in the Veritas eDiscovery Platform Installation Guide.

Product documentation

The table below lists the end-user documentation that is available for the
Veritas eDiscovery Platform product.

Veritas eDiscovery Platform Documentation

Document Comments

Installation and Configuration

Installation Guide Describes prerequisites, and how to perform a full install of
the Veritas eDiscovery Platform application

Upgrade Overview Guide Provides critical upgrade information, by version, useful
prior to upgrading an appliance to the current product
release




Product documentation

Document

Comments

Upgrade Guide

Describes prerequisites and upgrade information for the
current customers with a previous version of Veritas
eDiscovery Platform

Utility Node Guide

For customers using utility nodes, describes how to install
and configure appliances as utility nodes for use with an
existing Veritas eDiscovery Platform setup

Distributed Architecture
Deployment Guide

Provides installation and configuration information for the
Review and Processing Scalability feature in a distributed
architecture deployment

Getting Started

Navigation Reference Card

Provides a mapping of review changes from 10.x compared
to 9.x, 9.x compared to 8.x and the user interface changes
from 8.x compared to 7.x

Administrator's QuickStart
Guide

Describes basic appliance and case configuration

Reviewer QuickStart Guide

A reviewer's reference to getting started using the Analysis
& Review module in Veritas eDiscovery Platform

Tagging Reference Card

Describes how tag sets and filter type impact filter counts

User and Administration

Legal Hold User Guide

Describes how to set up and configure an appliance for
Legal Holds, and use the Legal Hold module as an
administrator in Veritas eDiscovery Platform

Identification and Collection
Guide

Describes how to prepare and collect data for processing,
using the Identification and Collection module

Case Administration Guide

Describes case setup, processing, and management, plus
pre-processing navigation, tips, and recommendations.
Includes processing exceptions reference and associated
reports, plus file handling information for multiple
languages, and supported file types and file type mapping.

System Administration Guide

Includes system backup, restore, and support features,
configuration, and anti-virus scanning guidelines for use
with Veritas eDiscovery Platform

Load File Import Guide

Describes how to import load file sources into Veritas
eDiscovery Platform
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Product documentation

Document

Comments

User Guide

Describes how to perform searches, analysis, and review,
including detailed information and syntax examples for
performing advanced searches

Audio Search User Guide

Describes how to use the Audio Search feature to process,
analyze, and search and export search media content

Imaging Tool Upgrade Guide

Provides details about the Imaging Tool Upgrade feature
and how to perform Imaging Tool Upgrade after the
eDiscovery Platform appliance is upgraded to version 10.0,
workflows affected when the cases are upgraded or not
upgraded, and frequently asked questions (FAQs).

Export and Production Guide

Describes how to use and produce exports, productions,
and logs (privilege and redaction logs).

Transparent Predictive
Coding User Guide

Describes how to use the Predictive Coding feature in
Veritas eDiscovery Platform to train the system to predict
results from control set data and tag settings

Reference and Support

Legal Hold Legal Hold administrator’s reference of how to create and
manage holds
Collection A quick reference card of how to collect data in Veritas

eDiscovery Platform

OnSite Collection

A quick reference for performing OnSite collection tasks

Review and Redaction

Reviewer's reference card of all redaction functions

Keyboard Shortcuts

A quick reference card listing all supported shortcuts

Production

Administrator’s reference card for production exports

User Rights Management

A quick reference card for managing user accounts

Audio Search

A quick reference card for performing multimedia search
tasks

Audio Processing

A quick reference card for processing multimedia sources

Online Help

Includes all the above documentation (excluding Installation and Configuration) accessed
by clicking Help in the Veritas eDiscovery Platform user interface.

Release
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Preface
Technical Support

Document Comments

Release Notes Provides latest updated information specific to the
current product release

For the latest product documentation:
https://www.veritas.com/support/en US/article.100040275

Technical Support

Technical Support maintains support centers globally. All support services
will be delivered in accordance with your support agreement and the then-
current enterprise technical support policies.

For information about our support offerings and how to contact Technical
Support, visit our website:

https://www.veritas.com/support

You can manage your Veritas account information at the following URL:

https://my.veritas.com

If you have questions regarding an existing support agreement, please email
the support agreement administration team for your region as follows:

Worldwide (except Japan): CustomerCare@veritas.com

Japan: CustomerCare Japan@veritas.com

Documentation

Make sure that you have the current version of the documentation. The
latest documentation is available from:

e Documentation link at the bottom of any page in the eDiscovery
Platform landing page.

e  Veritas Products Web site: https://www.veritas.com/product/a-to-z

Documentation Feedback

Your feedback is important to us. Suggest improvements or report errors or
omissions to the documentation. Include the document title, document
version, chapter title, and section title of the text on which you are reporting.
Send feedback to:

DL-VTAS-eDiscovery-documentation@veritas.com



https://www.veritas.com/support/en_US/article.100040275
https://www.veritas.com/support
https://my.veritas.com/
mailto:CustomerCare@veritas.com
mailto:CustomerCare_Japan@veritas.com
https://www.veritas.com/product/a-to-z
mailto:DL-VTAS-eDiscovery-documentation@veritas.com
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Documentation Feedback

You can also see documentation information or ask a question on the Veritas
community site: https://vox.veritas.com/



https://vox.veritas.com/




Chapter

Overview

This document provides instructions for upgrading the Veritas eDiscovery
Platform from 9.1 and 9.5 release to 10.0 release.

Installation Basics

The following list provides the details on what you need to do to successfully
upgrade:

Note: This document is for upgrades only. For new installations, refer to
the Veritas eDiscovery Platform Installation Guide.

1.

Read the Veritas eDiscovery Platform Upgrade Overview to learn
important insights about migration information and the release
before upgrading.

Read the Imaging Tool Upgrade Guide to learn the upgrade
implications for case backups that have unlocked production folders.
All the redactions and annotations that are not part of a locked
production folder will be lost after you upgrade to eDiscovery
Platform version 10.0. To preserve any desired markups, you need to
identify and lock the cases that have unlocked production folders.

Review this entire Upgrade Guide to understand what gets installed
and uninstalled on your machine, the need for full node backup(s),
potential reboots, and guidance on upgrading with minimal impact
to your case and system environment.

Perform the pre-installation steps. See Upgrade Pre-Installation
Steps.

Review and perform the upgrade installation steps. See Upgrade
Installation Steps.


https://www.veritas.com/content/support/en_US/doc/ImagingToolUpgradeGuide

12 Overview
Installation Basics

6. Perform the post-installation steps. See Upgrade Post-Installation

Steps.

7. In addition to the post-installation steps listed in step 5, run the
Imaging Tool Upgrade support feature. It is a mandatory step so that
the cases created in pre-v10.0 release can be upgraded and used for
imaging-related operations. See Perform Imaging Tool Upgrade.
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Upgrade Pre-Installation
Steps

The following steps must be performed in preparation of the upgrade.

Upgrade Prerequisites

Machine Configuration

Confirm supported hardware configuration:
B Veritas eDiscovery Platform 8100 or 8200 appliance

B C:drive - 80 GB minimum with recommended 30 GB of disk free space
— the installer will display a warning and the system may not function
correctly if this space requirement is not met.

B D: drive or designated second drive — Minimum of 1.5 TB or more of
free disk space

IMPORTANT! For brevity and readability, this document hereinafter
refers to the D: drive, but please note that an alternate drive can be
substituted in place of the D: drive.

Note: The D: drive is used as a temporary cache for many of the
processing components in Veritas eDiscovery Platform, therefore a D:
drive of at least 1.5 TB is recommended.

B Page file is configured with no page file on C: drive and with system
managed page file on the D: drive.
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Upgrade Prerequisites

Hardware Compatibility

The platform supports the following types of appliances for the

corresponding functions and minimum requirements for hardware (and

Virtual Machines if used) in a distributed architecture.

Note: Release 10.0 replaces the IGC Native Viewer with PrizmDoc Viewer,
which introduced several performance improvements in review,
redaction, annotation, and other imaging-related operations. However,
these enhancements brought in the need for higher hardware
requirements. The minimum recommended hardware requirements vary
based on whether the appliance will be used for any Imaging related
jobs with the Imaging role enabled.

Setup with no Imaging Related Operations

Appliance Environment | Appliance CPUs RAM Disk VM-
Type Function
All-In-One Standalone Hosts Cases and | 32-Core CPUx | 1.5TB Y
(Standalone) Review and 128 GB RAM (1500 10OPs)
performs
Processing
*Also includes
Legal Holds and
Collections
Utility Retrieval and 4-Core CPU x 8 | 500 GB on Y
HTML caching GB RAM D:
Case Home and | Distributed Hosts Cases and | 24-Core CPUx | 1.5TB Y
Processing Architecture Review and 96 GB RAM (1500 10Ps)
performs
Processing
Review and Distributed Hosts Review 24-CoreCPUXx | 1.5TB Y
Processing Architecture and performs 96 GB RAM (1500 10Ps)
Processing
Case Home Distributed Hosts Cases 16-Core CPUx | 1.5TB Y
Only Architecture without 64 GB RAM (1500 10Ps)

Processing and
Review

Review Only

Not Applicable
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Upgrade Prerequisites

Appliance Environment | Appliance CPUs RAM Disk VM-
Type Function
Processing Distributed Performs 16-Core CPUx | 1.5TB Y
Only Architecture Processing 64 GB RAM (1500 IOPs)
Cluster Admin Distributed Administers the | 32-Core CPUx | 1.5TB Y
Architecture Distributed 128 GB RAM (1500 IOPs)

Architecture

cluster and hosts

Legal Holds and

Collections
Cluster Admin Distributed Hosts the 32-CoreCPUXx | 1.5TB Y
/Database Architecture Distributed 192 GB RAM (1500 IOPs)

Architecture

shared database,

administers the

Distributed

Architecture

cluster and hosts

Legal Holds and

Collections
Shared Remote | Distributed Database Server | 24-Core CPU** | 1.5TB N*
Database Architecture x 128 GB RAM (1500
MysaL I0Ps)™*

NOTE: The number of cores in the above table is the total number of logical
processors (with hyper-threading enabled) on the machine, and not just the

physical cores.

* VM performance is lesser than that of a physical machine.

** This is the minimum required configuration, but the recommended

configuration is 32-Core CPU.

*** A physical machine is recommended, but a VM of equivalent
performance (on dedicated hardware) can be used if required by local IT

policies.

***% You might need 2 TB or higher if the number of cases and items is too
high and multiple concurrent activities happen on the system.

IMPORTANT! Existing appliances can be repurposed for a distributed

architecture deployment. For information about other appliance types,
contact your Solutions Consultant, or Technical Support.
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Upgrade Prerequisites

Setup Supporting Imaging Operations (With the Imaging role enabled)

Following specifications are for eDiscovery Platform deployments that are
used for native review and jobs such as Image Caching, Production/Export,

and Bulk redaction.

Appliance Environment | Appliance CPUs RAM Disk VM-
Type Function
All-In-One Standalone Hosts Cases 32-CoreCPUX | 1.5TB Y
(Standalone) and Review 128 GB RAM (1500 I0OPs)

and performs

Processing

*Also includes

Legal Holds

and Collections
Utility Caching, 8-Core CPU x 500 GB on Y

Retrieval, 32 GB RAM D:

Export
Case Home and | Distributed Hosts Cases 24-Core CPUXx | 1.5TB Y
Processing Architecture and Review 96 GB RAM (1500 I0OPs)

and performs

Processing
Review and Distributed Hosts Review 24-CoreCPUXx | 1.5TB Y
Processing Architecture and performs 96 GB RAM (1500 I10Ps)

Processing
Case Home Distributed Hosts Cases 24-CoreCPUXx | 1.5TB Y
Only Architecture 96 GB RAM (1500 I10Ps)
Review Only Distributed Hosts Review 24-CoreCPUXx | 1.57TB Y

Architecture 96 GB RAM (1500 I0OPs)
Processing Distributed Performs 16-Core CPUx | 1.5TB Y
Only Architecture Processing 64 GB RAM (1500 10Ps)
Cluster Admin Distributed Administers the | 32-Core CPUx | 1.5TB Y
Architecture Distributed 128 GB RAM (1500 I10Ps)

Architecture
cluster and
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Appliance Environment | Appliance CPUs RAM Disk VM-
Type Function

hosts Legal
Holds and
Collections

Cluster Admin Distributed Hosts the 32-CoreCPUX | 1.5TB Y
/Database Architecture Distributed 192 GB RAM (1500 I0OPs)
Architecture
shared
database,
administers the
Distributed
Architecture
cluster and
hosts Legal

Holds and

Collections
Shared Remote | Distributed Database 24-Core CPU** | 15TB N***
Database Architecture Server x 128 GB RAM (1500
MysaL IOPs)"™

NOTE: The number of cores in the above table is the total number of logical processors

(with hyper-threading enabled) on the machine, and not just the physical cores.

* VM performance is lesser than that of a physical machine.

** This is the minimum required configuration, but the recommended configuration is 32-
Core CPU.

*** A physical machine is recommended, but a VM of equivalent performance (on
dedicated hardware) can be used if required by local IT policies.

**** You might need 2 TB or higher if the number of cases and items is too high and
multiple concurrent activities happen on the system.

IMPORTANT! Existing appliances can be repurposed for a distributed architecture
deployment. For information about other appliance types, contact your
Solutions Consultant, or Technical Support.
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Operating System
Installed and activated:
B Windows Server 2016

Note: While installing Windows Server 2016, the Desktop Experience
option must be selected.

B Windows Server 2012 R2 (Standard or Data Center edition)

Note: eDiscovery Platform installer will install the Ink and Handwriting
Services feature for Windows Server 2012 R2 in case it is not installed.

Support Considerations:

Starting with releases 9.5, Veritas eDiscovery Platform is no longer certified
or supported on Windows Server 2008 R2 SP1, both Standard and Enterprise
editions). If you are running the product on this operating system, please
upgrade to a supported operating system.

Plan for Appropriate Down Time

Carefully determine the maximum downtime that is available and detail the
upgrade tasks that have to be performed during that time window. This
guide helps identify tasks and recommendations to minimize appliance
downtime.

Software Requirement
B Microsoft Edge, Google Chrome, and Apple Safari
B Microsoft .NET Framework 3.5 SP1 and .NET Framework 4.7.2 (Required)
B Microsoft .NET Framework 4.8.0 Runtime (Recommended)

SSL Configuration Details

By default, the SSL configuration in the eDiscovery Platform is set to accept 128-bit or greater
ciphers and requires the use of the TLSv1.2 protocol. SSLv2, SSLv3.0, TLS1 and TLS1.1 are all
disabled but the set of supported ciphers and protocols can be modified if needed. Consult
your IT department’s security specialists to determine secure settings for your browser.



Upgrade Pre-Installation Steps
Upgrade Prerequisites

Note: If your policies require the use of TLSv1.2, certificates for all appliances must be issued
by an external certificate issuing authority and installed on your servers by your own IT

department.

For more information on secure LDAP SSL/TLS, refer to the Veritas eDiscovery Platform System
Administration Guide 10.0.

Upgrade Prerequisite Checklist

After verifying the information in the previous sections, proceed and confirm
the items on the following checklist prior to the upgrade. If you need more
information, each of these items is covered in detail in the subsequent
sections.

Step

Task

1

Plan for appropriate down time.

2

Download the 10.0 software from the MyVeritas Licensing portal.
See Download 10.0 Software.

IMPORTANT! Read the 10.0 Veritas eDiscovery Platform Upgrade Overvie
Guide and the Imaging Tool Upgrade Guide and take appropriate actions.

If applicable, identify de-dupe implications related to Outlook 2013. Refer
to the Veritas eDiscovery Platform Upgrade Overview Guide 10.0 for more
information.

Have resources available to support a system restart.

Verify that the Veritas eDiscovery Platform product version is upgradeable.
If applicable, review and plan for cluster considerations.

See Verify that the Veritas eDiscovery Platform Product Version is
Upgradeable.

If you have a remote database server, you must update the DBMS
standalone server to 5.7.32.

This also applies to a configuration where the remote database server and
cluster primary server are on the same appliance. See file
"DACWAV100\utilities\DBMS\ReadMe-DBMS txt"

Verify if you have administrative privileges (either a local administrator or a
domain administrator). In case a domain administrator is used, ensure that
you are added to the local administrators’ group before starting the
eDiscovery Platform installation.

Verify Windows firewall settings.
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Upgrade Prerequisites

Step

Task

Verify Veritas eDiscovery Platform cases before the upgrade.

Clean up the Veritas eDiscovery Platform jobs.

Verify system time zone settings.

Verify scheduled tasks.

Close Windows Explorer and all remote login sessions.

Check Microsoft Office Version, Activation and License Key Status.

Uninstall Trial Versions of Office 2013 Programs.

In 10.0, Veritas Enterprise Vault APl Runtime 12.4.0 client is installed. If
applicable, determine whether you want to use 11.x version of Veritas
Enterprise Vault APl Runtime.

IMPORTANT! Perform full node backups on all appliances. This is
especially important for the MySQL upgrade.

Install Windows updates.

20

Verify appliance hardware.

21

Cluster considerations:
e  Upgrade all servers in the cluster starting with the primary server.
. Ensure all appliances are on the same version.

e Incase of a legacy cluster, make sure you have the firewall turned off
on the primary node, and during installation on the node you are
validating against the primary database.

22

Verify that no other Remote Desktop sessions or applications are open or
running.

23

Product Installation

. Run InstallClearwell.bat which is located in the V10 directory where
you unzip the installation files.

e  Choose to upgrade to a new directory.

e Verify the current version you are running.

Download 10.0 Software

Sign in and use the MyVeritas portal for downloading product software,
licensing and support:



https://www.veritas.com/support/en_US.html?_afrLoop=28751977937327384&_afrWindowMode=0&_afrWindowId=null#!%40%40%3F_afrWindowId%3Dnull%26_afrLoop%3D28751977937327384%26ct%3D%26lg%3D%26_afrWindowMode%3D0%26_adf.ctrl-state%3Dygozpgs49_4
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¢ Information and the replacement options are located here:
www.veritas.com/docs/100040083

e  For cumulative hotfix information and downloads, visit the support
site Downloads area:
https://www.veritas.com/content/support/en US.html
You can download the appropriate Veritas eDiscovery Platform product files
from the Veritas Entitlement Management System (VEMS), previously the
Veritas Licensing Portal.

Read Upgrade Overview Guide

Review the 10.0 Veritas eDiscovery Platform Upgrade Overview Guide. Ensure
all the changes in behavior and functionality are understood when
upgrading existing cases.

Read Imaging Tool Upgrade Guide

All the redactions and annotations that are not part of a locked production
folder will be lost after you upgrade to eDiscovery Platform version 10.0.
Before you upgrade to release 10.0, read the Imaging Tool Upgrade Guide
and take appropriate actions to preserve any desired markups:

1. Identify any case backups that have unlocked production folders,
and restore these backups into V9.1.X or V9.5.X environment.

2. ldentify the unlocked production folders that need to be locked for
restored or existing cases.

3. Lock the production folders.

Check for De-Duplication Implications

If applicable to your upgrade scenario, identify potential de-dupe
implications when upgrading to Outlook 2013. Refer to the Veritas
eDiscovery Platform Upgrade Overview Guide 10.0 for more information.

21
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Verify that the Veritas eDiscovery Platform Product
Version is Upgradeable

Veritas eDiscovery Platform 10.0 installation supports upgrades from the
versions as listed in the following section. To verify that you are at the
correct product level, logon to Veritas eDiscovery Platform and select
System > Appliances. Select the appliance and verify it is at the correct
product version.

Supported Upgrade Paths

From Release To Release
9.5 GA and all CHFs 10.0
9.1 GA and all CHFs 10.0

Note: If you are on any pre-9.1 version, upgrade to 9.1 GA before
performing the 10.0 upgrade. To verify that you are at the correct product
level, log on to Veritas eDiscovery Platform and select System > Appliances.
Select the appliance and verify it is at the correct product version.

For more information on supported upgrade paths, refer to:
http://www.veritas.com/docs/000095769

If you are upgrading to pre-10.0 release, refer to the Upgrade Guide for the
respective release.


http://www.veritas.com/docs/000095769
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If you have a cluster of Veritas eDiscovery Platform appliances, you must:

If you are running a remote database server, then you need to
update the DBMS standalone server to 5.7.32. The DBMS installer
will take care of upgrading to the latest MySQL version & then
tuning the database server. This also applies to a configuration
where the remote database server and cluster primary are on the
same appliance. See file "D:\CW\V100\utilities\DBMS\ReadMe-
DBMS.txt"

When upgrading the DBMS server to 5.7.32, you must not abort the
installation during the phase where the DBMS installer is installing
MySQL 5.7.32.

After the DBMS server is upgraded, the Primary Server should be
upgraded, and then the secondary nodes. The appliances in the
cluster will not start correctly if they are at incompatible version
numbers.

You must stop all eDiscovery Platform services using the Clearwell
Utility on all secondary nodes before upgrading the primary node.
Any secondary node that has eDiscovery Platform services running
while upgrading the primary node will not be available for upgrade,
which might make the Distributed Architecture environment
unreliable.

Depending on the order in which the upgrades complete, the
secondary nodes may come up “offline”. If that is the case, from the
Manage Appliances screen, make sure that every secondary node
is “enabled”, and then stop and restart any secondary node that was
"offline” once its upgrade completes.

Verify Windows Service Settings

Check Windows > Services to verify that Veritas eDiscovery Platform service
accounts are setup correctly. When upgrading to 10.0, you can choose to
keep the existing service account logon credentials.

User Account for Upgrade Installer

For the upgrade installation, log in to the appliance as the user with
administrative privileges (either a local administrator or a domain
administrator). In case a domain administrator is used, ensure that you are
added to the local administrators’ group before starting the eDiscovery
Platform installation.
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Guidelines for

Note: Three unique Veritas eDiscovery Platform service accounts are
required, and a fourth unique Veritas eDiscovery Platform account is strongly
recommended to optimize performance when doing MBOX/OST
conversions. Make sure that the rules described in the Guidelines for
Domain User Accounts section are followed. These policies should be verified
to make sure no periodic domain policies override the local appliance
settings to remove these.

Domain User Accounts

Before you start upgrading Veritas eDiscovery Platform software, you should
verify the domain user accounts. Make sure that all of these domain user
accounts have administrative privileges and are members of the Local
Administrator group on the appliance. Also verify no Group security policies
exist that will remove that new user from the Local Administrator group.

Service Username Rules for Account Credentials
(example)

EsaApplicationService appadmin e Run the EsaPstCrawlerService and
EsaPstCrawlerService appadmin EsaPstRetrieverService as “Local

] ] ] System.” These services must use
EsaPstRetrieverService pstretriever different “Log On As” accounts
EsaNsfCrawlerService appadmin and must have read/write access
EsaNsfRetrieverService appadmin to source data.

Use the same account credentials

EsaExchangeCrawlerService appadmin

. . . for EsaApplicationService,
EsaExchangeRetrieverService | appadmin

EsaNsfCrawlerService,

EsakvCrawlerService appadmin EsaNsfRetrieverService, and
EsaEvRetrieverService appadmin EsaPstCrawlerService
EsaClassifierService

The security settings must match
the EsaApplicationService:
FireDaemon “Log On As”
credentials.

The IGC services will continue

IGCBravalicenseService

IGCJobProcessorService running with the same user

account as they were running in
the pre-V10 setups.

EsaPrizmDocServer EsaPrizmDocAd The eDiscovery Platform installer
min creates the EsaPrizmDocAdmin

EsaPrizmApplicationServices
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Service

Username Rules for Account Credentials

(example)

local user with admin privileges
for PrizmDoc services.

EsalmageHelper

The user account for the service
has the “Log On As" service right
and is not an account that
manages any other Clearwell
services.

ESADoclmager

At a minimum, the user account
must be a domain user account
and have UNC access (versus a
drive letter) to read and write to
the Veritas eDiscovery Platform
appliance. For example,
\\<appliance-
IPadddress>\d$\<dir>\<dir>\...

EsaClassifierService

L Use the same account

appadmin
credentials used for

EsaApplicationService

Requirements for the

Service “Log On As” accounts:

Use the Domain\Account format instead of the
Account@Domain.com format.

Make sure these Domain accounts have full control (read/write)
access to any appropriate network shares.

Make sure these Domain accounts are members of the Local
Administrator group

Make sure no domain or group policies will remove these accounts
from the "logon locally” or “logon as a service” rights.

In the Veritas eDiscovery Platform Ul System > Settings, you
should enter the same “Log On As” account credentials as you used
for the EsaApplicationService for the Windows authentication user
name and password.

If you change the "Log On As” credentials for the
EsaNSFCrawlerService or EsaNSFRetrieverService, then you must
logon to the appliance using the same user account specified and
initialize the Lotus Notes Client (see 27 When the installer prompts
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for Lotus Notes initialization, click Yes to initialize Lotus Notes. in
this document).

EsaApplicationService : FireDaemon Manages Cl... Running  Automatic Acwappadmin
EsaClassifierService Classifier po... Running  Automatic \cwappadmin
EsabvCrawlerService Manages Cl.. Running  Automatic Acwappadmin
EcaEvRetrieverService Manages Cl.. Running  Automatic Aewappadmin
EsakxchangeCrawlerService Manages Cl.. Running  Automatic Aewappadmin
EsaExchangeRetrieverService Manages Cl.. Running Automatic Aewappadmin
EsalGCBravalicenseService ClearwelllG... Running  Automatic MAdministrator
EsalGClobProcessor ClearwelllG... Running Automatic MAdministrator
ESAlmageHelper Manages Cl.. Running  Automatic \ESADocimager
EsaNsfCrawlerService Manages Cl.. Running  Automatic Acwappadmin
EsaNsfRetrieverService Manages Cl... Running Automatic Acwappadmin
EsahbxGridAgent Searches ph... Dizabled Acwappadmin
EsaNxGridBase Manages da... Disabled Aewappadmin
EzalMkGrid Gateway Provides th... Dizabled Acwappadmin
EsaPrizmApplicationServices RunsthePri.. Running  Automatic \EsaPrizmDecAdmin
EsaPrizmDocServer Runs the Pri.. Running  Automatic AEsaPrizmDocAdmin
EsaPstCrawlerService Manages Cl... Running Automatic Aewappadmin
EsaPstRetrieverService Manages Cl.. Running  Automatic Mcwpstretriever

BB EEELEEBEEEELE

Adding domain user account to the Local Admin Group on Appliance

To add the service accounts to the Local Administrators Group on appliance:

1. Click Start, point to Administrative Tools, and then click Computer
Management.

2. Under System Tools, click Local Users and Groups.

3. Click Users. Under Users, click More Actions.

File  Action

@

View  Help

Server Manager (WI!

Name Full Hame:

& o Lkt e Acrs .
B 3} Configuration &l cwadmin cwadmint
() Task Scheduler &l cwadming cwadming View 4
W Windows Firewall with ¢ | # cwappadin cwappadmin Refresh
rvices A cwpstconversion cwpstconversion Export List
Wik Corirol B cupstretrisver  cwpstretriever
= & Local Users and Groups | &ESADacImager  E5ADocImager Help

Plcest

| Groups
5 storage




4.

10. On the <user name> Properties dialog, click the Member Of tab.

11.

12. On the Select Groups dialog, enter the group name (Administrators)
in the Enter the object names to select field, and then click Check
Names. The group name (Administrators) appears in the Enter the

Click New User.

New User

User name I

Full name |

Desoipton. |

Password: |

Confirm password: I

¥ User must change password at next logon
I=| User carmnot change password

I Password never exgiies

™ Account s disabled

HE
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Enter the username in the User name field.

Enter the password in the Password field and the Confirm

password field.

Clear the User must change password at next logon check box.

Click Create. The user will appear in the Users list.

Right-click on the user name, and then click Properties.

Alternatively, under Actions > <user name> > More Actions, click

Properties.

cwadmin1 Properties [7]x]

Remote Deskiop Services Profie | Personal Virtual Desklop | Diain |
General  Member OF | Profle | Environmert | Sessions | Aemate contal
Member of.

= Remote Desktop Users
BUsers

Changes to a usefs group membership

Add Remave. ate not sffective until the next tims the
I

uger logs on.

0k | Cancel Apply Help

Click Add.

object names to select field.

27
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13. Click OK. The (Administrators) group will appear in the Member of
list on the <user name> Properties dialog.

14. Click OK. The user gets added to the (Administrators) group.

Verify Windows Firewall Settings

Go to Start > Settings > Control Panel > Windows Firewall. Note
whether the Firewall is configured to be On or Off. After the 10.0 upgrade,
you should verify this setting is set to Off. If you have communication
problems with nodes in the cluster after you have upgraded to 10.0, then
you may need to turn the firewall Off after the installation.

Verify eDiscovery Platform Cases Before the Upgrade

In Veritas eDiscovery Platform, go to All Processing > Processing > Cases
tab and verify that all cases are online before the upgrade. You should also
verify that no cases are in a “Processing” status indicating that new data is
being processed, or that no exports are in progress. Additionally, you should
verify that you do not have any more than 100 cases active in a non-
clustered configuration.

IMPORTANT! If your case backups are stored locally, Veritas recommends
first backing them up to a remote location before continuing with the
upgrade. Refer to the "Backup and Restore” section of the Veritas eDiscovery
Platform System Administration Guide to back up your cases to a remote
location.

Cleanup Veritas eDiscovery Platform Jobs

1. From within the Veritas eDiscovery Platform System > Jobs screen,
change the Context to “All Jobs” and change the Jobs updated “at any
time”

2. Select the Status column to sort by Status and verify that no jobs are in
an “unfinished"” status.

Once you upgrade to 10.0, you will not be able to “Retry” or “Finish” any
jobs that were partially completed.

3. You should also stop any Pending jobs as they will need to be rerun
again once the upgrade has completed.

4. Ensure that there are no LEF processes (EO1)running after the jobs stop.

5. Select the "Output Size” column to sort by size to verify if there are
several large export jobs still remaining in the system.



6. If there are several large export/print jobs that are no longer needed,
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delete them now to save considerable time during the full node
backups. If the exports are still needed, they should be saved to another
location and then deleted from Veritas eDiscovery Platform.

Note that if the export jobs were not zipped, the size will display as N/A, so
these jobs should be checked as well to see if there is a large amount of

backup content.

User: AllUsers ~ Context: System Jobs
Last Updated v User Case
08/19 3:00 PM superuser (System)
08/19 3:00 PM superuser (System)
08/19 2:58 PM superuser (System)

~ Jobs updated: EFEINATuCEMMN -~ Jobtype: All

Description Status

Upgrading case
Case_053_Add_Discover_Process [ Success
_Searc

Upgrading case
Case_DumsterTestFromOutiook B Success

Upgrading collections and data [ 5, ccece

Output Size

n/A T

N/A T

N/A T

[ Delete Jobs | [ Stop Jobs | [

Resubmit Cache Jobs

Verify System Time Zone Settings

Verify the Windows time zone setting to make sure it is set appropriately for

your environment.

For a cluster configuration, verify that all servers in the cluster are configured
to the same time zone with their clocks within two minutes of each other.
Otherwise, the systems will not be able to be clustered together.

During installation, when Veritas eDiscovery Platform services are being
installed, the Date and Time dialog may also appear, allowing you to change
the date/time, and/or change the time zone.)

Verify Scheduled Tasks

Verify if there are any scheduled tasks to perform routine full node backups.
Go to Start > Settings > Control Panel > Scheduled Tasks or Start >
Settings > Control Panel > Administrative Tools > Task Scheduler.
Review the list of tasks to see if there any Veritas eDiscovery Platform full
node backups are scheduled. If so, disable or delete this scheduled task.




30 Upgrade Pre-Installation Steps
Upgrade Prerequisites

After the 10.0 upgrade, a new task will need to be scheduled pointing to the
backup script in the new 10.0 directories.

% Scheduled Tasks !En
Eile Edt Miew Favorites Tools  Adwapced Help lﬂ'
¢ > /] - Search Falders ¥ X 9| @

Address |4 scheduled Tasks =B
Folders x Schedule ‘ Mewt Run Time: ‘

B % 05 (C1) j G 3
# cae DATAPARTL (D1) @ schedulediodeBackup Ak 3:00 AM every Sat of every ... 3:00:00 AM ...
% {2 DYDJCD-RW Drive (E:)
= [} Caontral Panel
449 Administrative Tools
Q Fonts
& Network Connections
G2y Printers and Faxes
+ % Scanners and Cameras
() Scheduled Tasks
& My Netwark Places
\_EJ Recycle Bin

Close Windows Explorer and all Remote Login Sessions

Ensure Windows Explorer, and all Microsoft programs and prompts are
closed, so that no folder will be locked during installation. Also, be sure to
close all remote login sessions, to prevent other users’ login sessions from
interfering with remote drive installation (<Second Drive>:\MySQL) so that
the folder can be accessed by Veritas eDiscovery Platform.

Check Microsoft Office Version and Activation Status

Veritas eDiscovery Platform only supports version 2013 of Microsoft Office
Professional Plus application. To avoid compatibility and license key issues,
check the appliance to see what version of Microsoft Office is currently
installed and the product activation state.

To check MS Office version and activation status

1. On the appliance to be upgraded, open any Microsoft Office 2013
application and click Help on the File menu. To the right of the
dialog box, under the Microsoft Office logo, a message displays with
either "Product Activated" or "Product Activation Required".

If you have Office 2013 with “Product Activated”, then you do not
need to obtain a license key for the upgrade.

Note: You must obtain and install the Microsoft Office Professional Plus
2013 Service Pack 1 (SP1). Also, install all of the latest patches.
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Uninstall Trial Versions of Microsoft Office 2010 Programs

The 10.0 installer uninstalls existing trial versions of Office 2010 Home and
Business version, but NOT the Microsoft Office Professional Plus 2010
version. You must manually uninstall the trial version of Office Professional
Plus 2010. The 10.0 installer installs trial version of Office Professional Plus
2013. You must manually activate Office 2013.

Veritas Enterprise Vault APl Runtime

m  [f applicable to your environment, decide whether to use 11.x or 12.x
version of Veritas Enterprise Vault API Runtime or accept the installation
of Veritas Enterprise Vault APl Runtime 12.4.0.

IMPORTANT! The Enterprise Vault APl Runtime client must be
compatible with the Enterprise Vault server version. Also, ensure that
your appliance is in the same domain as the Enterprise Vault Directory
server.
If your environment requires 11.x or 12.x version of Veritas Enterprise Vault,
do the following:

1 Select the Custom install option.

2 Deselect the Veritas Enterprise Vault APl Runtime12.4.0
selection.

3 Allow the Veritas eDiscovery Platform install to complete.

4 Install the required EV client runtime libraries to match the
version of your EV server.

Perform Full Node Backups on All Appliances

Before upgrading to 10.0, the following steps must be taken.

1. Verify space and backup locations in preparation for performing a
full node backup. Verify the following on the system:

» Total space available on the D: drive is at least 1 TB.

»  Total number of files in the <installation directory>\data
directory. If there are more than 100,000 files in this directory,
then you most likely have several export jobs still in the
System > Jobs location on the Veritas eDiscovery Platform
appliance. See Cleanup Veritas eDiscovery Platform Jobs
section for more information.



32

Upgrade Pre-Installation Steps

Upgrade Prerequisites

Target location for the full node backups: (Default is
<installation directory>\backups unless this has been
configured to back up elsewhere).

Target location for the case backups: (Default is <installation
directory>\caseBackups unless this has been configured to back
up elsewhere).

Review backup policies to make sure case and system backups are
scheduled periodically and preferably in a location off of the
appliance. For more information, refer to the Veritas eDiscovery
Platform System Administration Guide.

Using Option 1 in the Clearwell Utility on the Appliance desktop,
perform a Full Node Backup. When prompted “Would you like to
include case backups? (y,n)", select n.

Alternatively, you can perform a backup using the Action > Backup
Appliance option on the Clearwell Commander on the Appliance

desktop.

File Edit At
Sysiom Services

wysaL RUNNING Stop
ToMCAT START_PENDING

Classifier UMM Siop
image Helpor UNNING stop
16 RUNNIN 1 siop Bravalicanse i stop JobProcessor Siop Batn
aupio

e RuNN i stop Crawier D stop Retnever siop Batn
Exchange RUNNIN ¢ stop Crawier £ stap Retrever Siop Bath
Nst Run £ stop Crawter © stop Retnever 5100 ot

Pst NN & stop Crawier £ stop Retnever siop Bawn

Full node backups will take potentially several hours depending on the
number and size of cases on the appliance. Typical full node backup
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rates are approximately 20 minutes per 1 million documents assuming
that export jobs have been cleaned up as described in the previous
section, “Cleanup Veritas eDiscovery Platform Jobs.” Times may vary
depending on the specifics of your deployment.

Perform Windows Updates

Make sure that the latest Windows updates are installed at the time of the
upgrade. Remember to stop all Veritas eDiscovery Platform Services before
restarting Windows.

Note: The best practice is to stop all Veritas eDiscovery Platform services
cleanly whenever possible before restarting Windows. To stop all services,
use the Clearwell Utility on the desktop. Select number 3 to “Stop All
Clearwell Services.”

Alternatively, use the Action > Stop Appliance Services option on the
Clearwell Commander.

Verify Appliance Hardware

It is recommended you take the opportunity during this maintenance
window to verify that all hardware components are operating effectively. If
you have a Dell appliance, it is recommended to install the Dell DSET
application if you do not currently have it installed.

This will run some Hardware diagnostics and flag any errors. Manually
inspect the server to ensure that there are no red warning lights needing
attention.



Chapter

Upgrade Installation Steps

The following steps provide instructions for upgrading an appliance from
pre-10.0 version to 10.0.

Cluster Considerations

If you have a cluster of Veritas eDiscovery Platform appliances, you need to
upgrade all servers in the cluster. The appliances in the cluster will not start
correctly if they are at incompatible version numbers.

Be sure to upgrade your components in the following order:

Q) the remote database server

Note: If you have a remote database server, you must run the DBMS
utility installer first irrespective of whether the remote database server is
located on the same node as the cluster primary or on a remote server.

(2) the primary server

Note: You must stop all eDiscovery Platform services using the Clearwell
Utility on all secondary nodes before upgrading the primary node. Any
secondary node that has eDiscovery Platform services running while
upgrading the primary node will not be available for upgrade, which
might make the Distributed Architecture environment unreliable.

(3) any secondary appliances
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Veritas eDiscovery Platform Product
Installation/Upgrade Instructions

1.
2.

Complete the Pre-Installation steps required in the previous sections.

Confirm that a Full Node backup was completed (on all appliances in
case of a Cluster configuration).

Verify that no other Remote Desktop sessions are open with
Windows or applications running that may interfere with the
installation.

Close all browsers and other applications prior to the upgrade. Unzip
the installer into a temporary directory (D:\tmplInst directory).

Navigate to the directory where you want to download the file and
unzip the installer zip file. For example:

D:\CW\Installer\Distributions\<Release>

Note: The installer file naming convention is:

Veritas eDiscovery Platform Installer <release> Win EN.zip.

6.
7.

Double-click on the InstallClearwell.bat program.

Narme Date modified

packages 1 ‘ 6:08 AM File folder
utilities 12/1/2020 6:08 A ile folde:
2 3rdPa-1 12/1/2020 &1 Cabinet File
2| 00409 2/1/2 104
18 Clearwell 10.0 12/1/2020 410 AM
& ClearwellSplash 12/1/2020 4:10 AR
| CWServices

default 1 410 AM

help 12/1/2020 4:10 AN Cabinet File
B iec
(%] InstaliClearWell 12/1/2020 410 AM Vindows Batch File
] InstaliSubNode 12/1/2020 410 AM
1 1Setup.dil
= main 12/1/202 10 AN abi
setup 12 414 AM Appl
L] Setup 1 1

| setup.isn

o B8 E - |-/RBM_RBRE
B EEEEBEEEREEER

web 12/172020 4:14 AM abinet File 245,04,

Click Next on the Clearwell 10.0 screen.

Read and acknowledge acceptance of the terms of the Veritas
license agreement. Click Next.
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A warning about installing Cumulative Hotfixes available for the
upgraded version is displayed.

Upon accepting license terms and clicking OK for the warning,
Veritas eDiscovery Platform stops services before continuing the
installation. Click Yes to continue.

8. A warning will appear if Veritas eDiscovery Platform detects that the
appliance doesn’t meet the minimum requirements, or there are
Windows features that should be disabled in order to maximize
space on the C: drive:

A

Ensure you have enough (or free up) space on the C: Drive
before continuing the installation.

Veritas recommends disabling the “Windows Error
Reporting and Problem Reports and Solutions” feature to
maximize space on the C: Drive before continuing the
installation.

Follow the steps for the Windows Server 2012 R2 and
Windows Server 2016 operating system:

Go to Control Panel > System and Security > Action
Center > Maintenance > Settings > select the option " |
don't want to participate, and don't ask me again" >
click OK.

IMPORTANT! If you still do not have sufficient drive space
available, contact Veritas Technical Support, who can
advise on a remediation approach.

Veritas recommends disabling the “Windows memory
dump” feature to maximize space on the C: Drive before
continuing the installation.

To disable, follow the steps for the Windows Server 2012
R2 and Windows Server 2016 operating system.

Go to Control Panel > System and Security > System >
Advance System Settings and click Settings in Startup
and Recovery, under the Write debugging information
drop-down menu, select (none) and click OK.

Click Yes to continue.
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9. At the prompt, click Yes to confirm stopping Veritas eDiscovery
Platform services and to continue with the installation.

Note: Veritas eDiscovery Platform will automatically check for previous
(upgradeable) versions. If a non-upgradeable version is installed,
upgrade to the supported upgradable version before proceeding.

10. Select Upgrade in a new directory unless you want to remove all of
your Veritas eDiscovery Platform cases and start clean with 10.0 and
click Next.

Clearwell 10.0

Clearwell 10.0

VERIT\S

< Back H Mest > e
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11. Choose the appropriate selection and click Next:
= Option 1: Restore configuration files? (Recommended)

= Option 2: Move local caseBackups directory (including ICP
backups) to the new installation

eDiscovery Platform keeps the existing security certificate by
default.

Clearwell 10.0 X

Clearwell 10.0

tored locally on the appliance)

g ICP backups] to the

VERITAS

{ InstallShie | <Back ” Next > | Cancel

12. The following dialog serves as a reminder to perform the appliance
backup outside of this installation if it has not already been done.

Click Yes.
Question £

Did you complete the appliance backup before upgrade? If not, select
No to cancel the installation,

13. On the Choose Destination Location screen, leave the default 10.0
installation directory as is, and click Next.
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IMPORTANT! Virus scanning exclusion rules must also be updated
or changed to the new installation directory. Refer to the Virus
Scanning Guidelines section in the Veritas eDiscovery Platform
System Administration Guide.

For Setup type, leave the default selection, Complete, and click
Next.

The installer will only install the software components that are
missing from the appliance or need upgrade.

IMPORTANT! Select Custom only to view the individual software
components that will be installed, but do not change any of the
default selections which are required as part of the installation.
Selecting Custom displays the Select Features screen showing the
third party components to be installed with 10.0. Click Next.

Note: Veritas Enterprise Vault APl Runtime 12.4.0 is installed with
10.0. If your environment requires the 11.x or 12.x version of Veritas
Enterprise Vault APl Runtime, then do the following:

1. Select the Custom install option.

2. Deselect the Veritas Enterprise Vault APl Runtime 12.4.0
selection.

3. Allow the Veritas eDiscovery Platform install to complete.

4. Install the required EV client runtime libraries to match the
version of your EV server.

A warning is issued if .NET Framework 4.7.2 is not installed on the
system. It is recommended to install this version for security
reasons. Click OK. Install .Net Framework 4.7.2 and Restart the
upgrade process.

A Warning is issued if .NET Framework 4.8.0 is not installed on the

system. It is Recommended to install this version for security
reasons. Click OK.

WARNING X

Microsoft .NET Framework 4.8 is not found on the system.

! This version is highly recommended for security reason. Please
download and install the latest .Net Framework from
https://www.microsoft.com/net/download/windows
before continuing the eDP installation.
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Click No to continue the eDiscovery Platform installation if .NET
4.7.2 is installed on your system.

Question

[ x|

e Do you want to abort the eDP installation?

| Yes

Mo

A warning is issued to upgrade MySQL to 5.7.32. Node backup must

be performed before continuing. Click Yes.

Question

o The installer will upgrade MySQL to 5.7.32.

Mode backups must be performed before continuing. Case

backups must be included,

Do you want to continue?

the MySQL root password.

Enter your MySQL root password, and then click Next.

L ]

If you have changed the MySQL root password for your earlier
version of installation, the system prompts you to enter and confirm

No

Clearwell 10.0

Password
This setup has b

VERITAS
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If an incorrect password is entered, a warning appears. Click OK to
go back to the Password screen.

WARNING -

The root password you entered is incorrect. Please re-enter the

l % password,
If you don't know the root password, please click "Help" button to get
instruction.

If you do not remember your MySQL root password, click the Help
button.

A. Navigate to Clearwell Commander > Action > Password
Manager.

B. Stop all services except MySQL.
C. Click Show Passwords to display the password.

Instructions to find the password are shown in the dialog message
that displays.

o How te find your eDiscovery Database (MySOL) password
Find your password with (Clearwell) Commander on Appliance™
(1) Mavigate to Commander > Action > Password Manager

(2} Stop all services except MYSCL
(3} Click Show Passwords to display password

*Appliance - Cluster Master in case of Distributed Architecture or
Legacy Cluster

Click OK to continue the installation.
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A warning is issued about memory space and Windows Updates
requirements. Click Yes.

C: drive requires at least 30 GB free space. recommended 20 GB.
D: drive requires at least 500 GB free space, recommended 1 TB.

Windows memory dump is enabled. This could potentially consume a
large amount of space on the C: drive. (Recommend disabling)

Control Panel -> System and Security -> System -> Advance system
settings -> click “Settings” button in "Startup and Recovery”
-> select "none” from drop down box "Write debugging information”

Are you sure you want to continue?

A warning is issued about Windows Error Reporting. Click Yes.

Pre-requisite Check Waming
Windows Error Reporting i1s enabled. This could potentially consume a
large amount of space on the C: drive. (Recommend disabling)

Do you want to disable Windows Error Reporting?

-

IMPORTANT! After Enterprise Vault is uninstalled, the following
pop up will notify you of the same and a restart of the appliance
will be required. Click OK.

Note: If an older version of Enterprise Vault is detected, a warning
is issued about uninstalling the older version. Hence the installer
asks for a single reboot after uninstalling the older version of
Enterprise Vault. Another reboot will be required only after the
upgrade is completed as mentioned in step 31.

After the reboot, the installer starts automatically. If not, rerun
InstallClearwell.bat.

A warning is issued about matching the Enterprise Vault versions.
Click OK.

14. Check that the time zone settings are correct, and click OK.
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15. The system prompts you to enter credentials for Muhimbi Document
Converter service. Enter account username and password, and then
click Next.

Clearwell 10.0 X

0 continue.

it username and pas for Muhimbi Document

User Name
\ESaDoclmager

Pa

VERITAS

| <Back ‘I[ Next > l l Cancel

16. The system prompts you to enter credentials for PrizmDoc service.
Enter account username and password, and then click Next.

Clearwell 10.0
Logh

VERITAS

17. On the Setup Type screen, select Yes if you want to keep the Veritas
eDiscovery Platform service accounts with all their credentials the
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same as in a prior version.

Clearwell 10.0 -
Clearwell Service Information
De-select the sevices you dort want to create. Provide logon e Ea 2, ol tindeies oy
usemame and password for each service recerhalto seertedseces
Logon As Password
3 [Reauied)
Acwappadin esccecsecee

PST Services

3]

Crawler Newappadmin

Retiiever Ncwpstetriever

] NSF Crawler/Retriever services
Aewappadin seccescocce

Exchange Crawler/Retriever services

©

Aewappadmin sescsssssee

|  EVCrawler/Retiever senvices

\ewappadmin

Classifer service

<

[cwappadin | [oossessesse
EsalmageHelper [€saDocimager [eeecsecesse
(Muhimbi DocumentConverterService)
EsaPiizmDocServer \ AEsaPrizmDochdmin \ s00ceccccee

EsaPrizmépplicationServices

Let Cleawell manage Firewal? ®) Yes Do

<Back | [Newts || Cancel

If you select No, then a prompt appears with a window where all
the service accounts can be selected/deselected and logon
accounts can be configured per service. The accounts are setup with
the default appliance cwappadmin and cwpstretriever local account
logon credentials. Click Next.

Selecting No may also prompt the Date and Time dialog, allowing
you to change the Windows defaults, and/or the time zone settings.
Click OK.

Default credentials for the various services are populated, but can
be changed. When finished, click Next.

Selecting Yes and clicking Next prompts Veritas eDiscovery
Platform to verify all service accounts. The system automatically
checks whether the specified accounts have sufficient permissions
to be used as service accounts.

Note: Credentials can be changed on the Clearwell Service
Information screen, if required. See Guidelines for Domain User
Accounts.

A warning is issued if the “Log On As" account used for the Image
Helper Service Account and PrizmDoc Service Account overlaps
with other service accounts. Make sure you use a “"Log On Account”
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as mentioned in the Guidelines for Domain User Accounts section.
Click OK to continue the installation.

If correct "Log On As” service accounts are used, a message
confirming the same appears. Click OK to continue the installation.

18. At the prompt, to confirm that Veritas eDiscovery Platform will
manage your firewall (recommended), click Yes.

19. The Ready to Install Clearwell Software screen displays the program
files selected for installation. Click Next.

Clearwell 10.0

Ready to Install Clearwell Software

Setup has enough information to start copying the program files. If you want to review or
change any settings, dick Back. If you are satisfied with the settings, dick Next to begin
copying files.

Current Settings:

3rd Party Software
JDK 1.8.0_251
Java SE Development Kit 8 Update 251 (32bit)
Java SE Development Kit 8 Update 251 (64bit)
MySQL Server 5.7.32 x64 Bit
Muhimbi Document Converter 10.1
PrizmDoc 13.15
PrizmDoc Server 13.15
PrizmDoc Client 13.15
Clearwell

VERITAS

InstallShield <Back |
20. Click Yes.

Question |L|

The installer will stop Clearwell services, click Yes to continue, click Mo
to abort.
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21.

You may get an error that the directory is in use if any of the following
are true:

e Veritas eDiscovery Platform services were not shut
down

e DOS prompt has a lock on the previous Veritas
eDiscovery Platform installation directory

e If there are file shares in place locking the directory

A pop-up will appear to ensure that all processes are not already
running.

Important: If you click Yes, and you have Microsoft KB 2993651
installed, the font
D:\cw\vXXX\config\templates\jasperreports\ARIALUNI
.TTF will be locked and a “File in use” message is displayed by the
Windows OS system.

Note: There are several changes in font behavior that are
associated with security update KB 2993651 (formerly called KB
2982791)

To mitigate this situation, the question pop-up is displayed to
confirm the font file. If you are sure that this font file is the ONLY
file in use, click Yes to continue.

Check Windows > Task Manager and confirm that there are no
Veritas eDiscovery Platform or Lotus Notes processes running such
as cwjava.exe, *crawler.exe, *retriever.exe, firedaemon*, lef*.exe,
ntmulti.exe, nnotesmm.exe, nlnotes.exe, nslsvice.exe and
scandir.exe.

If any of these processes are present, stop any Veritas eDiscovery
Platform services if they are still running. If this does not resolve the
issue, then end the process or processes with Task Manager.

If you cannot determine which application is “locking” the prior
Veritas eDiscovery Platform installation directory, the Windows
Process Explorer Utility can be used to find it. You can download
the Process Explorer utility is from: http://technet.microsoft.com/en-
us/sysinternals/bb896653. Once downloaded, run the procexp.exe
program. If you are unable to determine the cause of a lock, contact
Veritas technical support for assistance.

1 Select Find > Find Handle or DLL... Enter the locked
directory (d:\cw\v10) and then click Search.



http://technet.microsoft.com/en-us/sysinternals/bb896653
http://technet.microsoft.com/en-us/sysinternals/bb896653

22.

23.

24.
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2 Once you are able to locate the program locking the
installation directory, end that program, and then quit the
Process Explorer program.

The Veritas eDiscovery Platform installation will proceed to install the
necessary components. Click Next.

If Lotus Notes 8.5.2 is not installed in an earlier release of eDiscovery
Platform, the 10.0 installer installs Lotus Notes 8.5.2. If Lotus Notes
8.5.2 is already present on the system, skip to Step 33.

When the installer prompts for Lotus Notes initialization, click Yes to
initialize Lotus Notes.

¥Warning L

. user.id or cert.id does not exist in

Y CiUsershowappadminiappDatailocalilotusiMotes\Data

Lokus Motes must be initialized before the installation can
conkinue,

Cick ‘fes to initialize Lotus Motes, click Mo to abort the installation,

Initialization instructions and screenshots are documented in the
next steps, but are also shown in the dialog message that displays.

If Lotus Notes is already initialized you may not see this screen.

You must configure the Lotus Notes client before installation can
proceed.
For screen shot guided instructions, refer to your installation
documentation.
For users familiar with the initialization process, perform the following
steps:

Select Start-> All Programs->Lotus Applications->Lotus Notes 8.5,
select Next.

Enter a name such as Clearwell and then deselect "] want to connect to
a Domino server”

and select Next.

Check the box for "Directory server (LDAP)", uncheck all other services
and select Next.

In "Directory LDAP server” text field, enter Idap.ign.ibm.com, select
Next,

Exit the Lotus Notes client.

If you are ever prompted to make Lotus Notes the default mail client,
miake sure NOT to make it the default mail client

Once the Lotus Notes client has been initialized, select OK to continue
the installation.

Click OK to continue. You must perform the next steps to manually
initialize Lotus Notes.
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Note: Even if you do not have a Domino server, you must complete the

Lotus Notes installation to complete the installation of Veritas

eDiscovery Platform.

25. Use Remote Desktop to the server with a second connection in order

to proceed with the initialization of Lotus Notes. Logon to the

appliance with the account credential provided in the NSF Retriever

or Crawler service (if you have not already done so).

Go to Start > (All) Programs > Lotus Applications > Lotus Notes

8.5 to launch the Notes client. Click Next.

Lotus. Notes.B.5

EARWY 161 Liotus Mobes 8,52 Chent Conlig uration

T corfigrealion progeam will bk pou sl vp B3 Lolus Neotes
B52 and o conredt b0 an of i

of moden connection
" A Dok seves
* Other mail server
* Hewvsgroup and Divecton serven:

Il ks hedp i 254wt e Pollowing if needed:

the Folloning s ervers uting & LAM

" Proosy st bngs
*Reghcafion schedules
< Frios | [ Hea > [ conca &

ECI R Java

26. Enter Clearwell in the name field and clear (deselect) the option |

want to connect to a Domino server. Click Next.

Note: If you are using a Domino server, then keep the option | want to
connect to a Domino server selected and then enter the Domino

settings on the following screens.

L]

Lotus. Domino 8.5

= ekt 1BM Lotus Notes 8.5.2 Client Configuration

Depending on how you will use Notes, you may only need to enter
your name and the Domina server you wil use.

“Your name
ICIealwell

For example: Matp Srith

Dorina sarver

For example: Maple/IEM

I | want to connect to 3 Doming server

[« Pevious | [ Mex »|| Cancel |

e
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27. Select Directory server (LDAP). Click Next.

|

L0 % T 1BM Lotus Notes 8.5.2 Client Configuration

Please select the services you would like to
I Internet mail servers [POP or IMAF, SMTF]
™ Newsgroup senver [MNTP)
¥ Directary server [LDAP)

Connection & LAN  © Madem

I~ Internet Prosy servers
Internet
I” Replication settings for sending and receiving

i | [ he =]

|§ itz

emsarst T 10 58 D 1o Pt Syt SRy Sty o P M Lo TEre
ety ks o I 4 P Bochiet. Fata 180 T My marnart Carluty et e P Fogear i

28. Enter Idap.ign.ibm.com in the text box labeled Directory LDAP

server.

e — il

FERTE 1BM Lotus Notes B.5.2 Client Configuration

1B Lotus Notes 8.5.2 Chent Configuration

Enist o . ba raled fo
thiz serves. To modiy an exiifing accourt, choase & from the:
L

[irtemen Divectoey =

Enies the nane of the Intemet Directooy server [LDAP) suppliod
by o Irkeinet Service Provider of yous sysbem sdminestiston.

Daechory LOP serves

‘mq\muﬁ

For cxample: ksp.ign bm.com

[ tew > [ coca |

Click Next to complete Lotus Notes setup.

Note: You might receive a popup box stating: "Lotus Notes is not currently
set as your default email program. Would you like to set it now?" Make sure
that Lotus Notes is not set as the default mail client during the Lotus Notes
client installation. Microsoft Office Outlook should be the default mail client.
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29.

30.
31.

On the Getting Started screen, close Lotus Notes and select the
option In the future, exit without prompting.

« DayAtAGlance ©
« Foods o

Go back to the Installer dialog and click OK to continue.

The system continues the installation. After installation completes,
select Yes, | want to restart my computer now, and then select
Finish to reboot the system.

Clearwell 10.0

Instalishield Wizard Complete

‘The InstalShield y installed Clearwel 10.0, Befo
program, you mus!

VERITAS

Istall: [ <gos [ mnn | [ concel

If you select No, | will restart my computer later and click Finish,
then the following screen appears. The option of browser
varies depending on the browsers detected on your computer.



Upgrade Installation Steps 51
(Optional) Setting Up Your System for Audio Processing

Clearwell 10.0

InstallShield Wizard Complete

The InstallSh

Installs | <Back Finish Cangel

(Optional) Setting Up Your System for Audio
Processing

Users who have purchased the Audio Processing option can process and
search the audio or media files for new cases created on the 10.0 release.
This section describes the prerequisites and the installation steps for
installing the Audio Search tools.

Note: Perform the procedures described in this section and if you have
purchased the optional Audio Processing feature. If you already have set up
your system for audio processing in earlier release and now upgrading to
10.0, you do not need to perform these procedures.

After you complete the upgrade of Veritas eDiscovery Platform, you should
perform the following steps to set up your system for audio processing:

1. Make sure that you have an Enterprise Audio Processing license.
2. Exclude the Audio Search directories from antivirus scans.

3. Configure firewall software.
4.

Start the start audio search services and then check if audio search
services are running.

These steps are explained in detail in the following sections.
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Setting Up Your System: Server-Side

Prerequisites

You must meet the following prerequisites to successfully pre-process,
analyze, search and run analytics and reports on your audio content.

Audio License

Veritas eDiscovery Platform offers an Enterprise Audio Processing license
which is a usage model based on the number of hours of audio content that
has been processed. The system maintains an up-to-date inventory of the
number of hours of audio content that has been consumed and the number
of hours available. For more information, see the Veritas eDiscovery Platform
Audio Search Guide.

Note: The system does not charge for duplicate audio processed files that
have the same language pack.

Antivirus Exclusions

By default, the Audio Search software components and a series of language
packs is installed when you complete the installation of Veritas eDiscovery
Platform. The Audio Search software is installed into the following directories
and subdirectories. To avoid interference with critical media operations, be
sure to disable virus and malware scanning software. In particular,
Malwarebytes Anti-Malware, Kaspersky Endpoint Security, and Microsoft
Security Essentials are known to interfere with media operations. Make sure
to exclude these directories from antivirus scans:

Directory Description

C:\Program Files(86)\Nexidia Language Packs

C:\Program Files(86)\Nexidia\Language Language-specific Search

Packs documentation

C:\Program Files\Nexidia\Search Grid 2.0 Search Grid

D:\Nexidia Search Grid data and logs

C:\Users\<username>\AppData\Local\Temp | Temporary folder for the account
under which Search Grid services
run

Firewall Configuration and TCP Port Usage

Make sure you configure any firewall software or other port filtering
technology to allow incoming audio-related TCP connections on the ports
listed in the following table:
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Component Port #
esa.firewall.port.nexidiapublic.desc=Nexidia Search Grid Gateway Public 25002
Port

esa.firewall.port.nexidiapublic.port=25002

esa.firewall.port.nexidiamsgbrkr.desc=Nexidia Search Grid Message Broker 25100
Port
esa.firewall.port.nexidiamsgbrkr.port=25100

esa.firewall.port.nexidiadatabase.desc=Nexidia Search Grid Gateway 25101
Database Port
esa.firewall.port.nexidiadatabase.port=25101

esa.firewall.port.nexidiagtwyhttp.desc=Nexidia Search Grid Gateway HTTP 25102
Port
esa.firewall.port.nexidiagtwyhttp.port=25102

esa.firewall.port.nexidiabasehttp.desc=Nexidia Search Grid Base HTTP Port 25122
esa.firewall.port.nexidiabasehttp.port=25122

Audio Search Services

By default, the Audio Search software components are installed when you
complete the installation of Veritas eDiscovery Platform. Three Nexidia audio
search grid services are created (but are not started!) in the Services control
panel. Before proceeding any further with the audio search setup, you must
start these services.
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Name Service Description

Nexidia Search Grid Agent Service EsaNxGridAgent Performs search and other CPU-
intensive operations like phonetic index
creation, classification, and language
identification

Nexidia Search Grid Base Service EsaNxGridBase Manages data storage and
communications for Nexidia Search
Grid

Nexidia Search Grid Gateway Service EsaNxGridGatewa | Provides the public interface to Nexidia

y Search Grid

To start audio search services

When you are first starting audio services, use the start audio services

command.

B To start the audio services
Enter the following from a command prompt:
b start-audio-services (starts only the audio services)

B To start all of the Veritas eDiscovery Platform services including

audio

b start-services

To stop and disable audio search services

Use the stop command when audio processing and search is no longer

needed.

B Stop audio search services from a command prompt:
b stop-audio-services

To check if audio search services are running

If you see the three audio grid services running via the Windows Services
control panel then you have successfully installed Audio Search.

3.‘._‘-;’; EsahbGridagent
i.‘f!?‘; EsaltxGridBass
1) EsalGrid Gateway

Searches phonetic indexes For Nexidia Search Grid Started Aukomatic
Manages data storage and comnunications For Mewidia Search Grid Started Aukomatic
Provides the public inberface to Nexidia Search Grid Started Aukornatic

Note: The procedure for accessing the Services control panel varies,
depending upon the version of Microsoft Windows you are using.
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10.0 Installation Verification and Log Files

Review

To verify that 10.0 is installed correctly, log on to Veritas eDiscovery Platform
and select System > Appliances. Select the appliance and verify that it
matches Product Version 10.0.0.9.0.

Note: If you have a cluster of Veritas eDiscovery Platform appliances, repeat
the verification steps above on ALL appliances in the cluster. All appliances
in a cluster must be at the same product version to operate correctly.

It is always a good idea to upload logs to Veritas eDiscovery Platform
support following an upgrade.

Go to System > Logs > Upload to support and upload log files.

After the installation completes, the upgrade of all cases may take several
minutes or more than an hour depending on the size of cases active in the
system at the time of the upgrade. The Veritas eDiscovery Platform
appliance should upgrade relatively quickly (approximately 5 minutes), and
then all the case upgrades will be kicked off as jobs.

IMPORTANT! You should wait for any upgrade related jobs (case backup) to
complete before applying any patches or restarting the system. For example,
if you opt to move the case backups into the new repository, then it may
take several minutes before the backups or archive jobs display.

Once the "Please wait while the Veritas eDiscovery Platform appliance
finishes its initialization” warning disappears, then log on to Veritas
eDiscovery Platform to track the case upgrade progress. The cases will be
upgraded in order of the time the cases were created, with the newest cases
being upgraded first. If you want to modify the case upgrade order, then be
sure to stop all the upgrade jobs that were automatically submitted, and
then manually upgrade the cases in the order you prefer. It is best to stop
the upgrade jobs in the first two minutes when Veritas eDiscovery Platform is
first available for logging on when cases are still in a "Pending” status.

In order to track the progress of the case upgrades, check the job in the Jobs
window, or from the System > Jobs screen.
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Jobs
user: |21 Usors =] Context: | Systom Jobs =] Jobs updated|n the last 24 Fours =] Job type: [ =] shown
Last Updated ¥  Usor Case D scription Status Dutput Size
L Jpcalad usor Laiz Hascnption Slatus Duty 4]
[~ Teday 4:54PM superuser  (Systes) Upgradng case 0F_Enron B Success hes &
[T Teday 4:52PM  guperuses  (Systes) '}?;';d:?f‘"" S v B success wes B
™ Today &52PM  superuser  (System) ;;E;;’;g;*’“ =y Bl success U |
™ Today 4:52PM  superuser  (System) :’;E'_f:sigacs‘:se Bl success U |
[T Today &:52PM  suporuser  (System) #ﬁ:frg case See v B suecass T |

Each case upgrade job will have a job log that can be used to track case
upgrade performance. Each case will step through a similar upgrade
workflow:

=  Applying upgrade of case tables
= Applying upgrade of index tables
=  Applying upgrade of email_locator table
1. Applying upgrade of case_temp tables
*=  Applying upgrade of case_appliance tables
= Applying upgrade of case_group tables
= Checking consistency of case tables

Once cases are upgraded, a post-processing job is automatically started
in every case.
Processing jobs can be viewed in the System > Jobs screen (by changing
the Job Context to “All Jobs").



Chapter

Upgrade Post-Installation
Steps

The following steps should be performed after the Veritas eDiscovery
Platform appliance has been successfully upgraded to 10.0.

Post-upgrade Checklist

After upgrading the Veritas eDiscovery Platform, use the following checklist
to ensure that you have set up the software correctly. Review all of the
procedures in the checklist (some procedures may not be required).

Step | Task

1 Validate upgrade

1. Run cwpostinstall script using the icon located on the desktop

2. Resolve Microsoft Office license product key issues (if applicable)
3. Review install logs
4. Confirm correct Veritas eDiscovery Platform version (on all nodes
if cluster environment)

2 Apply the latest v.10.0 patch (if applicable)

3 Verify the Veritas eDiscovery Platform license

4 Verify Veritas eDiscovery Platform services started without errors

5 Verify system settings

6 Verify security settings
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Post-upgrade Checklist

Step

Task

7

Verify Indexing settings

8

Verify custom logo

Verify Veritas eDiscovery Platform configuration settings

Verify firewall settings

Reconfigure LDAP authentication after upgrade

Reconfigure full node scheduled backup tasks

Update virus scanning software (if applicable)

Disable Adobe automatic update

Verify Clearwell Utility

Clear browser cache

Configure Browser Cache Security (Optional)

Verify Veritas eDiscovery Platform cases

Run the Imaging Tool Upgrade support feature for all cases created in
pre-V10 releases as explained in Perform Imaging Tool Upgrade.

20

Verify Controlled Prediction Accuracy Test data

21

Associate Legal Hold and Collections with upgraded cases

22

Verify post-processing success on all cases

23

Check for need to run update checksum for emails

24

Check for need to run Index Repair

25

OST to PST Conversion Libraries

26

To use the OST to PST conversion feature, manually install .NET 4.7.2
after upgrading the eDiscovery Platform.
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Post-Upgrade Installation Steps

Validate Install

Run the cwpostinstall script using the icon on the desktop to set the
customerlD property, to indicate to technical support who is initiating a
log upload.

Microsoft Office Professional Plus 2013 SP1 requires you to enter a valid
license product key in order to activate the product. If you do not
activate Office2013 SP1 after you install it, the program cannot operate
in a fully functional mode. For information on how to activate Office
2013, see Activate Microsoft Office Professional Plus 2013.

Review the install log to make sure there were no errors encountered. If
additional log files need to be reviewed, all the logs for this installation
will be located in the D: \CW\Installer\log\mm-dd-yyyy-
hh.mm.ss directory and the name of the log file is: cwinstall mm-
dd-yyyy-hh.mm.ss.log.

If any of the services fail to start after the upgrade (possibly due to
invalid username or password entered on the Installation Services tab),
then you will get an error indicating which services were not started.
Correct the services after the installation to make sure they all start
successfully.

IMPORTANT! If a reboot is required, the CW services are intentionally
not started so you can restart the appliance and then start the upgrade.

To verify that the correct version of Veritas eDiscovery Platform was
installed, log on to Veritas eDiscovery Platform and select System >
Appliances. Select the appliance and verify that it matches the Product
Version 10.0.0.9.0.

Activate Microsoft Office Professional Plus 2013

After installing the Veritas eDiscovery Platform 10.0, you must activate Office
2013.

Note: You must obtain and install the Microsoft Office 2013 Service Pack 1
(SP1). For details, see https://support.microsoft.com/en-us/help/2817430.
After installing Microsoft Office Professional Plus 2013 SP1, please install
"Hotfix for Microsoft Outlook 2013 (KB3114941)", which is available at



https://support.microsoft.com/en-us/help/2817430
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3.

4.
5.

https://support.microsoft.com/en-in/help/3114941/april-5-2016-update-for-
outlook-2013-kb3114941.

To activate Office 2013:

1. From Start > All Programs > Microsoft Office 2013, open Outlook
2013 or any other Microsoft Office 2013 application such as Word.
The Microsoft Office Activation Wizard appears.

Alternatively, you can run the cwpostinstall script using the icon on
the desktop and then follow the commands.

2. Click Change Product Key on the Microsoft Office Activation Wizard.

Microsoft Office Activation Wizard

Microsoft Office Professional Plus 2013

Activation 'Wizard u Oﬁlce

This copy of Microsoft Office is not activated.
This copy of Microsoft Office is designed for corporate or institutional customers. Connect

wour camputer to your corporate nebtwork to complete activation, Your system administrator
can help.

Learn more about how to activate this Office product

If this software was not purchased for corporate or institutional use, it may be counterfeit,

Using counterfeit softuware exposes your computer and data to increased security risks,
including wiruses,

Learn how to purchase genuine Micrasoft Office products

Change Product Key

Privacy Statement

Enter your 25 characters long product key for Microsoft Office and then
click Continue..

Enter your product key

‘Your product key is 25 characters and is typically found in your
product packaging

See product key examples
Sigh inwith an active account instead

Your Office 2013 gets activated.

To confirm the activation, open a Word file and then go to File > Help.
You will see the Office 2013 activation status.


https://support.microsoft.com/en-in/help/3114941/april-5-2016-update-for-outlook-2013-kb3114941
https://support.microsoft.com/en-in/help/3114941/april-5-2016-update-for-outlook-2013-kb3114941
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Validate if Outlook is enabled to connect to Office® 365
using MAPI/HTTP

Starting with 9.0, eDiscovery Platform now connects to Office® 365 using
MAPI/HTTP protocol instead of RPC/HTTP. When you install or upgrade to
9.0 or later, the eDiscovery Platform installer installs the KB3114941 updates
for Outlook 2013 32-Bit Edition that enables Office® 365 connection using
MAPI/HTTP.

It is recommended to validate if the update (KB3114941) is installed before
you start collection from Office® 365 mailboxes. To see the installed
updates, go to Control Panel > Programs and Features > View Installed
Updates > Search Installed Updates for KB3114941.

& Installed Updates

&P =[5 - contolPanel - programs - Programs and Features - Instaled Upcates ~ (23 [ search Installed Updates

Conirol Paned Home Uninstall an update

Uninstall a program To uninstall an update, select it from the list and then click Uninstallor Change.
B Tum Windows features on or off
Install a program from the networi | Croanize 7 Uninstal =@
Hame: |+ Program || version |

Microsoft Office Professional Plus 2013 (2)

(0L 145 dition ]
Im5Update fior Microsoft Outlook 2013 (KB3114941) 32-Bit Edition Micrasoft Office ...

Microsoft Windows (209)

w1 Hotfix for Microsoft Windows (KB2582112) Microsoft windows
[57 Hotfix For Micrasoft Windows (KBZ577795) Microsoft Windows
(277 Hatfix For Microscft Windaws (KEZ480994) Micrasoft Windows
m_1KB958488 Microsaft Windows
(2 Update for Micrasoft Windaws (KB3020368) Micrasoft Windons
= Security Update for Microsoft windows (KB3079904) Microsoft Windows
(27 Update for Microsoft Windows (KB3074886) Microsoft Windows
[271 Security Update far Microsoft Windows (KE3072633) Micrasoft Windows
(27 security Update for Microsoft Windows (KB3072630) Wicrasoft windows
[277 Security Updake far Microsoft Windows (KB3070102) Micrasoft Windons
(577 Security Update For Microsoft Windows (KE3089352) Micrasoft Windows
(57 security Update For Microsoft Windows (KB30E8457) Wicrasoft Windows
[27 Security Updake far Microsoft Windows (KB3087505) Micrasoft Windons -

7 1| Microsoft Parent name: Microsoft Office Professio., Support Iink: http: ffsuppart. micrasoft.comfkb/311494L
‘ Help link: http:f/support microsaft.

If you do not see the KB3114941 Outlook update installed, download it from
https://www.microsoft.com/en-us/download/details.aspx?id=51720 and then
manually install it.

Apply the Latest 10.0 Patch (if applicable)

After making sure that the appliance is fully operational and all upgrade
scripts have been completed, apply the latest 10.0 Patch if applicable.


https://www.microsoft.com/en-us/download/details.aspx?id=51720
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Verify the Veritas eDiscovery Platform License

Go to System > License to verify your Veritas eDiscovery Platform license.
Verify the license type and Evaluation End Date. Contact your Veritas
Solution Consultant for any requested license key changes.

Verify Veritas eDiscovery Platform Services

Check the Windows > Services to verify the Veritas eDiscovery Platform
services are setup correctly.

() EsaApplicationService : FireDaemon Manages Cl.. Running  Automatic \cwappadmin

&) EsaClassifierService Classifier po... Running  Automatic \cwappadmin

S EsabvCrawlerService Manages Cl.. Running  Automatic Acwappadmin

G} EsaEvRetrievesService Manages Cl..  Running  Automatic Acwappadmin

& EsaBxchangeCrawlerService Manages Cl.. Running  Automatic Acwappadmin

&k EsabxchangeRetrieverService Manages Cl.. Running Automatic Acwappadmin

5k EsalGCBravalicenseService ClearwelllG... Running  Automatic MAdministrator

&k EsalGCobProcessor ClearwelllG... Running  Automatic MAdministrator

15} ESAlmageHelper Manages Cl.. Running  Automatic \ESADoclmager

& EsaNsfCrawlerService Manages Cl.. Running  Automatic Acwappadmin

) EsaNsfRetrieverService Manages Cl. Running  Automatic \ewappadmin

£} EsabbeGridAgent Searches ph... Disabled Acwappadmin

) EsalicGridBase Manages da... Disabled \ewappadmin

£} EsalbGridGateway Provides th... Disabled Acwappadmin

G} EsaPrizmApplicationServices RunsthePri.. Running Automatic \\EsaPrizmDecAdmin
5} EsaPrizmDocServer RunsthePri.. Running Automatic AEsaPrizmDocAdmin
Gk EsaPstCrawlerService Manages Cl.. Running  Automatic Acwappadmin

L EsaPstRetrieverService Manages Cl... Running  Automatic A\cwpstretriever

Note: Make sure that you follow the guidelines described in the
Guidelines for Domain User Accounts section.
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Verify System Settings

Log on to the Veritas eDiscovery Platform User Interface, then set up the
appropriate customer information in the System > Settings > General tab.
Enter an "Administrator email address”, “SMTP server hostname/IP” and the
customer “Support web page URL" (which will appear as the Support link at
the bottom of the screen). Add a new account for Windows authentication
and/or MBOX/OST to PST file conversion.

IMPORTANT! This PST conversion account cannot overlap with any of the
existing service account logon credentials and the account must be a
member of the Local Administrator group with read and write permissions
(or, at a minimum modify permissions) set to access the source data.

Veritas™ eDiscovery Platform

All Cases - Al Legal Holds All Collections All Processing
Settings | Us ons | Backups | Directories and Servers | Known Files | Jobs | Schedules | License | Logs | Support Features
General || Locations || Indexing || Security || Print | Time & Date || Branding || Legal Hold Authentication
Administrator email address™ admin@customer.com o
SMTP server hostname/IP* mailserver@customer.com
user password
SMTP server authentication =
Confirmation server hostname/IP -]
Auto-recovery ¥l Enable appliance auto-recovery g
Support web page URL https://vwww.veritas.com/content/support/en_US/dpp.eDiscaveryPlatfor| £
Windows authentication usersy password
for Clearwell appliance I Change password | &

Additional account
for mail conversion

Save

Verify Security Settings

If the system was configured for HTTPS redirection before the 10.0
installation, make sure it is enabled after the upgrade. You can verify the
HTTPS redirection setting on the System > Settings > Security tab.

IMPORTANT! Check the "New user password policy” option. If selected
after an upgrade, it will prompt all existing users to change their password.

It is also critical to set up a meaningful “"User Logon Help Message” text. This
is the message that the end users will see on the Logon screen when they
click Need Help?. The information should route users to the appropriate
Veritas administrator, and not to contact Veritas Customer Support.
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On the System > Settings > Security tab, enter your Lockout message and
User Logon Help message. (Check that the Requires secure connections

(HTTPS) option is enabled).

Settings | Users | Appliances

General Locations Indexing Security
Session timeout (5 - 30 minutes)®
Minimum password length (8 - 25)*
Password change interval (0 - 365 days)*
Failed logins allowed (1 - 5)*

Lockout message

User Logen Help Message

HTTPS
Errors and warnings

Browser Cache

Save

Sessions | Backups

Directories and Servers | Known Files | Jobs | Schedules | License | Logs | Support Features

Print || Time & Date | Branding || Legal Hold Authentication

30
8
0 o
B o

Your account has been locked.

Please contact your eDiscovery Platform
administrator for assistance.

® | No additional text

<) Email
Address:

Text:

& Link

URL: o
Text:

Requires secure connections (HTTPS) @ Connect securely

# Show full details g
# Cache Enabled g

If you are using an SSL imported in your server.keystore, the upgrade should

have copied the server.keystore file into the new installation directory. If you

are still getting security warnings in your browser after the upgrade, you may
need to verify the server.keystore was updated correctly.

B Verify that the

D:\CW\V100\config\templates\tomcat\server.keystore is
the correct keystore file you want to use on the server.

B Run Option 7 in the Clearwell Utility to “Build Incremental Configuration
Changes”. If using Clearwell Commander, use the Action > Build
Incremental Configuration Changes option.

For more information, refer to the System Administration Guide.
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On the System > Settings > Indexing tab, optionally setup a directory for

customer specific NIST lists. Also, review if C
default. Customers may want to index conta

ontacts should be enabled by
cts and then exclude them with

filtering if not relevant. The Veritas eDiscovery Platform crawler services need
to be restarted after making changes to these system-wide security settings.

Please note that these case defaults can also

be overridden.

General || Locations | Indexing || Security | Print | Time & Date || Branding || Legal Hold Authentication
Items to Include in Processing Exchange/PST Notes/NSF Archives

Contacts | 7

Calendar Items I 3

Tasks 3 W

Journal Entries ] v

Pasts (files) v v

Note: Email messages are always indexed for all document sources.

Verify Custom Logo Settings

If the system was configured to use a custom logo before the 10.0 upgrade,
then setup the custom branding after the upgrade on the System >
Settings > Branding tab. Select Enable branding. The recommended logo

dimensions are shown on the screen.

Settings | Users | Appliances

Backups | Directo

nd Servers | Known Files | Jobs es
General | Locations || Indexing || Security | Print | Time &Date || Branding

Itis possible to co-brand the Clearwell application by showing your own logo in addition to the standard Clearws
the Login page and the banner image (which is shown on all pages).

Supported image types: Bitmap (.bmp), JPEG (.jpeg, .jpa), GIF (.gif), PNG (.png)
Enable branding

License | Logs | Support Features | Patches
Legal Hold Authentication

ell logo. This can be performed on both

Login page logo:
creating your own logo. It is also recommended that the image have a transparent or white background,

our, L oGs

240px

Cha

.<

Banner area logo:

This is the current banner logo (used on each of the pages of the application). It can be customized by providi

to the Clearwell Logo, Please use the suggested dimensions and padding when creating your ovn logo. It is al
have a transparent or white background.

1o}

EYour, |,

Veritas™ eDiscovery Platform

05h

Tooltip Text
An optional tooltip can be used for the image.

Tooltip lael: [Clearwell Systems

[save]

This is the current branding logon page logo. It can be customized by providing your own image. Please use the suggested dimensions when

ing your own image for display next
so recommended that the image

Note: Images must be created (or saved) using

RGB color model. Attempting

to upload an image in CMYK will cause the following error: "Unsupported

File Type"
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Verify Configuration Settings

From the System > Support screen, select the Property Browser support
feature, make sure the primary appliance is selected in Step 2 and then select
“Submit”.

Review the properties that are returned. Make sure that the
esa.uploader.customerID property is set to your customer name. Also verify
that the location for case backups is setup to an appropriate location.

Verify Firewall Settings

In Windows, go to Start > Control Panel > Windows Firewall to verify and
modify settings if needed. If nodes in a cluster are not communicating
correctly, then you may want to disable the firewall on all nodes to verify
communications. You can do this by going to Start > Control Panel >
Windows Firewall > Turn windows firewall on or off > "Turn off
windows firewall (not recommended)".

If you are having problems accessing Veritas eDiscovery Platform remotely,
verify the Webserver JVM in the Programs and Services list on the Exceptions
tab. If access problems persist, contact Veritas Customer Support for steps to
disable, reconfigure and then re-enable the Firewall making sure it points to
the appropriate Veritas eDiscovery Platform application paths.

Reconfigure LDAP authentication after upgrade

If your LDAP login fails after the upgrade is complete, perform the following
steps to reconfigure the LDAP authentication. Be sure to also read the
accompanying note regarding LDAP passwords and encryption:

1. Logon to your appliance as an administrator.

2. From the System > Support Features screen, select the Property
Browser feature.

Select System from the Select the case (or system) list.

4.  Enter the following property in the Name of property to change
field.

esa.ldap.connectionPassword

5. Enter your new values in the New value (leave blank to remove)
field.

Select the Confirm change. Are you sure? check box.
Click Submit.
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Note: If the LDAP password is configured to use encryption using the
property esa.ldap.connectionPassword.enc, clear the value for this
property (esa.ldap.connectionPassword.enc) by executing steps 1
through o 7 specifying property esa.ldap.connectionPassword.enc in
step 4 and removing the "New value" field in step 5 by leaving it blank.

A confirmation message about successful removal of the System
Property esa.ldap.connectionPassword.enc appears. The LDAP logins
should now work. The system doesn’t need a restart.

Reconfigure Full Node Scheduled Backup Tasks

If there are scheduled task in place to perform routine full node backups,
verify that they are updated to point to the new D:\CW\VT0 directory. Go to
Start > Settings > Control Panel > Scheduled Tasks or Start > Settings >
Control Panel > Administrative Tools > Task Scheduler and review the list
of tasks to see if there are any updates needed.

Update Virus Scanning Software (if applicable)

Be sure to update your virus scanning exclusion rules after the install to
account for any changes in folders and directory structure. For more
information see "Virus Scanning Guidelines”, in the Veritas e Discovery
Platform System Administration Guide.

EXCLUDE the following directories:

Image Helper

For the Image Helper to work properly, allow access to port 41734.

D:\Clearwell Packages\Muhimbi Document Converter

PrizmDoc Service

D:\Prizm\Server

D:\Prizm\PAS

JDK Software
C:\ jdk-8u251-windows-x32
C:\ jdk-8u251l-windows-x64
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MySQL Database Software

D:\mysqgl

D:\MySQLData (Clearwell v7.1.4+)
D:\mysqgltemp
D

:\CW\<current version>

Note: D:\CW\<current version> contains a subfolder that needs to
be scanned:
D:\CW\<current version>\scratch\temp\esadb\attCacheDir\

Because you can only exclude directories from a virus scan, move the
attachments directory (attCacheDir) to a different location and then update
the path. For more information see, the System Administration Guide.

Platform Installation

D:\CWShared

Rights Management

This directory only exists if you use the Rights Management feature

C:\Users\<username>\AppData\Local\Microsoft\DRM

Antivirus Exclusions for Audio Search

By default, the Audio Search software is installed into the following
directories and subdirectories. To avoid interference with critical media
operations, be sure to disable virus and malware scanning software. In
particular, Malwarebytes Anti-Malware, Kaspersky Endpoint Security, and
Microsoft Security Essentials are known to interfere with media operations.
See (Optional) Setting Up Your System for Audio Processing for directory
details.

C:\Program Files (86) \Nexidia

C:\Program Files (86) \Nexidia\Language Packs
C:\Program Files\Nexidia\Search Grid 2.0

D:\Nexidia

C:\Users\<username>\AppData\Local\Temp
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Disable Adobe Automatic Updates

Disable Adobe Reader automatic updates as follows. Launch Adobe Reader
Select Edit > Preferences > General and make sure that the “Check for
updates” option in the Application startup section is not selected.

Preferences g‘
Categories: Biasic Tools
Commenting A [[Juse single-key accelerators to access tools
Documents Create links from URLs
Full Screen h
Ceneral [IMake Hand tool select text & images

Page Display Make Hand tool read articles

[[]™Make Hand tool use mouse-whesl zooming

3D & Mulimedia [IMake Select tool select images before text
3D Capture
Accessibilicy [[Juse fixed resolution for Snapshot tool images: pixelsfinch

Acrobat.com
Batch Pracessing
Catalog

Color Management [ oo not show edit warnings
Conwert From PDF

Convert To PDF

\Warnings

Farms 3

Identity Show page thumbnails in Print dialog
igi:::::m”al [ Emit passthrough PostScript when printing
JawaScript

Measuring (2D) Application Startup

Measuring (30) []5how splash screen

Measuring (Geo)

Multimedia {legacy) [Juse ool certified plug-ins— Currently in Certified Mode:  Yes
Multimedia Trust {legacy) [ check for updates

New Dacurment

Reading ] Check 20 araphics accelerator

Reviewing
Search

Verify Clearwell Utility

Open the Clearwell Utility (icon on the desktop) and verify the “Current
working directory” points to the current Veritas eDiscovery Platform
installation directory (for example: D:\CW\V95).

As a final verification, upload all logs for Veritas eDiscovery Platform
validation. Go to System > Logs, enter a Name, and then select Submit
leaving the default settings.
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Clear Browser Cache

Your browser's cache stores certain information about the previous version
of Veritas eDiscovery Platform. A number of significant changes were made
to the user interface from pre-10.0 versions to 10.0. In order to have the
application display the new pages properly, you need to clear the browser
cache for your browser.

Configure Browser Cache Security

Browsers maintain a page repository (cache) that is used to expedite the
process of retrieving previously viewed pages without sending another
request to the server. If a user logs out of the eDiscovery application, it is
possible to press the Back button to view the previous page of the
authenticated user. This view remains visible for just a few seconds before
reverting to the login page.

A configuration setting has been added to the Security configuration which
can enable or disable browser cache. If disabled, the browser cache (for
example, search results) will not be stored and access or retention of
sensitive information is prevented during logout. To take advantage of the
browser cache security, you must uncheck the cache enabled setting. The
default setting is enabled.

IMPORTANT! Once the cache is disabled, the browser will require a page
refresh (F5) when the Back button is used to revisit certain pages (for
example, navigating back through search result pages).

For those concerned about the accidental release of information possibly
contained in the browser cache during the logout process, you can disable it
by unchecking the checkbox for Cache Enabled.

1. In the System view, click Settings > Security.
2. Uncheck the Cache Enabled checkbox (checked by default).
3. Click Save.
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Verify Veritas eDiscovery Platform Cases

Go to the All Processing > Processing > Cases tab, and verify that all the
cases that were previously online are still online for access. If there were any
upgrade issues with a particular case, it will be listed as unavailable.

Note: Cases from prior versions that do not have any case data will show
up in All Cases as not fully upgraded, and require you to click on a link to
finish upgrading.

Camnn

Sewechi © 18 Pl - e

Verify Controlled Prediction Accuracy Test Data

If you have run a Controlled Prediction Accuracy Test for a case in previous
release, then after you upgrade to 10.0, you must recreate the initial and
additional test sample data for the upgraded cases. For more information on
Controlled Prediction Accuracy Test, refer the Veritas eDiscovery Platform™
Transparent Predictive Coding User Guide.

Associating Legal Holds and Collections with 10.0-
Upgraded Cases

If you have cases containing Legal Holds and/or Identification and Collection
tasks (contained in a collection), these can be associated with a case once
upgraded to 10.0. Additionally, the Dashboard (overall view of all cases on
the system), Case Home Dashboards (overall view of a specific case), and
Data Analytics will reflect the changes brought by the association of the
Collections and/or Legal Holds.

For more information on Legal Hold or Collection, see the Veritas eDiscovery
Platform Legal Hold User Guide and the Veritas eDiscovery Platform
Identification and Collection Guide.
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Verify Post-Processing Success on all Cases

The upgrade process should have kicked off post-processing in every case
after successfully upgrading. You can view the progress of processing jobs
on the System > Jobs screen. Be sure to select the “System Jobs” Context.
Typical post-processing rates are approximately 500,000 documents per
hour. Times may vary depending on the specifics of your deployment.

User: AllUsers ~ Context: System Jobs ~ Jobs updated: EEETUATLCMMN ~  Job type: All -

Lost Updated ¥ User Case Description Status Output Size
Uparading case

08/19 3:00 PM superuser (System) Case_053_Add_Discover_Process [ Success WA i
_Searc

. Upgrading case
(D SED (3] speruser (System) Case_DumsterTestFromQutiook @ success WA o
08/19 2:59 PM superuser (System) i‘;{;ad‘"g collections and data g g, cess N/A T

[ Deletzdobs | [ Stoplobs |[  Resubmit CacheJobs |

Update checksum for emails

Deduplication of documents depends on matching checksums. Microsoft
Office and Lotus Notes client have altered the way in which they calculate
checksums. The result is that from version to version some email documents
may not be deduplicated.

For example, Veritas eDiscovery Platform upgraded the version of Microsoft
Office in release 8.1. For cases with previously indexed data, new emails
indexed since version 8.1 may not deduplicate entirely against the emails
already in the case. 9.0 and later provide a feature that allows a system
manager (or group manager) access to the “Update Checksum for Emails”
feature. This check for "Update Checksum for Emails” should be run before
indexing more data.

IMPORTANT! After upgrading to 10.0, the System Manager should check to
see if there is data needing the checksum update. Go to System > Support
Features and choose Update checksum for emails. Only the cases that
appear in the Select the case field are affected. The Case Administrator
should coordinate the timing of running the "Update Checksum for Emails”
feature against the affected cases.

For instructions on how to enable and use this feature, as well as feature
background, case qualification criteria, workflow details, and FAQs, see
http://www.veritas.com/docs/000125859.
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Index Repair

This feature solves an issue in which keyword searches were not accurate for
content known to be present in the dataset for PDF, PPT, and Word files,
where these files were first level attachments or loose files. Version 8.2
contains a fix for the issue itself, so cases created in 8.2 or greater do not
have the problem.

However, the ability to reindex files for a case that already had work in
progress, or “reindexing in place”, was required for cases set up and worked
in previous versions of the eDiscovery platform. Once such a case is restored,
the Repair Index feature allows a user with System Manager or Group
Manager role to select Repair Index under System > Support Features for
that case.

Index repair involves running a scan on each of the cases on a system. It
does not need to run immediately after upgrade. Users will be able to index
more data after installation, and the new data will not be affected. However,
if the following two criteria apply to cases on the system, the data for these
cases should be scanned as soon as is practical.

B Cases that could be affected must have been created in an eDiscovery
Platform version prior to 8.2. Cases created in version 8.2 or later do not
need repair.

B During the case creation Save & Setup Processing step: under
"Configure processing parameters and features" > "Hidden, Inserted
and Embedded Content" must have any of the check boxes selected.
Case Setup default setting is "ldentify and Extract" > "ldentify All
Hidden Content" and "Extract all documents". If the default values
were used during case setup and there are problems with saved
searches, the case is a candidate for Index Repair.

Note: Word and PPT files affected, are from Office97 or later.

Contact the Case Administrator for cases that comply with these two points
to determine whether case data should be scanned and repaired, and to
coordinate timing.

IMPORTANT! See tech note 125139 at https://www.veritas.com/support for
instructions, as well as feature background, case qualification criteria,
workflow details, and FAQs.
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OST to PST Conversion Libraries

The upgrade process automatically removes older conversion libraries (such
as Datanumen) and replaces them with new OST conversion libraries. This
means that if OST conversion was in use prior to the upgrade, the conversion
service will continue to function but will use the newly installed library. For
more details, see Case Administration Guide.

Perform Imaging Tool Upgrade

Veritas eDiscovery Platform 10.0 has replaced the imaging tool IGC with a
new imaging tool PrizmDoc, which will impact the cases that were created in
earlier releases. To retain the ability to restore and use such cases after
upgrading eDiscovery Platform appliances to version 10.0, a new support
feature, Imaging Tool Upgrade, has been introduced.

If you are using the native viewer in eDiscovery Platform 9.1 or 9.5, you must
first upgrade to eDiscovery Platform 10.0 and then use the Imaging Tool
Upgrade feature for the existing cases.

Note: The Imaging Tool Upgrade feature is not available for Case Restore
and Node Restore workflows in a fresh installation of eDiscovery Platform
10.0. For disaster recovery scenarios, we recommend users to start from
node backup of eDiscovery Platform 9.1 or 9.5 or save a copy of the IGC
installer from the “utilities” folder on the eDiscovery Platform 9.1 or 9.5
appliance.

You must upgrade a case using the Imaging Tool Upgrade support feature
to be able to perform imaging-related operations in that case.

For details, refer to the Imaging Tool Upgrade Guide.
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